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1. Introduction
This proposal includes the security key context structure to be managed by the MS and BS in order to ensure the synchronization of information and security strength.
2. Text Proposal

Insert the following section into D1 draft.
======================== Start of Proposed Text =====================
15.2.5.x Security Context
The security context is a set of parameters linked to a key in each hierarchy that defines the scope while the key usage is considered to be secure.

Examples of these parameters are key lifetime and counters ensuring the same encryption will not be used more than once. When the context of the key expires, a new key should be obtained to continue working. The purpose of this sub clause is to define the context that belongs to each key, how it is obtained and the scope of its usage.

15.2.5.x.1 MSK context
The MSK context includes all parameters associated with the MSK. This context is created when EAP Authentication completes.
The MSK context is described in Table zzzz1.

Table zzzz1
	Parameter
	Size(bit)
	Usage

	MSK 
	512
	The key yielded from the EAP authentication

	MSK SN
	4
	MSK sequence number, when the EAP-based authentication is achieved and a key is generated. The 2 LSbs are the sequence counter. And the 2 MSbs set to 0. The initial value shall be set to zero. For each update, the value shall be increased by 1 mod 16.

	MSK Lifetime
	32
	The time this MSK is valid. Before this expires re-authentication is needed.

	CMAC_KEY_COUNT
	16
	Value of the Entry Counter that is used to guarantee freshness of computed CMAC_KEY_* with every entry and provide replay protection.

This counter is maintained across zone switch (LZONE and MZONE) to ensure replay protection when switching to LZONE multiple times within the validly period of MSK


This context is created upon completion of successful re/authentication and discarded when no longer valid or if key-agreement procedure was not completed for [120] seconds. It is created by the AMS and Authenticator when authenticating in LZONEs or MZONEs and must be maintained across zone switches.

The MSK initial lifetime is set once the context is created to a default value as defined in XXXX.

The life time may be enlarged by the ABS using the MSK lifetime TLV within the key agreement.

The MS shall ignore MSK lifetime update that reduces the MSK lifetime – if the BS need to refresh the key it should initiate re-authentication to create a new one.

15.2.5.x.2 PMK context

The PMK context includes all parameters associated with the PMK. This context is created whenever a key agreement procedure is completed.

Two parallel PMK contexts may exist in parallel in the AMS and Authenticator in transition phases were new PMK is created but the current PMK is still in use.

The PMK context is described in Table zzzz2.

Table zzzz2

	Parameter
	Size(bit)
	Usage

	PMK 
	160
	The key yielded from the EAP authentication

	PMK SN
	4
	PMK SN is the serial number assigned to a given PMK by the BS in the key agreement; it is used in CMAC tupple to identify the used key. 

	PMK Lifetime
	32
	PMK Lifetime=MSK Lifetime

	PMKID
	64
	PMKID = Dot16KDF(PMK, 0b0000|PMK SN|NONCE_MS|NONCE_BS| ”PMKID”, 64)

The PMK SN in the Dot16KDF function is encoded in MSB first order.

This is used in key agreement to verify sync of assignment SN to PMK

	NONCE_MS
	32
	The Random NONCE received from the MS in the key-agreement that was done in order to create this key.

	NONCE_BS
	32
	The Random NONCE sent by the MS in the key-agreement that was done in order to create this key.

The BS must not use same NONCE_BS it more than one key-agreement procedure


15.2.5.x.3 AK context

The AK context includes all parameters associated with the AK. This context is created whenever a new AK is derived.

An AMS may manage several AK contexts in parallel in transition phases.

This context shall be deleted whenever the AK in no longer valid or used.
The AK context is described in Table zzzz3.

Table zzzz3

	Parameter
	Size(bit)
	Usage

	AK 
	160
	The key derived from PMK

	AK Lifetime
	32
	AK Lifetime=PMK Lifetime

	PMKID
	64
	The ID of the PMK used to derive this AK

	CMAC_KEY_U
	128
	The key which is used for signing UL management messages.

	CMAC_PN_U
	24
	Used to avoid UL replay attack on the management connection before this expires, reauthorization is needed. The initial value of CMAC_PN_U is zero and the value of CMAC_PN_U is reset to zero whenever CMAC_KEY_COUNT is increased.

	CMAC_KEY_D
	128
	The key which is used for signing DL management messages.

	CMAC_PN_D
	24
	Used to avoid DL replay attack on the management connection before this expires, reauthorization is needed. The initial value of CMAC_PN_D is zero and the value of CMAC_PN_D is reset to zero whenever CMAC_KEY_COUNT is increased.

	Next available counter_TEK
	16
	The counter value to be used in next TEK derivation, after derivation this is increased by 1.

	CMAC_PN _Window
	As negotiated in SBC
	DB for monitoring received CMAC_PN (CMAC_PN window = PN_HARQ_window)


15.2.5.x.4 SA context

The SA context is the set of parameters managed by each SA in order to ensure TEK management and usage in secure way.

The SA context holds 2 TEK contexts and additional information that belongs to the SA itself.
15.2.5.x.4.1 TEK Context

The TEK context includes all relevant parameters of a single TEK and is described in Table zzzz4
Table zzzz4
	Parameter
	Size(bit)
	Usage

	TEK
	128
	Key used for encryption or decryption of FIDs associated with this SA

	EKS
	2
	Encryption key sequence number

	PMKID
	64
	The ID of the PMK used to derive AK and this TEK, used to distinguish between TEK from old authentication/key agreement and new authentication/key agreement

	Used_Counter_TEK
	16
	The counter value used to derive this TEK

	TEK lifetime
	32
	TEK lifetime=MSK lifetime

	TEK_PN_U
	22
	The PN used for encrypting UL packets. After each MPDU transmission, the value shall be increased by 1. (0x300000-0x4FFFFF) 

	TEK_PN_D
	22
	The PN used for encrypting DL packets. After each MPDU transmission, the value shall be increased by 1. (0x00000000-0x2FFFFF)

	PN_HARQ_Window
	As negotiated in SBC
	DB for monitoring received PN inside HARQ window


15.2.5.x.4.1 SA Context

The SA context is described in Table zzzz5.

Table zzzz5
	Parameter
	Size(bit)
	Usage

	SAID
	8
	The identifier of this SA, used to know which FIDs are using the included parameters and identify the security suite used (static linkage).

	TEK-DLE context
	Sizeof(TEK Context)
	Stores the TEK context used for downlink encryption on ABS and decryption on AMS.

	TEK_ULE Context
	Sizeof(TEK Context)
	Stores the TEK context used for uplink encryption on AMS and decryption on ABS.


============================== End of Proposed Text ===============
4. References

[1] IEEE P802.16 Rev2 / D9, “Draft IEEE Standard for Local and Metropolitan Area Networks: Air Interface for Broadband Wireless Access,”
[2] IEEE 802.16m-07/002r8, “802.16m System Requirements Document (SRD)”
[3] IEEE 802.16m-08/003r9, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-08/043, “Style guide for writing the IEEE 802.16m amendment”
[5] IEEE 802.16m-09/0010R2, “IEEE 802.16m Amendment Working Document”















