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1. Introduction
HO procedure requires security update to achieve seamless operation.
2. Text Proposal

======================== Start of Proposed Text =====================
15.2.5.2.4 Key Usage

15.2.5.2.4.1 TEK usage

15.2.5.2.4.2 TEK update
15.2.5.2.4.4 TEK update after Re-authentication
15.2.5.2.4.5 Key update during Handover

During Handover (with handover process optimization bitmap bit#1=1 “omit PKM), the new MSID*, AK, CMAC keys and TEKs shall be derived by the target ABS and AMS respectively as described in 15.2.5.2. In particular,
- MSID* derivation uses the i) Nonce-BS associated with the current active security context, which is known to both the network and AMS before handover, and ii) target ABS BSID

- In AK derivation, the CMAC_KEY_COUNT is managed on AMS and target ABS sides in the same way as in Section 7.2.2.2.6.1 and 7.2.2.2.9.1.
- In TEK derivation, COUNTER_TEK  is set to be 0 and 1, in order to generate two new TEKs to be used at the target ABS. Corresponding EKS is also reset to be 0 and 1 respectively.
When Seamless_Handover Flag = 1 in AAI_HO-CMD, the AMS and target ABS may use derived TEKs for the target ABS to resume data communications before network reentry procedure finishes.
When the Network_Reentry_Mode = 1, for which the AMS is to maintain communications with serving ABS during network reentry at the target ABS, the AMS shall manage two set of key context for AK, CMAC keys and TEKs, where the context associated with the serving ABS is used to maintain communications with serving ABS until Disconnection Time, and the “new” context associated with the target ABS is used to perform required network reentry procedures with target ABS. The AMS discards key context associated with the serving ABS when the network reentry procedure finishes. The serving ABS discards this MS’s key context (along with other MAC context associated with the AMS) upon either the expiration of Resource_Retain_Time or a HO-Complete signaling from target ABS via backbone.
============================== End of Proposed Text ===============
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