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1. Introduction
HO procedure requires security update to achieve seamless operation.
2. Text Proposal

======================== Start of Proposed Text =====================
15.2.3 Security support for Relay operation

In multihop relay system, RS uses the same security architecture and procedures as an AMS to provide privacy, authentication and confidentiality between itself and the ABS.

An access ARS is operating in distributed security mode. The authentication key established between AMS and ABS is distributed to this RS the key agreement is performed as shown in Figure n. An RS operating in this mode relays initial PKM messages between the ABS and AMS. When the MSK for an AMS is established, the ABS and AMS perform key agreement, which is relayed by ARS. At the end of key agreement, ABS shall securely transfer the relevant Authorization Key (AK) and key context associated with the AMS to its access RS. The access RS derives all necessary CMAC and TEK keys if PKMv3 is used, and from now on ARS is responsible for key management until there is handover or re-authentication. During authentication, the Security Association (SA) that contains the security pertaining to an AMS will be created between an SS, an access RS operating in distributed security mode and the ABS. Each AMS shall effectively establish a primary SA with the RS, interacting with the RS as if it were a BS from the AMS’s perspective. ARS uses the set of active keys shared with the AMS to perform encryption/decryption and integrity protection on the access link. The access RS operating in distributed security mode shall establish a primary SA with ABS and may run a secure encapsulation protocol with the ABS. ARS uses the set of active keys shared with ABS to perform encryption/decryption and integrity protection on the relay link.
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Figure nnn key agreement procedure

15.2.3.2 AK transfer

In a distributed security model, upon successful authorization of the AMS, ABS shall send PKMv3 AK Transfer message conveying a set of AK parameters to the relevant Access ARS. AK parameters shall include AK key material, AK Sequence Number, and AK Lifetime. Access ARS shall use them to derive CMAC keys and TEK. Access RS shall send PKMv3 AK Transfer ACK message to ABS in order to acknowledge successful reception of PKMv3 AK Transfer message. For SAs using a ciphersuite employing AES-CCM mode, the TEK used to encrypt the AK Transfer message is AES encrypted using a 128-bit key derived for the Access ARS AK and a 128-bit block size. Authenticator may process key pre-distribution to target RS before AMS handoff occurs. If target RS does not possess AMS’s active AK, ABS may deliver an active AK to the target RS when the RS receives an entry/re-entry request from MS. When RS handover is triggered, i.e. either serving RS or target RS or both are involved in handover, key update from AK level is required following the same procedure in Section nnn.
============================== End of Proposed Text ===============
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