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suggested remedy for the comment #244
Youngkyo Baek
 Samsung Electronics
Introduction
This contribution proposes the suggested remedy for the comment #244.
Proposed Text 
Adopt the proposed text as a suggested remedy for comment #244
----------------------------------------------------- Start of Proposed Text ---------------------------------------------------
The maintenance of cached PMK and AK by either AMS or ABS does not differ from reference system. Besides, the PMK and AK switching methods does not differ from reference system.

The ABS and AMS maintain active PMK and AK as follows: 

a) PMK caching. An AMS and an Authenticator cache a PMK upon key agreement procedure. Upon caching a new PMK for a particular AMS and completing TEK updated procedure, an Authenticator shall delete any PMK for that AMS (as well as all associated AKs). For the case of reauthentication or PMK update, deletion of old PMKs at Authenticator and AMS is accomplished via the switchover mechanism described in this subclause.

The Authenticator and AMS will additionally delete PMKs and/or associated AKs in various situations—including lifetime expiration, reauthentication, PMK update and reclamation of memory resources, or as the result of other mechanisms beyond the scope of this specification. In the case of reauthentication or PMK update, the older PMK and its AKs shall be deleted by the AMS and the ABS after completion of TEK update procedure following the key agreement 3-way handshake.

 b) AK activation and deactivation. Successful completion of the  key agreement 3-way handshake causes the activation of every AK associated with the new PMK and any ABS under the current Authenticator (i.e., when the AMS hands over or re-enters a target ABS, and the  key agreement 3-way handshake associated with the current PMK has completed successfully at some ABS under the target ABS’s Authenticator, the AK associated with the current PMK and the target ABS is used without a new key agreement 3-way handshake at the target ABS). If CMAC_PN or CMAC_KEY_COUNT reach their maximum value, the associated AK becomes permanently deactivated. The ABS and AMS shall maintain the AK context as long as they retain the AK. 

Once the  key agreement 3-way handshake begins, the ABS and AMS shall use the new AK matching the new PMK context for the key agreement MSG#2 and key agreement MSG#3 messages. Other messages shall continue to use the old AK until the key agreement completes successfully. Upon successful completion of the key agreement 3-way handshake, all messages shall use the new AK. The old AK matching the old PMK context may be used for receiving packets before completion of TEK update procedure following the key agreement 3-way handshake.
--------------------------------------------------- End of Proposed Text------------------------------------------------------

  


