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ZTE Corporation
1. Introduction
HO procedure requires security update to achieve seamless operation. This contribution proposes the Key usage during zone switch from LZone to MZone.
2. Text Proposal

======================== Start of Proposed Text =====================
15.2.5.2.4.6 Key update during zone switching from LZone to MZone
ABS shall include Nonce_ABS in the zone switching information. 
After receiving NONCE_ABS, AMS shall generate NONCE_AMS. AMS shall increment CMAC_Key_COUNT and derive PMK based on NONCE_ABS and NONC_AMS. And then AK, CMAC keys and TEKs are derived. AMS shall include NONCE_AMS and NONCE_ABS in the following AAI_RNG-REQ message with CMAC protection. 

Upon receipt of AAI_RNG-REQ message, ABS shall verify that the received NONCE_ABS matches the value provided by the ABS in the zone switching information. If the ABS_Random value does not match, the ABS shall ignore the message. If matches, ABS shall derive AMSID*, and increment CMAC_KEY_COUNT and derive PMK, AK, CMAC keys and TEKs based on the new generated AMSID*to be used in MZone during network reentry procedure as described in Section 15.2.5.2.3.1. The ABS shall verify the CMAC in the AAI_RNG_REQ message. If the CMAC is invalid, the ABS shall ignore the message. ABS shall send AAI_RNG-RSP message encrypted by the new TEK carrying NONCE_ABS, NONCE_AMS to AMS.

Upon receipt of PKMv2 AAI_RNG-RSP, AMS shall decrypt this message with the corresponding TEK, and then verify this message. If the verification is failed, the SS shall ignore the message.
The AMS and ABS shall also manage the old security context used to maintain communications in LZone before zone switching to MZone finishes.


============================== End of Proposed Text ===============
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