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Security Support for Zone switch procedure in IEEE802.16m systems (sections 15.2.3.1, 15.2.3.2)
Inuk Jung, Gene Beck Hahn, Kiseon Ryu, Ronny Yongho Kim, Jin Sam Kwak 
LG Electronics, Inc.
Introduction

This contribution includes proposed text to provide Security support Zone Switching procedure in the 802.16m D2 document [1].
Rationale/Motivation of modifications 

1. MAC message and data protection during Zone Switch

To perform provide security service, such as encryption/decryption of data or MAC management messages, during zone switch, the AMS and ABS has to know each others security parameters. During a Zone Switch, the AMS and ABS cannot follow the conventional 16m Security Key Exchange procedure. Hence, ABS sends its NONCE_BS via the ZS_TLV. However, NONCE_MS must also be known by ABS, which AMS shall include in the AAI_RNG-REQ message after entering MZone. 
After ABS receives the NONCE_MS, it may successfully generate PMK, AK and CMAC, which then it also may authenticate the AAI_RNG-REQ message. From this point on, the AMS and ABS may encrypt any MAC or data message.

2. Correct context mapping

The context mapping of service flow ID’s are defined to be done automatically in the ascending order from the first transport Connection CID. The definition SAID of 16 and 16m has changed slightly, which is an attribute of a service flow. Hence, this shall also be reflected while doing the context mapping. 
Since basic service flow ID are mapped automatically, the re-mapping SAID per service flow ID shall be explicitly informed to the AMS by the ABS in the MZone. This may be done through any MAC message, but it may seem natural to include it in the AAI_RNG-RSP message.
References
[1] IEEE P802.16m/D2, “Air Interface for Broadband Wireless Access Systems - Advanced Air Interface”
Proposed AWD Text Changes

Remedy #1

On the 80216m_D1, page 35, table 674, modify text as follows:
--------------------------------------------------------Text Start -----------------------------------------------------
15.2.3.1 AAI_RNG-REQ 
An AAI_ RNG-REQ message is transmitted by AMS at network entry, to which HARQ operation is applied. An AMS shall generate AAI_ RNG-REQ message containing parameters according to the usage of the AAI_RNG-REQ message:
…
Table 674—Parameters for AAI_ RNG-REQ
	Name
	Value
	Usage

	MS_Random
	AMS generates a random number MS_Random which is used for ABS to distinguish AMSs when more than one AMS send AAI_RNG-REQ message at the same time.
	It shall be included when the AMS is attempting network entry without its STID which the ABS assigns

	MAC version
	Version number of IEEE 802.16 supported by the AMS
	

	NONCE_MS
	A freshly generated random number of 64 bits
	ABS generates PMK, AK and CMAC keys based on this parameter

	…
	…
	…


--------------------------------------------------------Text End -----------------------------------------------------
Remedy #2
On the 80216m_D1, page 38, table 675, modify text as follows:
--------------------------------------------------------Text Start -----------------------------------------------------
15.2.3.2 AAI_RNG-RSP
An AAI_RNG-RSP, to which HARQ operation is applied, shall be transmitted by the ABS in response to a received AAI_RNG-REQ. In addition, it may also be transmitted asynchronously to send corrections based on measurements that have been made on other received data or MAC messages. As a result, the AMS shall be prepared to receive an AAI_RNG-RSP at any time, not just following an AAI_ RNG-REQ transmission.
…
In case of Zone Switch procedure from LZone to MZone, the AAI_RNG-RSP message shall also include the SAID information which should be correctly mapped to the corresponding service flow ID.

Table 675—parameters for AAI_ RNG-RSP
	Name
	Value
	Usage

	…
	…
	…

	Neighbor station measurement report indicator
	Perform Neighbor station measurement report if set to '1'
	Identifies Neighbor station measurement report is required during current network entry

	N_SF_update
	8 bit
	Number of service flow that requires update

	Service_flow_bitmap
	16 bit
	Bitmap for indicating the specific service flows that are being updated. The MS will map them autonomously by referring to this bitmap

	  for(i=0; i< N_SF_update; i++) {
	
	

	    SAID
	
	The updated SAID value

	  }
	
	

	…
	…
	…


--------------------------------------------------------Text End -----------------------------------------------------







  


