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1. Introduction
Zone switching procedure requires security update to achieve seamless operation. Due to difference between key derivation of 16e and that of 16m, we need a mechanism to share security keys(e.g. PMK, AK, CMAC, TEK, etc).
We suggest deriving new PMK in case of zone switch procedure from Lzone to Mzone, and reusing PMK which is used the previous Mzone in case of zone switch procedure from Mzone to Lzone. 
2. Text Proposal

Inset the proposed text just before the subclause ‘15.2.5.2.5 SA Management’ (page 111,line 10) as follows
======================== Start of Proposed Text #1=====================
15.2.5.2.4.5 Key usage during Location Update and Network re-entry from Idle mode

…………..
15.2.5.2.4.6 Key update during zone switching from LZone to MZone

ABS shall include Nonce_BS in the zone switch information.
AMS shall perform key agreement and network reentry procedure in MZone to derive new PMK, AK, CMAC keys and TEKs to be used in MZone as follows.

· AMS derives new PMK, based on the NONCE_ABS and a NONCE_AMS.( key agreement MSG#1 is omitted since the zone switching information containing the NONCE_ABS can be regarded as a key agreement challenging message.)
· On calculating AMSID*, AMS derives new AK and its CMAC key and TEK based on the new PMK.

· AMS sends AAI_RNG-REQ message containing key agreement MSG#2 attributes (e.g. NONCE_ABS, NONCE_AMS and CMAC digest, which is based on the new CMAC key.)
· On receiving the AAI_RNG-REQ message, network entities derive new PMK, AK and CMAC keys. ABS validates the AAI_RNG-REQ by CMAC tuple. If the CMAC is valid, ABS derives new TEKs and responds with AAI_RNG-RSP message containing key agreement MSG#3 attributes (e.g. NONCE_ABS and NONCE_AMS) where the AAI_RNG-RSP is transferred in encrypted manner by the new TEK.
· If the AMS decrypts and decodes successfully the AAI_RNG-RSP message, then the AMS regards it as completion of a successful key agreement procedure. 
15.2.5.2.4.7 Key update during zone switch from MZone to LZone

Based on the current active PMKMZONE, new PMK to be used in Lzone is derived (e.g., PMKLZONE= Dot16KDF(PMKMZONE,”PMK for LZONE”) ), and CMAC_KEY_COUNT is set to 0. 

New AK, KEK, CMAC keys are derived, based on PMKLZONE, according to Section 7.2.2.2. New TEKs are derived according to Section 7.2.2.2 if in AAI_HO-CMD message HO process optimization bit #2 = 1 (Seamless handover). Otherwise TEKs to be used in LZone are obtained via TEK transfer encrypted by KEK. If Zone-Switching-Mode=1, the AMS shall also manage the old security context used to maintain communications in MZone before zone switching to LZone finishes.
15.2.5.2.5 SA Management
…………..
============================== End of Proposed Text #1===============
Modify the table 674 Parameters for AAI_ RNG-REQ (page 37,line 43) as follows
======================== Start of Proposed Text #2=====================
Table 674—Parameters for AAI_RNG-REQ
	Name
	Value
	Usage

	……..
	………..
	………..

	Power Down Indicator
	………..
	………..

	NONCE_AMS
	A freshly generated 64-bit random number used for PMK derivation
	It shall be included when PMK is updated.

	NONCE_ABS
	A 64-bit number transferred from ABS and used for PMK derivation
	

	CMAC_KEY_COUNT
	………..
	………..

	……..
	………..
	………..


============================== End of Proposed Text #2===============
Modify the table 675 Parameters for AAI_ RNG-RSP (page 39,line 39) as follows
======================== Start of Proposed Text #3=====================
Table 675—Parameters for AAI_RNG-RSP
	Name
	Value
	Usage

	……..
	………..
	………..

	Neighbor station measurement report indicator
	………..
	………..

	NONCE_AMS
	The 64-bit NONCE_AMS transferred by AAI_RNG-REQ
	It shall be included when PMK is updated.

	NONCE_ABS
	The 64-bit NONCE_ABS transferred by AAI_RNG-REQ
	


============================== End of Proposed Text #3===============
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