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Key update during idle mode (15.2.5.2.4.5)
Youngkyo Baek, Jicheol Lee

Samsung Electronics
1. Introduction
While the AMS is in the idle mode, if the PMK update is required, the AMS needs to perform network reentry from idle mode for the sake of PMK update, but not any data transmission.
If the AK update is possible through location update procedure, AMS need not perform network reentry from idle mode so that it can save its power consumption.

Our remedy suggests that, instead of key agreement procedure to update PMK and AK, AAI_RNG-REQ/RSP messages contain key-ageement MSG#2/#3 related parameters respectively.

When the AMS tries to update PMK during location update, AMS derives new NONCE_BS from current NONCE_BS, which is stored when AMS enters Idle mode, and Deregistration ID as follows.
New NONCE_BS = current NONCE_BS  XOR  (Deregistration ID|zero padding).
Based on the new NONCE_BS, AMS derives AMSID*.

AMS derives PMK and AK based on the new NONCE_BS and NONCE_MS which AMS newly generates.
AMS sends AAI_RNG-REQ containing NONCE_MS as well as other location update related parameters.
Receiving AAI_RNG-REQ, the network derives security keys(e.g. PMK, AK and CMAC key).
In response to the AAI_RNG-REQ, ABS sends AAI_RNG-RSP containing NONCE_MS as well as other location update related parameters.
2. Text Proposal

Inset the proposed text in the subclause ‘15.2.5.2.4.5 Key usage during Location Update and Network re-entry from Idle mode ‘(page 111,line 9) as follows
======================== Start of Proposed Text #1=====================
15.2.5.2.4.5 Key usage during Location Update and Network re-entry from Idle mode

During Location Update or Network re-entry from idle mode, AK, CMAC keys and TEKs shall be derived by the network and AMS respectively if the AMS and the network share valid security context (e.g. PMK). If AMS moves to another ABS different from the ABS where the AMS enters idle mode or performs last LU, the AMSID* shall be updated first. Then AK, CMAC keys and TEKs shall be derived by using the new AMSID* as described in 15.2.5.2. If AMS is still select the same ABS that it enters idle mode or performs the last LU, AMSID* is not updated.
In particular,
· AMSID* derivation uses the i) AMSID which is already known to both network and AMS, ii) Nonce_ABS stored when AMS enters Idle mode, which is known to both network and AMS, and iii) preferred target ABS ID.
· In AK derivation, the CMAC_KEY_COUNT is managed on AMS and target ABS sides in the same way as in Section 7.2.2.2.9.1.
· In TEK derivation, COUNTER_TEK is set to be 0 and 1, in order to generate two new TEKs to be used at the preferred target ABS. Corresponding EKS is also reset to be 0 and 1 respectively.
However, when the AMS tries to update PMK during location update or network reentry from idle mode, instead of key agreement procedure to update PMK and AK, AAI_RNG-REQ/RSP messages contain key-ageement MSG#2/#3 related parameters respectively.
· AMSID* derivation uses i) AMSID which is already known to both network and AMS, ii) a new NONCE_BS which the AMS derives from currently stored NONCE_BS and Deregistration ID (e.g. New NONCE_BS = current NONCE_BS  XOR  (Deregistration ID|zero padding).) and iii) preferred target ABS ID.

· In PMK and AK derivation, the AMS derives PMK and AK based on the new NONCE_BS and NONCE_MS which the AMS newly generates.
· The AMS sends AAI_RNG-REQ containing NONCE_MS as well as other location update/network reentry related parameters. Receiving AAI_RNG-REQ, the network entities derive security keys(e.g. PMK, AK and CMAC key) and validate the AAI_RNG-REQ by CMAC tuple.

· In TEK derivation, COUNTER_TEK is set to be 0 and 1, in order to generate two new TEKs to be used at the preferred target ABS. Corresponding EKS is also reset to be 0 and 1 respectively.
· In response to the AAI_RNG-REQ, the ABS sends AAI_RNG-RSP containing NONCE_MS as well as other location update/network reentry related parameters. The AAI_RNG-RSP message is encrypted by new TEK.

· If the AMS decrypts and decodes successfully the AAI_RNG-RSP message, then the AMS regards it as completion of a successful key agreement procedure. 

============================== End of Proposed Text#1 ===============
Modify the table 674 Parameters for AAI_ RNG-REQ (page 37,line 43) as follows
======================== Start of Proposed Text #2=====================
Table 674—Parameters for AAI_RNG-REQ
	Name
	Value
	Usage

	……..
	………..
	………..

	Power Down Indicator
	………..
	………..

	NONCE_MS
	A freshly generated 32-bit random number used for PMK derivation
	It shall be included when PMK is updated.

	NONCE_BS
	A 32-bit number transferred from ABS and used for PMK derivation
	

	CMAC_KEY_COUNT
	………..
	………..

	……..
	………..
	………..


============================== End of Proposed Text #2===============
Modify the table 675 Parameters for AAI_ RNG-RSP (page 39,line 39) as follows
======================== Start of Proposed Text #3=====================
Table 675—Parameters for AAI_RNG-RSP
	Name
	Value
	Usage

	……..
	………..
	………..

	Neighbor station measurement report indicator
	………..
	………..

	NONCE_MS
	The 32-bit NONCE_MS transferred by AAI_RNG-REQ
	It shall be included when PMK is updated.

	NONCE_BS
	The 32-bit NONCE_BS transferred by AAI_RNG-REQ
	


============================== End of Proposed Text #3===============
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