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Modification on CMAC_KEY_COUNT management (15.2.5.2.1.3)
Youngkyo Baek, Jicheol Lee
Samsung Electronics
1. Introduction
Per current 16mD2, 16m’s CMAC_KEY_COUNT management follows 16e. ( see 7.2.2.2.6.1 and 7.2.2.2.9.1 in [1].)
However, the PKM messages and key derivation is changed from 16e. Especially PMK and AK are derived during key agreement procedure and the AK depends on the CMAC_KEY_COUNT.
We can expect two options as follows.
1. When ABS receives AAI_RNG-REQ containing CMAC_KEY_COUNT and CMAC tuple, if it has no AK context, it asks authenticator for the AK context based on AK_SN and CMAC_KEY_COUNTM. (cf. in 16e, AK is derived based on the AK_SN independently of CMAC_KEY_COUNTM)  The authenticator has to compare CMAC_KEY_COUNTM with CMAC_KEY_COUNTN.  If the counter is available, the authenticator responds with AK context. If not, the authenticator shall let the ABS send an AAI_RNG-RSP message requesting re-authentication.
2. In another way, when ABS receives AAI_RNG-REQ containing CMAC_KEY_COUNT and CMAC tuple, if it has no AK context, it asks authenticator for the AK context and the authenticator derives AK based on AK_SN and CMAC_KEY_COUNTN.  But, if CMAC_KEY_COUNTN is not equal to MAC_KEY_COUNTM, the ABS has to request AK context again based on MAC_KEY_COUNTM. So after obtaining AK context, the ABS can validate CMAC. It seems not better than the first way.

Therefore, we suggest that CMAC_KEY_COUNT management reflect 16m key derivation and AK context include CMAC_KEY_COUNT used to derive the AK as the following text proposals. 

For comparison, refer to Figure 1 for 16e scheme and Figure 2 for proposed 16m scheme.
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Figure 1. CMAC KEY COUNT management in 16e
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Figure 2. proposed CMAC KEY COUNT management in 16m
2. Text Proposal

Modify the texts (page 104,line 15) as the following proposed text.
======================== Start of Proposed Text #1=====================
15.2.5.2.1.3 AK derivation
……………….
•CMAC_KEY_COUNT – a counter which is used to ensure different AKs for the same BS-MS pairs across handovers, the counter is managed as described in 7.2.2.2.9.1 and 7.2.2.2.6.1.

……………….

The AK lifetime is identical to the PMK lifetime.
15.2.5.2.1.3.1 CMAC_KEY_COUNT_ management

The AMS shall maintain a CMAC_KEY_COUNT counter for each PMK context, and the Authenticator is assumed to maintain a CMAC_KEY_COUNT counter for each PMK context, which is normally kept synchronized with the corresponding counter at the AMS.

The value of this counter maintained by the AMS is denoted as CMAC_KEY_COUNTM and the value maintained by the Authenticator is denoted as CMAC_KEY_COUNTN. Each AK context that an ABS maintains has a CMAC_KEY_COUNT value, which is denoted CMAC_KEY_COUNTB.
15.2.5.2.1.3.1.1 Maintenance of CMAC_KEY_COUNTM by the AMS

Upon successful completion of the (re)authentication, the AMS shall derive a new PMK and initiate a new CMAC_KEY_COUNT counter and set its value to zero. In particular, this shall occur upon reception of the key_agreement-MSG#1 message. The AMS shall initiate either re-authentication or PMK update before the CMAC_KEY_COUNTM reaches its maximum value of 65535. The AMS shall manage a separate CMAC_KEY_COUNTM counter for every active PMK context. 
Specifically, during re-authentication or PMK update, the old CMAC_KEY_COUNTM (corresponding to the old PMK) shall be used for CMAC generation of MAC control messages before the new AK is activated, while the new CMAC_KEY_COUNTM shall be used for CMAC generation for key_agreement-MSG#2 and key_agreement-MSG #3 messages.
15.2.5.2.1.3.1.1.1 CMAC_KEY_LOCK state

When the AMS decides to reenter the network or perform Secure Location Update (immediately prior to transmitting an AAI_RNG-REQ for re-entry or Secure Location Update to a first preferred ABS), or handover to a target ABS (immediately prior to transmitting AAI_RNG-REQ for handover to a first target ABS. in case of seamless HO, immediately prior to access the target ABS), the AMS shall perform the following steps in the stated order:

1) If the AMS is handing over to a target ABS, it shall cache the current AK context and SA context used at the serving BS.

2) The AMS shall increment the CMAC_KEY_COUNTM counter.

3) The AMS shall enter the CMAC_Key_Lock state.
For each ABS to which it sends an AAI_RNG-REQ message for the first time while in the CMAC_Key_Lock state, the AMS shall derive new AK context and SA context based on the CMAC_KEY_COUNTM value.

While in the CMAC_Key_Lock state, the AMS shall cache the AK context and SA context corresponding to each preferred or target ABS to which it has sent an AAI_RNG-REQ message. The AMS shall update and use these cached values for any subsequent message exchange with the same target or preferred ABS while in the CMAC_Key_Lock state.

When the AMS has completed network reentry at a preferred ABS or has completed handover to a target ABS (in either case establishing the preferred ABS or target ABS as the new serving ABS) or the AMS has completed Secure Location Update, or the AMS cancels handover and remains connected to its current serving ABS, the AMS shall exit the CMAC_Key_Lock state. 
Upon exit of the CMAC_Key_Lock state, the AMS may purge the cached AK context and SA context for all ABSs other than the serving ABS.
15.2.5.2.1.3.1.2 Processing of CMAC_KEY_COUNTB by the ABS (informative)
The ABS may possess one or more AK contexts associated with the AMS, each of which includes the value of CMAC_KEY_COUNTB. This value shall be maintained as specified in subsequent paragraphs of this section.
 Upon successful completion of the (re)authentication, the ABS shall obtain new AK during key agreement procedure and set CMAC_KEY_COUNTB of the corresponding newly initiated AK context to zero. In particular, this shall occur upon reception of the key_agreement-MSG#2 message. The ABS shall manage a separate CMAC_KEY_COUNTB for every AK context it is maintaining. 
Specifically, during re-authentication or PMK update, the old CMAC_KEY_COUNTB (corresponding to the old PMK) shall be used for CMAC generation of MAC control messages before the new AK is activated, while the new CMAC_KEY_COUNTB shall be used for CMAC generation for key_agreement-MSG#2 and key_agreement-MSG #3 messages.
Upon receiving the AAI_RNG-REQ message from the AMS containing the CMAC_KEY_COUNT, the ABS shall compare the received CMAC_KEY_COUNT value, which is CMAC_KEY_COUNTM, with CMAC_KEY_COUNTB, if ABS has AK context. 
· If CMAC_KEY_COUNTM < CMAC_KEY_COUNTB, the ABS shall process the message as having an invalid CMAC tuple and send an AAI_RNG-RSP message requesting re-authentication; see subclauses 6.3.23.8.2.1 and 6.3.21.2.7.

· If CMAC_KEY_COUNTB < CMAC_KEY_COUNTM, the ABS shall request and get an AK context, which corresponds to both AK SN in the CMAC tuple and CMAC_KEY_COUNT M, from the authenticator. ABS shall generate the CMAC_KEY_* and validate the received AAI_RNG-REQ message. If it is valid, the ABS shall set CMAC_KEY_COUNTB = CMAC_KEY_COUNTM, update AK context and SA context based on the AK, and send the AMS an AAI_RNG-RSP message encrypted by the newly generated TEK. 
· If the CMAC value is not valid, the ABS shall send an AAI_RNG-RSP message requesting re-authentication; refer to subclauses 6.3.23.8.2.1 and 6.3.21.2.7.

· If CMAC_KEY_COUNTB = CMAC_KEY_COUNTM, the ABS shall validate the received AAI_RNG-REQ using the cached AK context. If the CMAC value is valid, the ABS shall send the encrypted AAI_RNG-RSP message to the AMS allowing legitimate entry. If the CMAC value is invalid, the ABS shall send an AAI_RNG-RSP message requesting re-authentication; refer to subclauses 6.3.23.8.2.1 and 6.3.21.2.7.
Upon receiving the AAI_RNG-REQ message from the AMS containing the CMAC_KEY_COUNT, if ABS has no AK context, it shall request an AK context, which corresponds to both AK SN in the CMAC tuple and CMAC_KEY_COUNT M, to the authenticator.

· If CMAC_KEY_COUNTM < CMAC_KEY_COUNTN, the authenticator shall let the ABS send an AAI_RNG-RSP message requesting re-authentication; see subclauses 6.3.23.8.2.1 and 6.3.21.2.7.
· If CMAC_KEY_COUNTM ≥CMAC_KEY_COUNTN, the authenticator shall reply AK context to the ABS. ABS shall generate the CMAC_KEY_* and validate the received AAI_RNG-REQ message. If it is valid, the ABS shall set CMAC_KEY_COUNTB = CMAC_KEY_COUNTM, update AK context and SA context based on the AK, and send the AMS an AAI_RNG-RSP message encrypted by the newly generated TEK. If the CMAC value is not valid, the ABS shall send an AAI_RNG-RSP message requesting re-authentication; refer to subclauses 6.3.23.8.2.1 and 6.3.21.2.7.
During seamless HO preparation, ABS obtains AK context based on CMAC_KEY_COUNTN from the authenticator and the ABS shall set CMAC_KEY_COUNTB = CMAC_KEY_COUNTN. 

Once the AMS has completed network re-entry, cancelled handover, or completed Secure Location Update, the ABS is assumed to inform the Authenticator and send to it the value of CMAC_KEY_COUNTM.
The ABS shall cache the AK context in case it receives subsequent MAC management messages from the AMS. When the ABS can determine that the AMS has exited the CMAC_Key_Lock state associated with CMAC_KEY_COUNTM and if it is not serving the AMS, it may purge the cached AK context.
============================== End of Proposed Text #1===============
Modify the texts (page 110, line 34) as the following proposed text.
======================== Start of Proposed Text #2=====================
•In AK derivation, the CMAC_KEY_COUNT is managed on AMS and target ABS sides in the same way as in Section 7.2.2.2.6.1 and 7.2.2.2.9.1 15.2.5.2.1.3.1.
============================== End of Proposed Text #2===============
Modify the texts (page 111, line 5) as the following proposed text.
======================== Start of Proposed Text #3=====================
•In AK derivation, the CMAC_KEY_COUNT is managed on AMS and target ABS sides in the same way as in Section 7.2.2.2.9.1 15.2.5.2.1.3.1.
============================== End of Proposed Text #3===============
Modify the table 718 (page 119, line 5) as the following proposed text.
======================== Start of Proposed Text #4=====================
Table 718—The AK context
	Parameter
	Size(bits)
	Usage

	…………..
	…………..
	…………..

	CMAC_KEY_COUNT
	16
	A value used to derive the AK

	…………..
	…………..
	…………..


============================== End of Proposed Text #4===============
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