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Proposals for TEK update and handling changes 
Jan Suumäki, Zexian Li
Nokia
Introduction
In IEEE 802.16m/D2 [1] TEK handling and update are very different to IEEE 802.16-2009 [2]. Both key hierarchy and TEK generation mechanism are different.
TEKs for uplink and downlink communication are derived locally for AK, SAID and COUNTER_TEK parameter in 802.16m, and TEK update procedure is triggered by the ABS when either uplink or downlink TEK PN space is exhausted. 

However, procedures are slightly different depending on which uplink or downlink PN space is exhausted. 

If downlink PN space is exhausted then the ABS may derive new TEKDLE without signaling, but if AMS detects need for TEKULE update, then it should perform MAC management signaling for TEK update. This is a bit illogical. 


But also whole MAC management signaling during TEK update is unnecessary, because it won’t exchange any information what is actually needed in TEK update. All input parameters (AK, SAID and COUNTER_TEK) for TEK derivations are anyway known by AMS and ABS. 

This contribution also fixes wrong PN space values:
UL: 0x000000-0x2FFFFF -> 0x000000-0x1FFFFF 

DL: 0x300000-0x4FFFFF -> 0x200000-0x3FFFFF
Proposed Solution
This contribution proposes to remove whole explicit TEK update signaling (MAC management message signaling), and use only EKS field to identify derivation and usage of a new TEK. 
Other major change would be that we are proposing separate TEK_COUNTERs for uplink and downlink. This would simplify further the TEK update procedure.

By using ‘implicit’ EKS based TEK update procedure would require also few other changes to current IEEE 802.16m/D2 [1] TEK handling and update mechanism.

Initial value for both TEK_COUNTERULE and TEK_COUNTERDLE would be 0 and they would advance independently, i.e. TEK update would be done to each direction independently only when PN space of either direction is exhausted.


Procedure for uplink TEK update:

When AMS initiates TEK update it first increments COUNTER_TEKULE by one and then derives new TEKULE. AMS also updates EKS field value (increments by one, modulo 4). 
Then AMS discards old TEKULE and starts to use new TEKULE for each subsequent uplink packet encryption. 
When ABS receives packet with incremented EKS field, ABS shall first derive new TEKULE with COUNTER_TEKULE incremented by one. If ABS is able to use new TEKULE for decryption successfully, then ABS shall assume that new TEKULE is valid and start key update transition period. During transition period ABS shall be able to use both old and new TEKULE for uplink packet decryption. 

When transition elapses, ABS shall discard old TEKULE and use only new TEK. After transition period if ABS still receives packets with EKS value associated to old TEK, then those packets shall be discarded silently. 

However, if ABS initiates key update for uplink direction due undetected random bit error in EKS field, then ABS shall fallback to old TEKULE and not to use anymore the new TEKULE. So the old TEKULE becomes again the active ‘new’ TEK.
In case of AES-CCM random bit error in EKS field it is always detected because EKSs field is protected by ICV.  If ICV checking fails then packet is discarded and ABS shall not initiate the transition period and fallback to use old TEK.

However, if AES-CTR is used, then EKS field is not protected and ABS may initiate wrongly the transition period. The following additional mechanism should be used to detect accidental TEK update:

· Only EKS field incremented by one (modulo 4) is accepted as a TEK update indicator. If EKS value is any other value than current or incremented by one, then packet shall be discarded silently.

· If PN value is not within PN window, then packet shall be discarded silently.
Also additional implementation specific methods may be used for fallback decision to the old TEK.

So order to verify validity of received packet is:

1) Check validity of EKS value

2) Check validity of PN value

3) Decrypt and check ICV value (AES-CCM)   

If all checking are passed then transition period for key update may be initiated.
The following figure presents TEK update for uplink.
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Figure 1: TEK update for uplink

TEK update for downlink would be the same, but just in opposite direction. Also simultaneous TEK update for uplink and downlink is possible, but they are still handled independently.
TEK update may be initiated either by PN space exhaust or re-authentication. These procedures are independent, thus may be triggered about the same time. To ensure proper handling in case of normal TEK update and re-authentication collision, the following special rules shall be used:

· During re-authentication (starting already in EAP initiation phase) either AMS or ABS shall not initiate a normal key update procedure. 

· If normal key update was initiated just before the initiation of re-authentication, receiver shall continue transition period normally. 

· If re-authentication (3-way handshake) is completed successfully during normal key update transition period, then transition period shall be terminated and old TEK is discarded. Then new transition period is initiated due re-authentication triggered TEK update. Receiver shall be able to use ‘new’ TEK with old AK, and ‘newer’ TEK with new AK in parallel.
These rules can be used also identify whether key update is initiated by PN exhaust or re-authentication.  
References
[1] IEEE P802.16m/D2, “Part 16: Air Interface for Broadband Wireless Access Systems (Advanced Air Interface)”
[2] IEEE Std 802.16-2009, “Part 16: Air Interface for Broadband Wireless Access Systems”, May. 2009
Proposed Text 
----------------------------------------------------- Start of Proposed Text ---------------------------------------------------
15.2.5.2.1.5 TEK derivation 
TEK is the transport encryption key used to encrypt data. TEK is managed within an SA where each SA contains 2 TEKs, one for uplink and one for downlink. During key update two TEKs; old and new are maintained during transition period for the direction where key update is performed. The TEK is derived at AMS and ABS by applying identity parameters to a key derivation function. All PKMv3 key derivations are based on the Dot16KDF algorithm, which is the same as the AES-CMAC based Dot16KDF algorithm (see 7.5.4.6.1).
The TEK derivation is done:

TEKi = Dot16KDF (AK, SAID |COUNTER_TEK=i|”TEK”, 128),

Where:

SAID is the security association that the TEK belongs to.

Counter_TEK is a counter used to derive different TEKs for the same SAID, the value of the counter is changed every time a new TEK need to be derived within the time the same AK is valid. Separate Counter_TEKs are maintained to uplink and downlink direction; COUNTER_TEKULE and COUNTER_TEKDLE. 
Every time a new AK is derived this counter is reset.

New TEK(s) are derived in the following cases:

· During initial network entry, handover re-entry, location update, or network re-entry from idle mode where new AK was derived, both TEKs are derived, counter is reset and the values 0 are used for TEK derivation and the value of EKS for each TEK is same as the value of the COUNTER_TEK which was used to generate the TEK.

· TEK PN space exhausted and there is a need to refresh TEK only (not AK) – in this case COUNTER_TEK will be increased by 1 and a new TEK will be derived.

· Right after re-authorization or PMK update where new AK was derived, new TEKs are derived and updated according to the subclause 15.2.5.2.4.3.

TEK lifetime is identical to AK lifetime.

15.2.5.2.4 Key Usage
15.2.5.2.4.1 TEK usage
Each SA maintains 2 TEKs marked as DLE (used to be called “old” in IEEE802.16eREV2) and ULE (used to be called “new”).

The TEKDLE key is used for encrypting DL data by the ABS and the TEKULE key is used for encrypting UL data by the AMS, the decryption is done according to the EKS so basically in transition times were the AMS or ABS derived a new TEKULE/DLE and set the previous TEKULE/DLE = old TEKULE/DLE. Only decryption function (receiver) needs to maintain old and new TEK during transition period.
Each TEK has its own PN counter size 22bits.

The PN space is spread between the DL traffic and UL traffic as defined in 16eREV2, where the lower PN (0x000000-0x1FFFFF) space is used for DL, and upper PN space (0x200000-0x3FFFFF) is used for UL. 

15.2.5.2.4.2 Normal TEK update
The TEK update is triggered by either TEKDLE or TEKULE is running out the relevant PN space. In particu​lar the ABS derives new TEK when the DL PN space of TEKDLE or the AMS derives new TEK when the UL PN space of TEKULE is exhausted. 
The threshold value of PN exhaustion is the halfway of the available PN space; in uplink direction 0x0FFFFF and in downlink direction 0x2FFFFF  to ensure the ABS derives new TEK prior to AMS requesting the key update, thus ensuring minimal protocol overhead.
The TEK maintenance follows the procedure described in the following example.

· Assume the system starts with ABS using TEKDLE=TEK0 for DL traffic and AMS using TEKULE=TEK0 for UL traffic.

· The ABS monitors its TEKDLE=TEK0 DL PN usage when  it becomes its threshold, the ABS derives TEK1 and set TEKDLE = TEK1 
· The AMS monitors its TEKULE=TEK0 UL PN usage when it becomes its threshold, the AMS derives TEK1 and set TEKULE = TEK1
· The ABS shall monitor EKS value in uplink traffic. Once the uplink traffic is received with incremented EKS value the ABS shall derive new TEKULE with incremented COUNTER_TEKULE . During transition period the ABS shall be able to use both old TEKULE and new TEKULE. After transition period old TEKULE is discarded and any packet associated to that TEK shall be discarded, ,  
· The AMS shall monitor EKS value in downlink traffic. Once the downlink traffic is received with incremented EKS value the AMS shall derive new TEKDLE with incremented COUNTER_TEKDLE . During transition period the AMS shall be able to use both old TEKDLE and new TEKDLE. After transition period old TEKDLE is discarded and any packet associated to that TEK shall be discarded,  . 

TEK update in the receiver side (in decryption function) shall be performed only when received packet has valid EKS value (incremented by 1, modulo 4) and PN value is within valid value range. Also if ICV verification fails in the case of the AES-CCM, the receiver entity shall cancel TEK update and fall back to use the old TEK and not to enter to the transition period. 
If receiver detects during transition period that TEK update was triggered due bit-errors in received packet, it may fall back to use the old TEK instead of the new TEK. 
Further updates of TEKULE and TEKDLE are made in the same way.
<remove figure 399>
15.2.5.2.4.3 TEK update after Re-authentication
The re-authentication is done via key-agreement three-way handshaking similar to that defined in Figure 398. Note that for re-authentication, i) after the key agreement, the AKold is still valid and ii) only one new TEK is derived right after key agreement. The detail procedure is as follows

· Key agreement finishes with generation of AKnew, but AKold is still valid.
· Right after Key agreement, both ABS and AMS derives new TEKULE from AKnew
•

• 

To ensure proper handling in case of normal TEK update and re-authentication collision, the following rules shall be used:

· During re-authentication (starting already in EAP initiation phase) either AMS or ABS shall not initiate a normal key update procedure. 

· If normal key update was initiated just before the initiation of re-authentication, receiver shall continue transition period normally. 

· If re-authentication (key agreement) is completed successfully during normal key update transition period, then transition period shall be terminated and old TEK is discarded. Then new transition period is initiated due re-authentication triggered TEK update. Receiver shall be able to decode packet with TEK associated to AKold, and TEK associated AKnew during transition period.

15.2.5.2.4.4 Key update during Handover
During Handover (with handover process optimization bitmap bit#1=1 “omit PKM”), the AMSID* shall be updated, then AK, CMAC keys and TEKs shall be derived by the target ABS and AMS respectively based on the updated AMSID* as described in 15.2.5.2. In particular,

•AMSID* derivation uses the i) Nonce associated with the current active security context, which is known to both the network and AMS before handover, and ii) target ABS BSID
•In AK derivation, the CMAC_KEY_COUNT is managed on AMS and target ABS sides in the same way as in Section 7.2.2.2.6.1 and 7.2.2.2.9.1.

•In TEK derivation, both COUNTER_TEKULE and COUNTER_TEKDLE is set to be 0, in order to generate two new TEKs to be used at the target ABS. Corresponding EKS is also reset to be 0 respectively.

When Seamless_Handover Flag = 1 in AAI_HO-CMD, the AMS and target ABS may use derived TEKs for the target ABS to resume data communications before network reentry procedure finishes.

When the Network_Reentry_Mode = 1, for which the AMS is to maintain communications with serving ABS during network reentry at the target ABS, the AMS shall manage two set of key context for AK, CMAC keys and TEKs, where the context associated with the serving ABS is used to maintain communica​tions with serving ABS until Disconnection Time, and the “new” context associated with the target ABS is used to perform required network reentry procedures with target ABS. The AMS discards key context asso​ciated with the serving ABS when the network reentry procedure finishes. The serving ABS discards this MS’s key context (along with other MAC context associated with the AMS) upon either the expiration of Resource_Retain_Time or a HO-Complete signaling from target ABS via backbone.
15.2.5.2.4.5 Key usage during Location Update and Network re-entry from Idle mode
During Location Update or Network re-entry from idle mode, AK, CMAC keys and TEKs shall be derived by the network and AMS respectively if the AMS and the network share valid security context (e.g. PMK). If AMS moves to another ABS different from the ABS where the AMS enters idle mode or performs last LU, the AMSID* shall be updated first. Then AK, CMAC keys and TEKs shall be derived by using the new AMSID* as described in 15.2.5.2. If AMS is still select the same ABS that it enters idle mode or performs the last LU, AMSID* is not updated.

In particular, 

· AMSID* derivation uses the i) AMSID which is already known to both network and AMS, ii) Nonce_ABS stored when AMS enters Idle mode, which is known to both network and AMS, and iii) preferred target ABS ID.
· In AK derivation, the CMAC_KEY_COUNT is managed on AMS and target ABS sides in the same way as in Section 7.2.2.2.9.1.
· In TEK derivation, both COUNTER_TEKULE and COUNTER_TEKDLE is set to be 0, in order to generate two new TEKs to be used at the preferred target ABS. Corresponding EKS is also reset to be 0 respectively.
--------------------------------------------------- End of Proposed Text------------------------------------------------------
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