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FPEH Overhead reduction & Quick Decryption
Anil Agiwal, Youngbin Chang, Rakesh Taori, Jungje Son
 Samsung Electronics
1 Introduction
This contribution summarizes the changes needed (with editorial instructions) for the proposal in the slides S802.16m-09/2745.pdf.

2 Proposed text
[Change 1: Modify the section 16.2.2.2.2, page 31, lines 1-47 as follows]

16.2.2.2.2 MAC Control extended header (MCEH)
The MCEH shall be used when MAC PDU contains payload from a control connection. The MCEH format is defined in Table 665.
Table 665: MCEH Format

	Syntax
	Size (bits)
	Notes

	MCEH (){
	
	

	 Type
	4
	MCEH Type

	 EC
	1
	Encryption Control indicator

0 = Payload is not encrypted

1 = Payload is encrypted

	Channel ID
	1
	Channel ID to identify separate fragmentation / reassembly state machines

0: channel 1

1: channel 2

	SN Indicator 


	1
	0 = no FC and sequence number

1= FC and sequence number are followed

	 If ( SN Indicator == 0)
	
	

	{
	
	

	   Reserved
	52
	For byte alignment

	}else
	
	

	{
	
	

	Polling
	1
	0 = no acknowledgement required

1 = acknowledge required upon receiving the MAC message

	    FC
	2
	Fragmentation control (see Table 664)

	    SN
	87
	Payload sequence number

	    reserved
	2
	For byte alignment

	  }
	
	

	}
	
	


[Change 2: Modify the section 16.2.4.5, page 125, lines 4-20 as follows]

16.2.4.5 Encryption of MAC PDUs
When transmitting a MAC PDU on a connection that is mapped to an SA, the sender shall perform encryp​tion and data authentication of the MAC PDU payload as specified by that SA. When receiving a MAC PDU on a connection mapped to an SA, the receiver shall perform decryption and data authentication of the MAC PDU payload, as specified by that SA. 
The Advanced Generic MAC Header and extended headers shall not be encrypted.  The receiver determines whether the payload in the MAC PDU is encrypted or not from the Flow ID in the AGMH or CMH for the transport connections. In case of control connection MAC PDU, control connection payload in the MAC PDU is encrypted if the Flow ID in AGMH is set to 0x1. Control connection payload in the MAC PDU is not encrypted, if the Flow ID in AGMH is set to 0x0. The encryption information needed to decrypt a payload at the receiving station is present at the beginning and at the end of the connection payload. For e.g. in case of AES CCM, PN & EKS are present at the beginning of connection payload and ICV is appended at the end of the connection payload in MAC PDU as shown in Figure 394.
[Change 3: Modify the section 16.2.4.5, page 125, line 45-55 as follows]

If multiple connection payloads are transmitted in same burst and the connections are mapped to same SA then multiple connection payload may be multiplexed before encryption and multiplexed payload is encrypted together. The receiver shall perform the decryption and data authentication on the multiplexed payload, as specified by the SA. The receiver determines whether the payloads in the MAC PDU is encrypted or not from the Flow ID in the AGMH for the transport connections. The encryption information needed to decrypt the multiplexed payload at the receiving station is present at the beginning of the first con​nection payload and at the end of the last connection payload. For e.g. in case of AES CCM, PN & EKS are present at the beginning of connection payload 1 and ICV is appended at the end of the connection payload n in MAC PDU as shown in Figure 395.
[Change 4: Modify the section 16.2.5.2.2, page 140, lines 17-21 as follows]

The MAC control fragment extended header is used only for management flows. The Flow ID EC bit in the AGMH Fragment extended header is used to indicate whether the PDU contains control message encrypted based on security level. Whether each control message is encrypted or not is decided based on the security level which the message is associated with. The indication to the receiver that the PDU is encrypted or not is indicated by the FlowID 0x0 and 0x1 in AGMH respectively.
[Change 5: Modify the section 16.2.5.3.3, page 153, lines 61-65 as follows].
The selective confidentiality protection over control messages is indicated by the Flow ID EC bit in the AGMH MCEH. Con​trary to the transport flows where the established SA is applied to all data, the SA is selectively applied to the management flows. EC bit in the is used only for management flows to indicate whether PDU con​tains the control message that is encrypted based on control message type and its usage.

[Change 6: Modify the section 16.2.3, page 38, lines 1-15 as follows]

16.2.3 MAC Control messages
The peer-to-peer protocol of MAC layers in ABS and AMS communicate using the MAC control messages to perform the control plane functions. MAC control messages shall be carried in a MAC PDU to be trans​ported in broadcast, unicast or random access connections. There is a single unicast Control connection. HARQ shall be enabled for MAC control messages sent on the unicast Control connection. Encryption may be enabled for unicast MAC control messages. MAC control messages may be fragmented. Table 673 lists the MAC control messages that shall be defined in the ASN.1 format, as shown in <<<Appendix X>>>. The indication to the receiver whether that the PDU is encrypted or not is indicated by the FlowID 0x0 and 0x1 EC=1 in AGMH respectively MCEH extended header. Whether the encryption is applied on a MAC control message or not shall be determined by the message type and MAC procedure context, which is define in Table 673. A messages included in a PDU whose encryption status indicated by the FlowID in AGMH EC bit value does not match the combined message type and corresponding context defined in the Table 673 shall be discarded.
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