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I. Introduction
PKMv3 introduces a new scheme for TEK update due to the fact that TEKs are derived from AK in all cases.

This FSM describes the AMS behavior on TEK management and update in the different cases
II. Proposed Test

Accept the following 3 text changes:

Text change #1: Replace Section 16.2.5.2.1.5.3 with the following next text
--------------------------------------- Start of first Proposed Text #1 ----------------------------------------------

16.2.5.2.1.5.3 TEK update after PMK refresh (Full re-authentication or only Key-agreement) 
The PMK refresh is done via key-agreement three-way handshaking (following EAP re-authentication or standalone)  similar to that defined in Figure 400. Note that for PMK refresh, i) after the key agreement, the AKold is still valid and ii) only one new TEK is derived right after key agreement. The detail procedure is as follows
•Key agreement finishes with generation of AKnew, but AKold is still valid.
•Right after Key agreement, ABS updates its TEKDLE with TEKULE and derives new TEKULE from AKNEW
•Right after the AMS realizes key agreement finished successfully it starts the TEK_Reauth_Timer which once expired - the ABS is already expected to derive a fresh TEKULE from the new AK (at this point, TEKDLE is still derived from the old AK)  Once the timer expires or the AMS realizes ABS uses its TEKULE in the DL (if AMS monitors this event), the AMS initiates TEK update procedure in order to obtain new TEKULE, this procedure  is  done using the new AK SN in TEK-Request = in which the TEK refresh flag is set to “1” in order to signal the BS that this is the first TEK update after re-authentication.
•The ABS is expected to responds with the sequence number of AKnew (which is used in both CMAC and TEK) and AMS can know it needs to derive its TEKULE from AKnew
•After TEK update procedure with the AMS was completed and the ABS knows the AMS possesses TEKULE derived from the new AK,(either by using it in UL or by receiving another TEK_request  with the TEK refresh flag set to “0”) , it should derive another new TEK and change TEKULE to be marked as TEKDLE and then mark the new TEK as a TEKULE and discards all keys dependent on AKold, and then it can discard AKold as well.

•After obtaining the first TEK from the new AK, the AMS initiates another key update procedure (with the re-authentication flag not set) using the new AK seq-number to obtain the second TEK EKS derived from new AK. 
--------------------------------------------- End of first Proposed Text #1------------------------------------------

Text #2: Add the proposed text to the section 16.2.5.2 as a new subsection 16.2.5.2.x as follows.
----------------------------------------- Start of second Proposed Text #2---------------------------------------

16.2.5.2.y TEK state machine
The AMS TEK state machine of 16m consists of six states and eight events (including messages) which will trigger state transitions. The TEK FSM is presented in both a state flow diagram (Figure 16.2.5.2.y.1) and a state transition matrix (Table 16.2.5.2.y.1). 

TEK FSM under shaded states in Figure 16.2.5.2.y.1 has valid SA Context. 

The Authentication FSM starts an independent TEK FSM for each of its authorized SAIDs. As mentioned in [1], the AMS maintains two active TEKs for each SAID.

For the TEK update of a given SAID, the ABS includes in its Key Response with parameters such as EKS, PMK Seq_Num, COUNTER_TEK. The BS encrypts DL traffic with TEKDLE and decrypts UL traffic according to the EKS bit, depending upon which of the two keys the AMS used at the time. The AMS encrypts UL traffic with TEKULE and decrypts DL traffic according to the EKS bit. See 15.2.5.2.4 [1] for details on AMS and ABS key usage requirements.

Through operation of a TEK FSM, the AMS attempts to keep the SAID related TEK Context synchronized with the ABS. TEK state machine issues TEK-REQ message to update the related TEK Context for the indicated SAID whenever required. When AMS receives a TEK-RSP message and there is a new COUNTER_TEK (not maintained by the AMS at the moment), AMS shall always update its records with the TEK Context contained in the TEK-RSP message for the associated SAID. 
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Figure 16.2.5.2.y.1 TEK State Machine for PKMv3

Table 16.2.5.2.y.1. TEK FSM state transition matrix for PKMv3

	State
Event
or
Rcvd Message
	(A) Stopped/Idle
	(B) TEK in Active
	(C) Rekey Wait
	(D) Post key agreement
	(E) Re-auth Rekey Wait
	(F) Re-auth 2nd Rekey Wait

	(1) [TEK]Stop
	
	Stopped/idle
	Stopped/idle
	Stopped/idle
	Stopped/idle
	Stopped/idle

	(2) [TEK]Start
	TEK in Active
	
	
	
	
	

	(3) [TEK]Key agreement Finished
	
	Post Key agreement
	Post Key agreement
	
	
	

	(4)TEK-RSP (existing EKS)
	
	
	TEK in Active
	
	Re-auth Rekey Wait
	Re-auth 2nd Rekey Wait

	
	
	
	
	
	
	

	(5) TEK-RSP (newer EKS)
	
	
	TEK in Active
	
	Re-auth 2nd Rekey Wait
	TEK in Active

	(6) New TEK used
	
	Rekey Wait
	Rekey Wait
	Re-auth Rekey Wait
	Re-auth 2nd Rekey wait
	

	7) PN Space Exhausted
	
	Stopped/idle
	Stopped/idle
	Stopped/idle
	Stopped/idle
	Stopped/idle

	8) PN Grace space exhausted
	
	Rekey Wait
	Rekey Wait
	
	
	

	(9) Rekey Counter threshold
	
	
	TEK in Active
	
	
	

	(10) Rekey Wait Timer timeout
	
	
	Rekey Wait
	
	RE-Authen Rekey Wait
	Re-auth 2nd Rekey wait

	(11) TEK Re-Auth timer expired
	
	
	
	RE-Authen Rekey Wait
	
	


16.2.5.2.y.1 States 

Stopped: This is the initial state of TEK FSM, No resources are assigned to or used by the FSM in this state - e.g., all timers are off, and no processing is scheduled. 

This state is used before there are valid TEKs and when TEKs are not active like idle, DCR etc…
TEK in Active: The AMS has valid SA Context for the associated SAID and is not waiting for any TEK-RSP message and AMS is in active/HO mode under this state. 
Rekey Wait: The AMS has valid SA Context for the associated SAID and is waiting for TEK-RSP message for regular TEK update for this SAID. AMS is in active mode under this state.
Post key agreement: This is a transition state after re-authentication to let the BS time to derive first TEK from new AK, in this state all TEKs are active and the AMS waits for the timer to expire so it can send TEK_REQ to the ABS.

While in this state the AMS SHALL discard all received TEK_RSP messages from ABS

Re-auth Rekey Wait: After key agreement with associated AK refresh, AMS have send TEK_RSP and stays in this state to waits for TEK-RSP message to refresh its TEKULE derived from new AK. AMS is in active mode under this state. 

Re-auth 2nd Rekey Wait: When receiving the TEK-RSP message and AMS successfully refresh its first TEKULE associated with new AK, AMS shall transfer to this state to wait for the second refreshed TEK from new AK.
This state is different than normal Rekey wait in the sense that the MS SHALL not leaves this state without refreshing the second TEK from new AK.

15.2.5.3.y.2 Messages 

TEK-REQ: refer to section 16.2.3.37.6
TEK-RSP: refer to section 16.2.3.37.7
15.2.5.3.y.3 Events 

[TEK]Stop: Sent by the Authorization FSM to TEK FSM to terminate TEK FSM and remove the corresponding SAID’s TEK Context from the AMS’s key table. 
[TEK]Start: Sent by the Authorization FSM to TEK FSM or a new TEK FSM to activate the TEK FSM for the associated SAID. 
[TEK] New TEK used: This event MAY be triggered by the Data Path function (it is implementation specific weather to monitor this event or not) when current PMK is valid and the AMS realizes that ABS uses its TEKULE in the DL,. Once the active TEK FSM receives this event, it shall start to update the related TEK.

[TEK] Key Agreement Finished: This event is sent from the Authentication FSM to trigger the TEK update after re-auth procedure.

[Auth] TEK update finished: This event is sent to the Authentication FSM to notify that both TEK are updated with new AK and old AK context can be discarded.

PN space exhausted: This event is triggered when the PN space for the current TEK in use is exhausted.

PN grace space exhausted: This event is triggered when the PN reached its grace space and triggers TEK update procedure.

Rekey Counter threshold: This event is triggered when the number of times AMS retries TEK-REQ exceeds the maximal Rekey Counter threshold. The AMS shall continue using its current TEK.

Rekey Wait Timer timeout: This event is triggered when AMS does not receive TEK-RSP by the Rekey Wait Timer expiration.

TEK Re-Auten Timer exhausted: This event trigger the AMS to request for a new KEY after key agreement.

16.2.5.2.y.4 Parameters 

All configuration parameter values take the default values from Table xxx or may be specified in Auth Reply message. 
PN Grace Space: 

PN Grace Space is set to the value smaller than the maximum number of the PN Space to guarantee that AMS can update related TEK between the interval of PN Grace Space and PN Space gracefully. 

It takes the default value from Table XXX..
Rekey Wait Timer:

The timer for TEK FSM to receive TEK-RSP message after sending out TEK-REQ message. 

It takes the default value from Table xxx or may be specified in a configuration setting within the Auth Reply message and is the same across all SAIDs (see 11.9.18.6).
Rekey Counter:

The counter for re-sending the TEK-REQ if AMS doesn’t receive the TEK-RSP by the Rekey Wait Timer for the SA.

The initial value is 0. It shall be increased by 1 for each re-sending. The threshold takes the value from Table XXX.

TEK Re-Authen Timer:

The timer fro the AMS to wait after key agreement before sending the key request to the ABS, this timer is used to allow the BS time to derived the new key before asking for it.

The value of this timer is taken from XXXX>

16.2.5.2.y.5 Actions

Actions taken in association with state transitions are listed by <state> (<event>) --> <state>: 
1-B,C,D,E,F: Any state ([TEK]stop)->Stopped

a) Remove TEK Context for the related SAID 

b) Clear UL/DL PN number

2-A: Stopped ([TEK]start)->TEK in Active


a) Generate TEK context for the related SAID

b) Set TEK counter to 0


c) Set PN for each TEK to 1
3-B: TEK in Active ([TEK] Key agreement Finished)(Post key agreement


a) Start TEK re-Authen Timer

3-C: Rekey wait ([TEK] Key agreement Finished)(Post key agreement


a) Start TEK re-Authen Timer

4-C: Rekey wait (TEK-RSP with existing EKS)(TEK in Active

4-E: Re-auth Rekey wait (TEK-RSP with existing EKS)(Re-auth Rekey wait


a) Reset Rekey Wait Timer


b) Sent TEK-REQ

4-F: Re-auth 2nd Rekey wait (TEK-RSP with existing EKS)(Re-auth 2nd Rekey wait


a) Reset Rekey Wait Timer


b) Send TEK-REQ

5-C: Rekey wait (TEK-RSP with newer EKS)(TEK in Active


a) Turn off Rekey timer/counter


b) Install received TEK

5-E: Re-auth Rekey wait (TEK-RSP with newer EKS)(Re-auth 2nd  Rekey wait


a) Turn off Rekey timer/counter


b) Install received TEK
---------------------------------------- Start of Proposed Text#2 ---------------------------------------------------
Text change #3: Modify Table 713 as follows
---------------------------------------- Start of Proposed Text#3 ---------------------------------------------------

Table 713—PKMv3 TEK-Request message attributes
	Attribute
	Contents

	SAID
	Security Association Identifier

	AK SN
	A freshly generated random number of 64 bits

	TEK refresh flag
	This flag is set to “1” in the signal this request is for the first TEK after key agreement when both TEKs need to be updated one after another and set to “0” in any other case.

	CMAC Digest
	Message digest calculation using AK


------------------------------------------ End of Proposed Text#3 ---------------------------------------------------
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