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Proposed change to clean up key agreement procedure (16.2.5.2.1.4)  

Youngkyo Baek, Jicheol Lee
 Samsung Electronics
Introduction
This contribution suggests a clean-up text for key agreement procedure 16.2.5.2.1.4.
We suggest fixing up words keep consistency over the sections and adding some texts to cleanup the valification scheme during key agreement procedure.
Proposed Text 

Modify text in line41 page 135 as follows.

----------------------------------------------------- Start of Proposed Text ---------------------------------------------------

The key agreement procedure (as shown in Figure 400) includes the following steps:

•AMS and NW complete EAP authentication completes(Authenticator got “EAP Success” from AAA and sent it to AMS).

•The ABS sends AAI_PKM_RSP (key agreement MSGmsg#1) to the AMS, after protecting it with the CMAC tuple if ABS already has an AK shared with the AMS., t The message includes a plaintext random NONCE_ABS.

•Receiving the key agreemet MSG#1, t The AMS derives all security keys from the PMK, AMSID* and other parameters as defined in 16.2.5.2.1.1 and sends AAI_PKM_REQ (key agreement MSGmsg #2) including the NONCE_ABS and NONCE_AMS to the ABS. The AAI_PKM_REQ is integrity protected (CMAC digest using the derived CMAC keys) but not encrypted.
If the AMS had been in the midst of an EAP exchange and had been awaiting notification of completion of the exchange through EAP-Transfer with EAP-Success and the AMS instead receives key agreement MSG#1, then the AMS shall first treat the key agreement MSG#1 as receipt of EAP-Transfer with EAP-Success, and then the AMS shall process the key agreement MSG#1as if it had received the message after normally receiving the preceding EAP Transfer with EAPSuccess.

•Receiving the key agreemet MSG#2, t The ABS takes the NONCE_AMS, calculates the keys and shall confirm that the supplied PMKID refers to the PMK that it has. If the PMKID is unrecognized, the ABS shall ignore the key agreemet MSG#2. The ABS shall verify the CMAC.  verifies the CMAC it received based on the derived keys,iIf the CMAC is verified then the ABS knows it has the same keys which are bind to the AMSID and ABSID, the keys are also fresh due to the 2 NONCE values in the derivation function. If the CMAC is invalid, the ABS shall ignore the key agreemet MSG#2. The ABS shall verify that the NONCE_ABS in the key agreemet MSG#2 matches the value provided by the ABS in the key agreemet MSG#1. But, if the NONCE_ABS value does not match, the ABS shall ignore the key agreemet MSG#2.
If the ABS does not receive the key agreement MSG#2 from the AMS within Key Agreement Timeout, it shall resend the previous key agreement MSG#1 up to KeyAgreementMSG#1MaxResends times. If the ABS reaches its maximum number of resends, it shall initiate another full authentication or drop the AMS.
•Upon successful validation of the key agreement MSG#2, tThe ABS then shall sends to the AMS AAI_PKM_RSP (key agreement MSGmsg #3) that includes the NONCE_AMS, NONCE_ABS, the supported SAIDs (0x1 or and 0x2) and CMAC digest to prove the possession of the keys and their freshness.

•Receiving the key agreemet MSG#3, t The AMS verifies the CMAC and derive the TEKs for the supported SAIDs. If the CMAC is invalid, the AMS shall ignore the key agreement MSG#3. The ABS shall verify that the NONCE_AMS in the key agreemet MSG#3 matches the value provided by the AMS in the key agreemet MSG#2. But, if the NONCE_AMS value does not match, the AMS shall ignore the key agreemet MSG#3.
If the AMS does not receive key agreemet MSG#3 from the ABS within Key Agreeement Timeout, it shall resend the key agreemet MSG#2. The AMS may resend the key agreemet MSG#2 up to KeyAgreement MSG#2 MaxResends times. If the AMS reaches its maximum number of resends, it shall initiate another full authentication or attempt to connect to another ABS.
----------------------------------------------------- End of Proposed Text ---------------------------------------------------














































































































































  


