                                                     IEEE C80216m-09_2990r3

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	MS identification during coverage loss recovery procedure (16.2.26)

	Date Submitted
	2009-12-30

	Source(s)
	Youngkyo Baek

Hyunjeong Kang

Yeongmoon Son

Samsung Electronics
Xiangying Yang

Shantidev Mohanty
Avishay Shraga
Intel

Ming-Hung Tao
ITRI
Lei Chang     

Yang Liu

Mary Chion

ZTE corp.
Kiseon Ryu

Jin Lee

Ronny YongHo Kim

LG electronics
	E-mail:   youngkyo.baek@samsung.com
Phone :  +82-31-279-7321

*<http://standards.ieee.org/faqs/affiliationFAQ.html>

	Re:
	Call for LB #30b on “ P802.16m/D3”: 
Target topic: “16.2.26”

	Abstract
	This contribution proposes MS identification scheme during coverage loss recovery procedure to be included in the 802.16m amendment.

	Purpose
	To be discussed and adopted by WG LB

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


MS identification during coverage loss recovery procedure (16.2.26)
Youngkyo Baek, Hyunjeong Kang,Yeongmoon Son
Samsung Electronics
Xiangying Yang, Shantidev Mohanty, Avishay Shraga

Intel
Ming-Hung Tao

ITRI
Lei Chang,Yang Liu, Mary Chion
ZTE
Kiseon Ryu,Jin Lee,Ronny Yongho Kim

LG electronics
1. Introduction
According to 16m/D3[1], if an AMS shares valid security context when the AMS performs Network reentry from the coverage loss, then the AMS shall include its previous MSID* in AAI_RNG-REQ. However, in case that the ABS discards the AMS’s context, the ABS cannot retrieve the AMS’s security context (e.g. AK context) because MSID*’s uniqueness cannot be guaranteed (i.e. MSID* can not be an identifier) and the ABS does not know the information of the authenticator which retains the AMS’s context. Even though the authenticator retains MS MAC address as an MS identifier, and the AMS transmits the MS MAC address and the authenticator ID to retrieve AMS’s context, the MS MAC address cannot be transmitted in the AAI_RNG-REQ message due to MS privacy 
Hence we suggest a new MS identifier (says Loss-tolerant ID). The suggested identifier can be used as an MS identifier in DCR mode.

2. Solution
When the AMS perform NW entry, through AAI_REG-RSP message a loss-tolerant ID which the anchor authenticator assigns to AMS, are transmitted.

Once coverage loss occurs and the AMS performs the NW reentry, AAI_RNG-REQ message contains the loss-tolerant ID for MS identification). Here, the loss-tolerant ID is exposed shall update the loss-tolerant ID for MS privacy. 
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Figure1. MS identification during NW entry and NW reentry from coverage loss.
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Figure2. MS identification during key agreement procedure after authenticator relocation.

In addition, the assigned Loss-tolerant ID is used to identify the AMS in DCR mode. When the AMS enters DCR mode, the network retains the AMS’ context including the Loss-tolerant ID. The AMS includes the Loss-tolerant ID in the AAI_RNG-REQ message when the AMS exits from DCR mode and initiates network re-entry. 

3. Text Proposal
3.1 Text Proposal #1

Inset the proposed subclause at page 20, line 17 as follows
======================== Start of Proposed Text =====================
16.2.1.2.4 Loss-tolerant Identifier (LTID)
The network shall assign an LTID to each AMS during network entry or zone switch to Mzone. The AMS is identified by the LTID in coverage loss recovery and DCR mode, where the LTID allows the network to retrieve AMS context. The network may assign the AMS a new LTID if necessary.

============================== End of Proposed Text ===============
3.2 Text Proposal #2
Add the following parameters into the table 674(AAI_RNG-REQ) at page 46, line 32 as follows
======================== Start of Proposed Text =====================
	Name
	Value
	Usage

	Serving BSID
	The BSID of the AMS’s previous serving ABS before incurring a coverage loss, or the BSID of the serving ABS to which the AMS is currently connected (has completed the registration cycle and is in normal operation). Inclusion of serving BSID in the AAI_RNG-REQ message signals to the target ABS that the AMS is currently connected to the network through the serving ABS and is in the process of HO network reentry.
	It shall be included when the AMS is attempting to perform HO reentry or a network reentry after a coverage loss

	Loss-tolerant ID
	The AMS identifier which the AMS has been assigned for coverage loss or DCR mode and currently maintains.
	It shall be included when the AMS is attempting to perform network reentry from coverage loss or DCR mode


============================== End of Proposed Text ===============
3.3Text Proposal #3
Add the following parameters into the table 675(AAI_RNG-RSP) at page 48, line 32 as follows
======================== Start of Proposed Text =====================
	Name
	Value
	Usage

	Loss-tolerant ID
	The AMS identifier which the AMS has been assigned for coverage loss or DCR mode and currently maintains.
	It shall be included when the AMS is attempting to perform network reentry from coverage loss or DCR mode or to perform network reentry/location update/zone-switch with assigning a new loss-tolerant ID


============================== End of Proposed Text ===============
3.4 Text Proposal #4
Modify the text at page 56, line 41 as follows
======================== Start of Proposed Text =====================
The following parameter is included in the AAI_REG-RSP message:

—STID: AMS identifier which the ABS assigns to the AMS.It is used for AMS identification in place of the temporary STID which has been transferred by AAI-RNG-RSP message.
—LTID(loss-tolerant ID): AMS identifier which the AMS has been assigned for coverage loss or DCR mode.
============================== End of Proposed Text ===============
3.5 Text Proposal #5
Modify sentences at page 245, line 25 as follows
======================== Start of Proposed Text =====================
The ABS shall allocate and transfer a STID to the AMS through encrypted AAI_REG-RSP message if control message encryption is supported. The temporary STID, which was allocated during initial ranging procedure, is discarded when the ABS recognizes that the AMS received the AAI_REG-RSP messages successfully. The AAI_REG-RSP message contains the Loss-tolerant ID, where the network retains the AMS contexts including the Loss-tolerant ID and AMS MAC address.

============================== End of Proposed Text ===============
3.6 Text Proposal #6
Modify sentences at page 288, line 65 as follows
======================== Start of Proposed Text =====================
When receiving the UL BW allocation, the AMS shall send the AAI_RNG-REQ message, with the bit#7 = 1 in the Ranging Purpose Indication parameter (i.e., indicating a network reentry after a coverage loss). If the AMS shares valid security context, then the AMS shall include its Loss-tolerant ID previous MSID* in AAI_-RNG-REQ protected with a CMAC derived from new AK.
============================== End of Proposed Text ===============
3.7 Text Proposal #7
Modify sentences at page 268, line 29 as follows
======================== Start of Proposed Text =====================
While the idle mode retention timer is valid, the network retains AMS’s information which is used to expedite AMS’s network reentry. Deregistration identifier (DID) is assigned to AMS with paging cycle and paging offset value of 0.
Loss-tolerant ID DID together with ID of the network entity that assigns/retains the context is used to uniquely identify the DCR mode AMSs.
============================== End of Proposed Text ===============
3.8 Text Proposal #8
Modify sentences at page 268, line 49 as follows
======================== Start of Proposed Text =====================
In the AAI-DREG-CMD, DID shall be assigned which is used for network reentry from DCR mode to identify the AMS.
============================== End of Proposed Text ===============
3.9 Text Proposal #9
Modify sentences at page 268, line 65 as follows
======================== Start of Proposed Text =====================
At the time of DCR mode change, paging cycle, paging offset, paging controller values shall be updated to be 0 for the AMS and the Loss-tolerant ID the ID of the network entity that assigns/retains the context shall be used to uniquely identify DCR mode AMS.
============================== End of Proposed Text ===============
3.10 Text Proposal #10
Modify sentences at page 269, line 13 as follows
======================== Start of Proposed Text =====================
For the network reentry from DCR mode, the AMS shall initiate network reentry with the ABS by sending an AAI_RNG-REQ message with ranging purpose code of 0x06 and the Loss-tolerant ID the ID of the network entity that assigns/retains the context. Rest of reentry procedure shall be performed same as network reentry from idle mode described in section 16.2.17.5.
============================== End of Proposed Text ===============
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