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Upgrading the air interface from 802.16e to 802.16m without impacting the deployed ASN-GWs and CSN
Introduction

Operators have WiMAX 1.0/1.5 networks in deployment today. This uses 802.16e air interface. 802.16m air interface promises much higher throughputs compared to 802.16e. Some more improvements are achieved in 16m by changing UMAC functionality that affects the ASN-GW and in particular R6 interface. Expecting the operators and vendors to upgrade the ASN-GW in order to start deploying 16m BSs will slow down the 16m adoption. The goal is to standardize a mechanism that allows operators to upgrade to 802.16m from 802.16e in phases where the first phase is using 16m BS without any changes to the existing network infrastructure and in particular no change on R6. No changes to ASN-GW and other network elements 
In summary, we enable a model where 16m BSs can be simply plugged into the existing WiMAX ASN-GWs. 

Proposed Text with change marks
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]
[Change-1 Add the following overview section and text to 802.16m draft]
16.12 Migrating to Advanced Air Interface without impacting the deployed legacy network 
The migration to WirelessMAN OFDMA Advanced Air Interface may be done without impacting the deployed legacy network elements. The ABS should be able to connect to legacy access and core network elements. The ABS shall broadcast the fact that it is attached to the legacy network. The AMSs shall listen to this broadcast and perform the operations in such a way that does not impact the legacy network elements.
Some examples:

a) AMS privacy via AMSID* shall not be used. AMS provides real MAC ID in the AAI_RNG-REQ message for network entry/re-entry and idle mode location update. ABS provides the hash of the real MAC ID in the AAI_PAG-ADV message.
b) PKMv2 key hierarchy, key context management, and key usage and associated protocols shall be used so that the authenticator network element does not get impacted.
c) Features such as DCR, multiple paging groups per AMS shall not be supported.
[Change-2:  Add “legacy ASN” bit to SFH Add the following parameter to table 802, S-SFH SP2 IE page 379]

16.3.6.5.1.2 
S-SFH IE

	Syntax
	Size (bits)
	Notes

	Legacy ASN indicator
	1
	Indicates whether the ABS is connected to legacy ASN or advanced ASN. 

Value of “0” means ABS is connected to advanced ASN.

Value of “1” means ABS is connected to legacy ASN.


[Change-3: Usage of PKMv2. Insert the text at the end of 16.2.5.1]

16.2.5.1 
Security Architecture

802.16m uses PKMv3 as the main security mode in the advanced air interface. 

However, in the legacy ASN mode, 

· AMS and ABS shall use single mode of PKMv2 Security frame work for authentication and key management, which in particular includes the following security sublayer components: EAP Authentication, PKMv2 key hierarchy, key usage, key context and PKMv2 key management protocols and messages types with associated messages and relevant FSM).  
· The PKMv2 message types shall be distinct on 16m air interface so that receiver understands how to parse message in the correct way. The encoding format for these legacy messages used on 16m air interface is TLV. The messages are defined in Table 673.
· The security protection of PKMv2 MAC control messages, i.e. AAI_PKMv2-REQ and AAI_PKMv2-RSP, is defined as in Table 673. The integrity protection, e.g. CMAC calculation, is achieved with the same method as with other AAI MAC control messages defined in Section 16.2.5.2.3.
· Only a subset of PKMv2 features are supported, according to WMF TWG profile document XXXXX. In this mode, only static SA is supported, all multicast/broadcast transport FIDs shall be mapped to null SA; MAC control message with only integrity protection is using CMAC only (not HMAC); and only AES-CCM cryptographic suite is supported.
· Data plane encryption and integrity protection shall be done according to 16m definitions, as defined in Section 16.2.5.2.3 and 16.2.5.2.4, using the PKMv2 derived keys, so that 16m MPDU construction and processing is not affected. In particular, the MPDU format, PN space usage, EKS signaling, AES-CCM specifications (initial block construction) shall follow specifications in Section 16.2.5.2.4. The 4-byte PKMv2 PN space is truncated to 22-bit PN space, and an additional PN grace space shall be used as defined in Section 16.2.5.2.1.5.2 to trigger TEK refresh according to PKMv2 TEK-REQ/RSP procedure and ensure seamless communications. 
· AMS privacy via AMSID* is not supported, i.e., the concept of AMSID* shall not be used during network entry/re-entry and location update. AMS shall always provide real MAC ID in AAI_RNG-REQ during initial network entry, network reentry from handover or Idle and location update.
[Change-4: Modify Table 673 by adding two new rows at the bottom]

Table 673—MAC Control Messages 
	Message name
	Message description
	Security
	Connection

	AAI_PKMv2-REQ
	Privacy Key Management Request in legacy ASN mode
	Null.

CMAC tuple shall be included in the message when applicable according to PKMv2.
	Unicast

	AAI_PKMv2-RSP
	Privacy Key Management Response in legacy ASN mode
	Null.

CMAC tuple shall be included in the message when applicable according to PKMv2.
	Unicast


[Change-5: Modify the last 3 bullets of section 16.2.15.3.1 as follows:]

16.2.15.3.1 Contention-based initial ranging and automatic adjustments

•Upon receiving a Success status notification, the AMS shall wait for the ABS to provide UL BW allocation. When receiving an UL BW allocation, the AMS shall send the AAI_RNG-REQ message. If the granted BW allocation cannot accommodate the entire AAI_RNG-REQ message, the AMS may fragment the AAI_RNG-REQ message to fit the provided BW allocation, and requests additional UL bandwidth through PBREH as defined in 15.2.2.2.9 for the remaining fragments. In response to the PBREH, the ABS shall provide UL BW allocation through CDMA Allocation A-MAP IE, which is identified by the same RA-ID used for the previous BW allocation. The RA-ID is used until AAI_RNG-REQ transmission is completed, but if AMS does not receive UL bandwidth allocation in T3(TBD) or the AAI_RNG-REQ transmission is not completed in 64 frames, it sends ranging code to perform ranging procedure again. In the legacy ASN mode, where the ABS is connected to the legacy ASN, the AMS provides its real MAC ID in the AAI_RNG-REQ message.
•Initial ranging process is over after receiving AAI_RNG-RSP message, which includes a TSTID (temporary station ID) to be used until STID is received at successful registration. 

•The timer required for AMS to wait for AAI_RNG-RSP or CDMA Allocation A-MAP IE, is defined by T3 (TBD).
[Change-6: Modify section 16.2.17.4.2 by addition the following to the end of this subsection:]

16.2.17.4.2 Location update process
In the legacy ASN mode, where the ABS is connected to the legacy ASN, the AMS provides its real MAC ID in the AAI_RNG-REQ message, instead of providing the DID.
[Change-7: Modify section 16.2.17.5 by addition the following to the end of this subsection:]

16.2.17.5 Network reentry from idle mode
In the legacy ASN mode, where the ABS is connected to the legacy ASN, the AMS provides its real MAC ID in the AAI_RNG-REQ message, instead of providing the DID.
[Change-8: Modify Table 674 as follows:]

16.2.3.1 AAI_RNG-REQ

Table 674—Parameters for AAI_RNG-REQ
	Name
	Value
	Usage

	Legacy ASN indicator
	1 bit

Value of “0” means ABS is connected to advanced ASN.

Value of “1” means ABS is connected to legacy ASN.
	Indicates whether the target ABS is connected to legacy ASN or advanced ASN. 



	AMSID*/  MAC ID
	It's the hash value of AMSID in order to protect AMS privacy, which is used for ABS to distin​guish AMSs when more than one AMS send AAI_RNG-REQ message at the same time. In the legacy ASN mode, where the ABS is connected to the legacy ASN, the AMS provides its real MAC ID instead.

	It shall be included when the AMS is attempting network entry without its STID/DID which the ABS/Paging Controller assigns.

	MAC version 
	Version number of IEEE 802.16 supported by the AMS
	


…
	Paging Control​ler ID
	The Paging Controller ID which the AMS cur​rently maintains in idle mode.
	It shall To be included when the AMS is attempting to perform reentry or lo​cation update. In the legacy ASN mode, where the ABS is connected to the legacy ASN, DID shall not be included

	Deregistration Identifier (DID)
	The ID which the AMS is assigned for idle mode and currently maintains.
	

	PGID
	The identification of the paging group that the AMS is previously belonging to.
	

	Paging Cycle
	PAGING_CYCLE applied to the AMS
	

	Paging Offset
	PAGING_OFFSET applied to the AMS
	


[Change-8: Modify Table 675 as follows:]

16.2.3.2 AAI_RNG-RSP
	Name
	Value
	Usage

	Ranging Status
	Used to indicate whether UL messages are received within acceptable limits by ABS. 

1 = continue, 2 = abort, 3 = success
	It shall be included in the AAI_RNG-RSP message

	Temporary STID 
	Used for AMS identification until STID is assigned to the AMS during registration procedure. 

	It shall be included in the AAI_RNG-RSP message in response to the AAI_RNG-REQ message when the AMS is not assigned its STID/DID yet.

	AMSID*/MAC ID 
	A required parameter when the AMS confirms if the AAI_RNG-RSP is a response to the AAI_RNG-REQ message which the AMS sent. In the legacy ASN mode, where the ABS is connected to the legacy ASN, the actual MAC ID of the AMS is used instead.
	


[Change-9:  Add legacy ASN indication in HO CMD as a parameter. Add the following row at the end of Table 683 as follows.]

16.2.3.11 AAI_HO-CMD

	Name
	Value
	Usage

	Legacy ASN indicator
	1 bit

Value of “0” means ABS is connected to advanced ASN.

Value of “1” means ABS is connected to legacy ASN.
	Indicates whether the target ABS is connected to legacy ASN or advanced ASN. 




[Change-10: Add the follows at the end of section 16.2.6.3.4:]

16.2.6.3.4 HO Execution
If the target ABS is attached to the legacy ASN, this shall be indicated to the AMS in the HO-CMD with the “Legacy ASN indicator” parameter. A value of 1 for this parameter signifies to the AMS that the target ABS is attached to the legacy ASN. In this case, according to the “HO process optimization” bitmap, the AMS shall perform HO optimization according to Section 16.2.6 with the exception that any security related update shall follow the PKMv2 definition. And in addition, if “Seamless HO” flag is set, the security update shall follow the description in Section 6.3.2.1.2.11 and Section 7.2.2.2.6.1. 
[Change-11: Add the follows at the end of section 16.2.6.4:]

16.2.6.4 Handover between WirelessMAN-OFDMA Advanced and Reference Systems
If the target ABS is attached to the legacy ASN, this shall be indicated to the AMS in the HO-CMD with the “Legacy ASN indicator” parameter. A value of 1 for this parameter signifies to the AMS that the target ABS is attached to the legacy ASN. In this case, the zone switching procedure defined in 16.2.6.4.1.2.1 and 16.2.6.4.2.5 does not apply. Regular handover procedure shall be used for all the following cases: a) handover between WirelessMAN-OFDMA Advanced ABS with “Legacy ASN indicator” =1 and WirelessMAN-OFDMA Reference BS and b) handover between MZone and LZone at the same WirelessMAN-OFDMA Advanced ABS with “Legacy ASN indicator” =1.

[Change-12: Add legacy ASN indication in AAI_PAG-ADV as a parameter. Add the text to the end of Section 16.2.17.2.1; and modify Table 756 as follows]

16.2.17.2.1 Broadcast paging message

If the ABS is attached to the legacy ASN, this shall be indicated to the AMS in the AAI_PAG-ADV with the “Legacy ASN indicator” parameter. A value of 1 for this parameter signifies to the AMS that the ABS is attached to the legacy ASN. Under this scenario, the AMS index as used in 802.16-2009 shall be used for paging the AMS.

[Add the following to the end of table 756]

	Name
	Value
	Usage

	Legacy ASN indicator
	1 bit

Value of “0” means ABS is connected to advanced ASN.

Value of “1” means ABS is connected to legacy ASN.
	Indicates whether the ABS is connected to legacy ASN or advanced ASN.  If attached to the legacy ASN, AMS index as used in 802.16-2009 shall be used for paging the AMS (instead of DID)



 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
































  


