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Security cleanup for MAC control messages and contexts regarding legacy network support (16.2.3)
Youngkyo Baek, Jicheol Lee, Hyunjeong Kang
Samsung Electronics
1. Introduction
In order to support legacy network, the security key architecture is changed.
According to this change, MAC control messages(e.g. AAI_RNG-REQ/RSP, AAI_PKM-REQ/RSP etc.) and security contexts are to be changed. 
We propose the Security cleanup text about MAC control messages and security contexts etc. regarding legacy network support.
2. Text Proposal
Modify the sentences and tables as follows

======================== Start of Proposed Text #1=====================
 [editorial note; page 76 line 3]
Table 680—AAI_RNG-REQ message Field Descriptions
	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	O
	AMSID* /MAC address
	48
	It's the hash value of AMSID in order to protect AMS privacy, which is used for ABS to distinguish AMSs when more than one AMS send AAI_RNG-REQ message at the same time.

In the legacy network mode, where the ABS is connected to the legacy network, the AMS provides its actual MAC address instead.
	Given that MS MAC addess hiding is supported,iIt shall be included when the AMS is attempting network entry without its STID/DID which the ABS/Paging Controller assigns.

	O
	MAC version
	8
	See 11.3
	

	O
	MS MAC address
	48
	AMS’s real MAC address
	Given that MS MAC addess hiding is not supported(e.g. legacy network mode), it shall be included when the AMS is attempting network entry, location update, network reentry or handover. 

	…….
	…..
	…
	…..
	…….

	O
	STID
	12
	The STID which the AMS uses in the previous serving ABS.
	Given that MS MAC addess hiding is supported,iIt shall be included when the AMS is attempting to perform the uncoordinated HO reentry

	O
	Previous basic CID
	
	The Basic CID which the AMS used in the previous serving BS
	Given that MS MAC addess hiding is supported,iIt shall be included when the AMS is attempting to perform Direct HO reentry

	…….
	…..
	…
	…..
	…….

	O
	NONCE_AMS
	64
	A freshly generated 64-bit random number used for PMK derivation
	It shall be included when zone switching from LZone to MZone occurs.

	O
	NONCE_ABS
	64
	A 64-bit number transferred from ABS and used for PMK derivation
	It shall be included when zone switching from LZone to MZone occurs.


[editorial note; page 82 line 51]
Table 681—AAI_RNG-RSP message Field Descriptions
	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	…….
	…..
	…
	…..
	…….

	O
	NONCE_AMS
	64
	The 64-bit NONCE_AMS transferred by AAI_RNG-REQ
	It shall be included when zone switching from LZone to MZone occurs.


	O
	NONCE_ABS
	64
	The 64-bit NONCE_ABS transferred by AAI_RNG-REQ
	


======================== End of Proposed Text #1=====================
Modify the sentences and tables as follows

======================== Start of Proposed Text #2=====================
 [editorial note : page 171 line 28]

16.2.3.41 Privacy key MAC Control messages(AAI_PKM-REQ/AAI_PKM-RSP)

PKMv3 employs two MAC message types: AAI_PKM-REQ (PKM request) and AAI_PKM-RSP (PKM response), as described in Table xxx and yyy respectively727.
…….

Table 727—Privacy key management version 3 messages

	Type Value
	Message name
	Message description

	24
	AAI_PKM-REQ
	Privacy key management request [AMS -> ABS]

	25
	AAI_PKM-RSP
	Privacy key management response [ABS -> AMS]


Table xxx — AAI_PKM-REQ message

	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	M
	Control Message Type
	8
	Message Type =24
	Present always

	M
	PKM v3 message type code
	4
	- PKMv3 Reauth-Request Refresh-PMK; PKM v3 message code =1

- PKMv3 EAP-Transfer; PKM v3 message code =2

-PKMv3 Key_Agreement-MSG#2; PKM v3 message code =4

- PKMv3 TEK-Request; PKM v3 message code =6

- PKMv3 TEK-Invalid; PKM v3 message code =8

9-16 : reserved
	Present always

	M
	PMK identifier
	8
	A value used to match an ABS response to the AMS requests or an AMS response to the ABS requests
	Present always

	O
	EAP Payload
	variable
	Contains the EAP authentication data, not interpreted in the MAC
	Present whenPKM v3 message code = 2

	O
	NONCE_ABS
	64
	A random number of 64 bits used for freshness
	Present whenPKM v3 message code = 4

	O
	NONCE_AMS
	64
	A random number of 64 bits used for freshness
	Present whenPKM v3 message code = 4

	O
	AK ID
	64
	AK ID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula . This is used to verify sync of PMK SN and the corresponding AK
	Present whenPKM v3 message code = 4

	O
	Security negotiation parameters
	size of ICV
	1
	0 : size of ICV = 32bits (default; Max Invalid value is 4096) 
1 : size of ICV = 64bits (Max Invalid valuse is not used)
	Present whenPKM v3 message code = 4

	O
	
	PN window Size
	16
	The receiver shall track PNs within this window to prevent replay attacks
	

	O
	SAID
	8
	Security association identifier
	Present whenPKM v3 message code = 6 or 8

	O
	TEK refresh flag
	1
	This flag is set to "1" in the signal this request is for the first TEK after key agreement procedure when both TEKs need to be updated one after another and set to "0" when this request is for the second TEK update after the first TEK update is done.
	Present whenPKM v3 message code = 6 in case of TEK update after reauthentication.

	O
	PMK SN
	4
	New PMK sequence number for PKM v3 message code = 4

Current PMK sequence number for PKM v3 message codes except 4
	Present whenPKM v3 message code =  1,4,6 or 8

	O
	CMAC digest
	CMAC_PN_U
	24
	PN used to avoid UL replay attack on the control connection
	Present whenPKM v3 message code = 1,4,6 or 8

	
	
	CMAC value
	64
	CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code = 4

CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code except 4
	


Table yyy — AAI_PKM-RSP message

	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	M
	Control Message Type
	8
	Message Type =25
	Present always

	M
	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5

- PKMv3 TEK-Reply; PKM v3 message code =7

- PKMv3 TEK-Invalid; PKM v3 message code =8

9-16 : reserved
	Present always

	M
	PMK identifier
	8
	A value used to match an ABS response to the AMS requests or an AMS response to the ABS requests
	Present always

	O
	EAP Payload
	variable
	Contains the EAP authentication data, not interpreted in the MAC
	Present whenPKM v3 message code = 2

	O
	NONCE_ABS
	64
	A random number of 64 bits used for freshness
	Present whenPKM v3 message code = 3 or 5

	O
	NONCE_AMS
	64
	A random number of 64 bits used for freshness
	Present whenPKM v3 message code = 5

	O
	AK ID
	64
	AK ID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula . This is used to verify sync of PMK SN and the corresponding AK
	Present whenPKM v3 message code = 3

	O
	Security negotiation parameters
	size of ICV
	1
	0 : size of ICV = 32bits (default; Max Invalid value is 4096)

1 : size of ICV = 64bits (Max Invalid valuse is not used)
	Present whenPKM v3 message code = 5

	O
	
	PN window Size
	16
	The receiver shall track PNs within this window to prevent replay attacks
	

	O
	Key lifetime
	32
	MSK lifetime, this attribute is included only in case of key agreement following EAP-based authorization or EAP-based reauthorization procedures.
	Present whenPKM v3 message code = 3

	O
	Supporting SAs
	3
	SAs are supported for transport connections as following bitmap;

Bit#0 : Null SA is supported if it is set to 1

Bit#1 : SAID 0x01 is supported if it is set to 1
Bit#2 : SAID 0x02 is supported if it is set to 1
	Present whenPKM v3 message code = 5

	O
	SAID
	8
	Security association identifier
	Present whenPKM v3 message code = 7 or 8

	O
	COUNTER_TEK
	16
	COUNTER_TEK used for deriving current uplink TEK
	Present whenPKM v3 message code = 7

	O
	EKS
	2
	Encryption key sequence number for current uplink TEK
	Present whenPKM v3 message code = 7

	O
	PMK SN
	4
	New PMK sequence number for PKM v3 message code = 3 or 5

Current PMK sequence number for PKM v3 message codes except 3 and 5
	Present whenPKM v3 message code = 3,5,7 or 8

	O
	CMAC digest
	CMAC_PN_D
	24
	PN used to avoid DL replay attack on the control connection
	Present whenPKM v3 message code = 3,5,7 or 8

	
	
	CMAC value
	64
	CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code = 3 or 5

CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code except 3 and 5
	


……….

…………………….

Table 728—PKM v3 message types

	Code
	PKM message type
	MAC control message name

	1
	PKMv3 Reauth-Request Refresh-PMK 
	AAI_PKM-REQ

	
	PKMv3 EAP-Transfer
	AAI_PKM-REQ/ AAI_PKM-RSP

	3
	PKMv3 Key_Agreement-MSG#1
	AAI_PKM-RSP

	4
	PKMv3 Key_Agreement-MSG#2
	AAI_PKM-REQ

	5
	PKMv3 Key_Agreement-MSG#3
	AAI_PKM-RSP

	6
	PKMv3 TEK-Request
	AAI_PKM-REQ

	7
	PKMv3 TEK-Reply
	AAI_PKM-RSP

	8
	PKMv3 TEK-Invalid
	AAI_PKM-REQ/ AAI_PKM-RSP

	9-16
	reserved
	--


The Identifier field in PKMv3 EAP-Transfer, PKMv3 Reauth-Request Refresh-PMK or PKMv3 TEK-Invalid messages which are redundant and don't affect any response messaging, shall be set to zero. The Identifier field in an ABS's AAI_PKM-RSP message shall match the Identifier field of the AAI_PKM-REQ message the ABS is responding to.

An ABS shall keep track of the PKM Identifier of its latest, pending PKMv3 Key_Agreement-MSG#1. The ABS shall discard PKMv3 Key_Agreement-MSG#2 messages with Identifier fields not matching that of the pending PKMv3 Key_Agreement-MSG#1. In addition, an AMS shall keep it, pending PKMv3 Key_Agreement-MSG#2. The AMS shall discard PKMv3 Key_Agreement-MSG#3 messages with Identifier fields not matching that of the pending PKMv3 Key_Agreement-MSG#2. An AMS shall keep track of the PKM Identifier of its latest, pending PKMv3 TEK-Request. The AMS shall discard PKMv3 TEK-Reply message with Identifier fields not matching that of the pending PKMv3 TEK-Request.
16.2.3.41.1 PKMv3 Reauth-Request Refresh-PMK message

Reauth-Request Refresh-PMK message may be used to request trigger PMK update reauthentication by initiating an EAP session.( e.g., in case that CMAC_PN_* or AK_COUNT is exhausted, PMK update reauthentication is required)

If ABS receives the Reauth-Request Refresh-PMK message, it should initiate either EAP reauthentication procedure or PMK update without reauthentication.

CMAC Digest and Key Sequence Number attributes shall be included in Reauth-Request Refresh-PMK message.
Code: 1

Attributes are shown in Table 729. 
The CMAC Digest attribute shall be the final attribute in the message's attribute list. Inclusion of the CMAC Digest attribute allows the ABS to authenticate the PKMv3 Reauth-Request Refresh-PMK message.
………..

……..

16.2.3.41.3 PKMv3 Key_Agreement-MSG#1 message
The ABS transmits the PKMv3 Key_Agreement-MSG#1 message as a first step in the 3-way key agreement handshake at initial network entry, and at reauthorization, and at PMK update without reauthorization. The ABS shall send this message to the AMS after finishing authorization procedure(s) selected by the negotiated authorization policy support included in the basic capabilities negotiation.

It identifies an AK to be used, and includes a random number challenge (i.e., NONCE_BS) to be returned by the AMS in the PKMv3 Key_Agreement-MSG#2 message. The ABS shall send this message to the AMS either when the ABS receives a PKMv3 CMAC-Invalid message or when authenticator relocation is occurred.
Code: 3

Attributes are shown in Table 731.
Table 731—PKMv3 Key_Agreement-MSG#1 message attributes

	Attribute
	Contents

	NONCE_ABS
	A freshly generated random number of 64 bits.

	Key Sequence Number
	newCurrent PMK sequence number (included only when this mes​sage is CMAC protected)

	AKID
	Identifies the authorization key (this is the AKID of the new AK in the case of reauthentication).
AK ID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula . 

	Key lifetime
	PMK lifetime, this attribute shall include only follows EAP-based authorization or EAP-based reauthorization procedures.

	CMAC digest
	Message digest calculated using the new AK( included when AK is shared)


The CMAC Digest attribute shall be the final attribute in the message's attribute list, which is derived from new AK but in case that valid AK is not shared yet, PKMv3 Key_Agreement-MSG#1 message shall include NONCE_BS only. In case that valid AK is shared, its corresponding Key Sequence Number and CMAC Digest are included.
16.2.3.41.4 PKMv3 Key_Agreement-MSG#2 message
The AMS transmits the PKMv3 Key_Agreement-MSG#2 message after receiving PKMv3 Key_Agreement-MSG#1 message from the ABS. In case that an AK is already shared, the AMS transmits the PKMv3 Key_Agreement-MSG#2 message after successful CMAC value verification of PKMv3 Key_Agreement-MSG#1 message received from the ABS.

The AMS derives PMK and AK from MSK depending on NONCE_BS and NONCE_MS, which are shared by PKMv3 Key_Agreement-MSG#1 and PKMv3 Key_Agreement-MSG#2 messages.
The PKMv3 Key_Agreement-MSG#2 message proves liveliness of the AMS and its possession of the AK to the ABS.

If this PKMv3 Key_Agreement-MSG#2 message is being generated during initial network entry, then it contains security negotiation parameters.

Code: 4

Attributes are shown in Table 732.
Table 732—PKMv3 Key_Agreement-MSG#2 message attributes
	Attribute
	Contents

	NONCE_ABS
	A freshly generated random number of 64 bits contained in PKMv3 Key_Agreement-MSG#1 message

	NONCE_AMS
	A freshly generated random number of 64 bits

	PMK ID
	PMK ID = Dot16KDF(PMK, 0b0000|PMK SN|NONCE_AMS|NONCE_ABS| "PMKID", 64). This is used to verify sync of PMK SN and the corresponding PMK

	AKID
	Identifies the authorization key for protecting this message.
AK ID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula . 

	Key Sequence Number
	New PMK sequence number

	Security negotiation parameters
	The requesting AMS's security capabilities (it should be included in case of key agreement during network entry only.) 

i.e., 

- size of ICV part in the AES-CCM

0 : 32bits (default ; Max Invalid value is 4096)

1 : 64bits (Max Invalid valuse is not used)

-PN window Size (Min:1, Max: 1024) :The receiver shall track PNs within this window to prevent replay attacks

	CMAC digest
	Message digest calculated using new AK


The CMAC Digest attribute shall be the final attribute in the message's attribute list, which is derived from new AK.
16.2.3.41.5 PKMv3 Key_Agreement-MSG#3 message

The ABS transmits the PKMv3 Key_Agreement-MSG#3 message as a final step in the 3-way handshake key agreement after successful CMAC value verification of PKMv3 Key_Agreement-MSG#2 message received from the AMS.

On receiving PKMv3 Key_Agreement-MSG#2 message from the AMS, the ABS derives PMK and AK from MSK depending on NONCE_BS and NONCE_MS, which are shared by PKMv3 Key_Agreement-MSG#2 messages, and validate the CMAC value contained in PKMv3 Key_Agreement-MSG#2 message.

Code: 5

Attributes are shown in Table 733.
Table 733—PKMv3 Key_Agreement-MSG#3 message attributes
	Attribute
	Contents

	NONCE_ABS
	A freshly generated random number of 64 bits contained in PKMv3 Key_Agreement-MSG#1 message.

	NONCE_AMS
	A freshly generated random number of 64 bits contained in PKMv3 Key_Agreement-MSG#2 message.

	Key Sequence Number
	New PMK sequence number

	Supporting SAs
	SAs are supported for transport connections as following bitmap;

Bit#0 : Null SA is supported if it is set to 1

Bit#1 : SAID 0x01 is supported if it is set to 1
Bit#2 : SAID 0x02 is supported if it is set to 1

	Key lifetime
	MSK lifetime, this attribute is included only in case of key agreement following EAP-based authorization or EAP-based reauthorization procedures.

	Security negotiation parameters
	The responding ABS's security capabilities (it should be included in case of key agreement during network entry only.) 

i.e., 

- size of ICV part in the AES-CCM

0 : 32bits (default ; Max Invalid value is 4096)

1 : 64bits (Max Invalid valuse is not used)

-PN window Size (Min:1, Max: 1024) :The receiver shall track PNs within this window to prevent replay attacks

	CMAC digest
	Message digest calculated using new AK


The CMAC Digest attribute shall be the final attribute in the message's attribute list, which is derived from new AK.
16.2.3.41.6 PKMv3 TEK-Request message
The AMS transmits the PKMv3 TEK-Request message in order to ask the ABS what COUNTER_TEKs are currently managed.

Code: 6

Attributes are shown in Table 734.
Table 734—PKMv3 TEK-Request message attributes
	Attribute
	Contents

	SAID
	Security association identifier

	Key Sequence Number
	Current PMK sequence number

	TEK refresh flag
	This flag is set to "1" in the signal this request is for the first TEK after key agreement when both TEKs need to be updated one after another and set to "0" in any other case.
when this request is for the second TEK update after the first TEK update is done. In case of normal TEK update, this flag is omitted

	CMAC digest
	Message digest calculated using AK.


======================== End of Proposed Text #2=====================
Modify the sentences as follows

======================== Start of Proposed Text #3=====================
 [editorial note : page 240 line 54]

Packet number (PN)

The PN associated with an SA shall be set to 0x000001 for DL and 0x200001 for UL when the SA is established and when a new TEK is installed. After each PDU transmission, the PN shall be incremented by 1. Any pair value of {PN, TEK} shall not be used more than once for the purposes of transmitting data. The AMS shall ensure that a new TEK is derived in both sides before the PN on either TEK for downlink or TEK for uplink reaches maximum value 0x1FFFFF or 0x3FFFFF, respectively.
…..

….

[editorial note; page 242 line 16]
Receive Processing rules

On receipt of a PDU the receiving AMS or ABS shall decrypt and authenticate the PDU consistent with the NIST CCM specification configured as specified above.

Packets that are found to be not authentic shall be discarded.

Receiving ABS or AMSs shall maintain a record of the highest value PN receive for each SA.

The receiver shall maintain a PN window whose size is specified by the PN_WINDOW_SIZE parameter for SAs. Any received PDU with a PN lower than the beginning of the PN window shall be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is received more than once shall be discarded as a replay attempt. Upon reception of a PN, which is greater than the end of the PN window, the PN window shall be advanced to cover this PN.

TEK update should be completed before MAC PDUs with ICV error are detected over the MaxInvalid times for the same TEK.

If AMS recognizes that TEKDLE update is required due to ICV errors, it initiates TEK update by sending a PKMv3 TEK-Invalid message to the ABS. On receiving the PKMv3 TEK-Invalid message, the ABS discards current TEKDLE and uses TEKULE as TEKDLE, and derives a new TEK for TEKULE.

If ABS recongizes that TEKULE update is required due to ICV errors, it discards current TEKDLE and uses TEKULE as TEKDLE, and derives a new TEK for TEKULE. And after recognizing ABS’s TEK update, AMS peforms TEK update procedure. To expedite TEK update procedure, the ABS may transmit the PKMv3 TEK-invalid message. initiates PMK update by sending PKMv3 Key_Agreement-MSG#1. Then PMK and AK are refreshed and finally the TEKs are updated also.

When the ABS detects that EKS is not sychronized yet, the ABS transmits the PKMv3 TEK-Invalid message in order for the AMS to send PKMv3 TEK-Request message to the ABS. On receiving the PKMv3 TEK-Request message, the ABS responds with a PKMv3 TEK-reply message notifying the current TEKs.
======================== End of Proposed Text #3=====================
Modify the sentences and tables as follows

======================== Start of Proposed Text #4=====================
 [editorial note : page 265 line 47]

16.2.5.4 Security Context
………
16.2.5.4.1 MSK context
The MSK context includes all parameters associated with the MSK. This context is created when EAP Authentication completes.

The MSK context is described in Table 765.
This context is created upon completion of successful re/authentication and discarded when no longer valid or if key-agreement 3way handshake procedure was not completed for 120 seconds. It is created by the AMS and Authenticator when authenticating in LZONEs or MZONEs and must be maintained across zone switches.
The MSK lifetime shall be transferred from the EAP method and could also be configured by the AAA Server.

The life time may be enlarged using the key lifetime attribute in Key_Agreement-MSG#31 message during key agreement 3way handshake procedure following EAP-based authorization or EAP-based reauthorization procedures.

If the ABS or the AMS needs to refresh the key it should initiate re-authentication to create a new one.
16.2.5.4.2 PMK context

The PMK context includes all parameters associated with the PMK. This context is created during before a key agreement 3way handshake procedure and cached after successful key agreement 3way handshake procedure.
Two PMK contexts may exist in parallel in the AMS and Authenticator in transition phases where new PMK is created but the current PMK is still in use.
The PMK context is described in Table 766.

Table 766—The PMK context
	Parameter
	Size(bit)
	Usage

	PMK
	160
	The key is created during key agreement 3way handshake procedure.

	PMK SN
	4
	PMK SN is the serial number assigned to a given PMK by the AMS in the key agreement; it is included in CMAC tuple to identify the used PMK. 

	PMK Lifetime
	32
	PMK Lifetime=MSK Lifetime

	PMKID
	64
	PMKID = Dot16KDF(PMK, 0b0000|PMK SN|NONCE_AMS|NONCE_ABS| "PMKID", 64)

The PMK SN in the Dot16KDF function is encoded in MSB first order.

This is used in key agreement to verify sync of assignment SN to PMK

	NONCE_AMS
	64
	The Random number NONCE received from the AMS in the key-agreement MSG#1 message for freshness of key agreement 3way handshake procedure that was done in order to create this PMK.

	NONCE_ABS
	64
	The Random number NONCE sent by the ABS in the key-agree​ment MSG#2 message for freshness of key agreement 3way handshake procedure. that was done in order to create this PMK.

The ABS should not use same NONCE_ABS in more than one key-agreement procedure

	AK_COUNT
	16
	Value of the Entry Counter that is used to guarantee fresh​ness of computed CMAC_KEY_* with every entry and provide replay protection.

This counter is maintained across zone switch (LZONE and MZONE) to ensure replay protection when switching to LZONE multiple times within the validly period of MSK


16.2.5.4.3 AK context

The AK context includes all parameters associated with the AK. This context is created whenever a new AK is derived.

An AMS may manage several AK contexts in parallel in transition phases.

This context shall be deleted whenever the AK is no longer valid or used.

The AK context is described in Table 767.
Table 767—The AK context
	Parameter
	Size(bit)
	Usage

	AK
	160
	The key derived from PMK

	AK Lifetime
	32
	AK Lifetime=PMK Lifetime 

	PMKID
	64
	The ID of the PMK used to derive this AK

	AKID
	64
	Identifies the authorization key.

AKID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula .

	PMK SN
	4
	The sequence number of PMK used to derive this AK.

	CMAC_KEY_U
	128
	The key which is used for signing UL MAC control mes​sages.

	CMAC_PN_U
	24
	Used to avoid UL replay attack on the control connection before this expires, reauthorization is needed. The initial value of CMAC_PN_U is zero and the value of CMAC_PN_U is reset to zero whenever AK_COUNT is increased.

	AK_COUNT
	16
	A value used to derive the CMAC key and TEK AK

	CMAC_KEY_D
	128
	The key which is used for signing DL MAC control mes​sages.

	CMAC_PN_D
	24
	Used to avoid DL replay attack on the control connection before this expires, reauthorization is needed. The initial value of CMAC_PN_D is zero and the value of CMAC_PN_D is reset to zero whenever AK_COUNT is increased.

	Next available counter_TEK
	16
	The counter value to be used in next TEK derivation, after derivation this is increased by 1.


16.2.5.4.4 SA context
The SA context is the set of parameters managed by each SA in order to ensure TEK management and usage in secure way.

The SA context holds 2 TEK contexts and additional information that belongs to the SA itself.
16.2.5.4.4.1 TEK Context
The TEK context includes all relevant parameters of a single TEK and is described in Table 768.
Table 768—The TEK context
	Parameter
	Size(bit)
	Usage

	TEK
	128
	Key used for encryption or decryption of MAC PDUs from FIDs associated with the corresponding SA

	EKS
	2
	Encryption key sequence number

	PMK SN
	4
	The sequence number of PMK from which AK used to derive this TEK is derived.

	COUNTER_TEK
	16
	The counter value used to derive this TEK

	TEK lifetime
	32
	TEK lifetime=MSK lifetime

	TEK_PN_U
	22
	The PN used for encrypting UL packets. After each MAC PDU transmission, the value shall be increased by 1. (0x2300000-0x34FFFFF) 

	TEK_PN_D
	22
	The PN used for encrypting DL packets. After each MAC PDU transmission, the value shall be increased by 1. (0x00000000-0x21FFFFF)

	PN Window Size
	As negoti​ated in key agreement
	The receiver shall track the PNs received inside PN win​dow


======================== End of Proposed Text #4=====================
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