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I. Introduction
802.16m D6 draft contains AGMH, SPMH, and many extended headers. But, there is no guideline on how to mix these MAC headers and extended headers to construct MAC PDU structure that results in confusion and contradictions betwwen various parts of the specification. For examples:
· Mix SPMH, MLEH. MEH
· Section 16.2.2.1.2 indicates that SPMH can piggyback any extended headers, if allowed by its length field.

· Section 16.2.2.2.7 indicates that MLEH is used to extend a MAC PDU to the size of greater than 2047 bytes. So, MLEH should not be used with SPMH

· Section 16.2.2.2.1 PEH indicates that Length of MAC PDU (given by length field in AGMH/SPMH & MLEH). So, MLEH can be used with SPMH.
Length of last MAC SDU/MAC SDU fragment = Length of MAC PDU (given by length field in AGMH/SPMH & MLEH) - Length of AGMH/SPMH - Extended header group length (if present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) - sum of length of MAC SDU/MAC SDU fragment s #1 to #N-1
· Section 16.2.2.2.4 MEH indicates that Length of MAC PDU (given by length field in AGMH/SPMH & MLEH). So, MLEH can be used with SPMH.

Length of first connection payload = Length of MAC PDU (given by length field in AGMH/SPMH & MLEH) - Length of AGMH/SPMH - Extended header group length (if present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) - sum of 'n-1' Length fields
· Multiplex a FID with SPMH

· The standard does not exclude a FID with SPMH to be multiplexed. But, the LI paramterer in MEH does not cover 7 bits (SPMH only) or 10 bits (SPMH + MLEH).
Therefore, supporting MAC PDU length extension in extended header can add complexity, and create confusion and contradiction to the MAC PDU structure design. It also adds huge overhead to MAC PDU parsing, as showing below.  

· For an encrypted transport connection, the receiver needs to parse extended headers to know if MLEH is present, since the receiver has to know the MPDU length before the decryption.

· For a control connection, the receiver needs to parse MLEH and MCEH to know if the MPDU is cncrypted.  
This contribution is intended to fix the header issues as described above.
In the IEEE P802.16m/D6 specification [1] encryption status of payload in a control connection MAC PDU is determined based on the EC bit in MCEH whereas the FlowID in MAC header (AGMH or CMH) is used to determine the encryption status of payload in a transport connection MAC PDU.  This mechanism has following issues:

· In control connection MAC PDU because of addition of Type field in MCEH, MCEH can be present anywhere in the extended header group following MAC header, so receiver has to decode MAC header and then the extended headers before it can decrypt the payload. There are several EHs, which are variable in nature. One or more EHs can be present in a MAC PDU. This delays the processing of MAC PDU payload and hence impacts performance

· The EC bit in the MCEH mandates MCEH to be present in all MAC PDUs of control connection. In case of unfragmented management message which do not require polling, we do not need other fields in MCEH. So EC bit in MCEH imposes an overhead of 2 bytes (1 byte EH Length and 1 byte MCEH) in a MAC PDU of control connection.

II. Proposed text 
II.1 Proposed text 1

16.2.2.1.1 Advanced Generic MAC Header (AGMH)
------------------------------------------------- Start of proposed text I--------------------------------------------------
Table 653: AGMH Format
	Syntax
	Size (bit)
	Notes

	Advanced Generic MAC Header() {
	
	

	Flow ID
	4
	Flow identifier

	EH
	1
	Extended header group presence indicator; When set to ‘1’, this field indicates that an Extended Header group is present following this AGMH.

	Length
	11
	This field indicates the length in bytes of MAC PDU including the AGMH and extended header if present. If MLEH is present in a MPDU, Length field indicates 11 LSB of length in byte of MAC PDU. EH is set to ‘1’, this represent the 11 LSBs of 14 bit MAC PDU length otherwise it represents the 11 bit MAC PDU length.

	}
	
	


------------------------------------------------- End of proposed text I --------------------------------------------------
II.2 Proposed text 2
------------------------------------------------- Start of proposed text II--------------------------------------------------
16.2.2.1.2 Short-Packet MAC Header (SPMH)
The SPMH is defined to support applications, such as VoIP, which uses small data packets and non ARQ connection. Extended header group may be piggybacked on the SPMH, if allowed by its length field. With the exception of extended headers group, the SPMH shall not require any other headers. The SPMH is identified by the specific FID that is provisioned statically, or created dynamically via AAI_DSA-REQ/RSP.

Table 654: SPMH Format
	Syntax
	Size (bit)
	Notes

	Short-Packet MAC Header() {
	
	

	Flow ID
	4
	Flow identifier

	EH
	1
	Extended header group presence indicator; When set to ‘1’, this field indicates that an Extended Header group is present following this SPMH.

	Length
	7
	This field indicates the length in bytes of MAC PDU including the SPMH and extended header if present.

	SN
	4
	MAC PDU payload sequence number increments by one for each MAC PDU (modulo 16).

	}
	
	


------------------------------------------------- End of proposed text II --------------------------------------------------
II.3 Proposed text 3
16.2.2.2 Extended header Group formats
------------------------------------------------- Start of proposed text III--------------------------------------------------
The inclusion of Extended Header group is indicated by EH bit in MAC Header. The extended header group format is defined in Table 665. group (see Figure 386—), The extended header group when used, shall always appear immediately after the MAC header. Extended header group shall not be encrypted. The fields of the extended header group format are defined in Table 662—.
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Figure 386—Extended Header Group Format

Table 665: Extended Headers Group Format Fields
	Syntax
	Size (bit)
	Notes

	Extended header Group Length
	8
	The Extended header Group Length field indicates the total length in bytes of the extended header group, including all the extended headers and the Extended header Group length byte.

	Extended header Type
	4
	Type of extended header as defined in Table 666.

	Extended header Body
	Variable
	The size of the extended header is determined by extended header type as specified in Table 666. The extended header including the extended header type is byte aligned.

	Extended Header Group () {
	
	

	    MPDU length extension
	3
	MAC PDU with AGMH:

This field is added to the 11 bit length field in AGMH to have 14 bit MAC PDU length. It represents the 3 MSBs of the 14 bit MAC PDU length field.
MAC PDU with SPMH: This field is set to 0.

	 EHLI
	1
	Extended Headers Length Indicator
This field is always set to 0 in a MAC PDU with SPMH. This field is also set to 0 if there is no extended header.

	 If (EHLI == 0) {
	
	

	   EH Length
	4
	Indicate the length of Extended Header Group = the length of extended headers + 1. If there is no extended header, EH Length shall be set to 1.

	   }
	
	

	 Else {
	
	

	   EH Length
	12
	Indicate the length of Extended Headers Group = the length of extended headers + 2.

	    }
	
	

	  }
	
	

	For (EHL=EH Length-1 or EHL = EH length -2; J=0 ; EHL>0 ; EHL= EHL – LEN(EH[J]), j++) {
	
	If EHLI == 0, EHL = EH Length -1;

If EHLI == 1, EHL = EH Length -2;

LEN(EH[J]) is length of the Extended Header J, and is determined by the Type of EH[J]

	  Type of EH[J]
	4
	EH type

	  Body of EH [J]
	Variable
	EH body

	  }
	
	

	}
	
	


------------------------------------------------- End of proposed text III --------------------------------------------------
------------------------------------------------- Start of proposed text IV--------------------------------------------------
II.4 Proposed text 4
Delete Section 16.2.2.2.7 MAC PDU length extended header (MLEH) and Table 674.
II.4.1 Proposed text 4.1
16.2.2.2.2 MAC SDU packing extended header (PEH)
Table 668: PEH Format
	Syntax
	Size (bit)
	Notes

	PEH () {
	
	

	Length
	11
	This field indicates the length of MAC SDU or MAC SDU fragment in a MAC PDU payload. If a MAC PDU payload consists of 'N' MAC SDU/MAC SDU fragments, N-1 'Length' fields are present to represent the length of MAC SDU/MAC SDU fragment #1 to #N-1.

No multiplexing:

Length of last MAC SDU/MAC SDU fragment = Length of MAC PDU (given by length field in AGMH & MPDU Length Extension(if EH = 1)  /SPMH & MLEH) - Length of AGMH/SPMH - EH length in Extended header group length(if EH = 1 present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) - sum of length of MAC SDU/MAC SDU fragment s #1 to #N-1

With multiplexing:

Length of last MAC SDU/MAC SDU fragment = Length of connection payload corresponding to this PEH (see table 666, MEH format) - sum of length of MAC SDU/MAC SDU fragments #1 to #N-1


II.4.2 Proposed text 4.2 
16.2.2.2.4 Multiplexing extended header (MEH)

The format of MEH is defined in Table 671. The MEH is used when data from multiple connections associated with the same security association is present in the payload of the MAC PDU. The MEH shall not be added in a MAC PDU with SPMH. The AGMH carries the FID corresponding to the payload of the first connection. MEH carries the FIDs corresponding to remaining connections.
Table 671: MEH Format
	Syntax
	Size (bit)
	Notes

	MEH () {
	
	

	If (LI == 0) {
	
	

	  Length
	11
	Length of the connection payload.

The ‘i’th length field indicates the length of the payload of the ‘i+1’th connection.

Length of first connection payload = Length of MAC PDU (given by length field in AGMH & MPDU Length Extension(if EH = 1)  /SPMH & MLEH) - Length of AGMH/SPMH - EH length in Extended header group length(if EH = 1 present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) - sum of 'n-1' Length fields

	} else {
	
	

	  Length
	14
	Length of the connection payload.

The 'i'th length field indicates the length of the payload of the 'i+1'th connection.

Length of first connection payload = Length of MAC PDU (given by length field in AGMH & MPDU Length Extension(if EH = 1)  /SPMH & MLEH) - Length of AGMH/SPMH - EH length in Extended header group length(if EH = 1 present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) - sum of 'n-1' Length fields


II.4.3 Proposed text 4.3
16.2.2.2.9 Rearrangement fragmentation and packing extended header (RFPEH)

Table 676: RFPEH Format
	Syntax
	Size (bit)
	Notes

	RFPEH () {
	
	

	  Length
	11
	This field indicates the length of MAC SDU or MAC SDU fragment in a MAC PDU payload. If a MAC PDU payload consists of 'N' MAC SDU/ MAC SDU fragments, N-1 'Length' fields are present to represent the length of MAC SDU/ MAC SDU fragment #1 to #N-1.

No multiplexing: Length of last MAC SDU/ MAC SDU fragment = Length of MAC PDU (given by length field in AGMH & MPDU Length Extension(if EH = 1) /SPMH & MLEH) - Length of AGMH/SPMH - EH length in Extended header group length(if EH = 1 present) - Length of PN& EKS (3bytes, if present) - Length of ICV ( if present) - sum of length of MAC SDU/ MAC SDU fragment s #1 to #N-1

With multiplexing: Length of last MAC SDU/ MAC SDU fragment = Length of connection payload corresponding to this RFPEH (see table 666, MEH format) - sum of length of MAC SDU/ MAC SDU fragments #1 to #N-1


------------------------------------------------- End of proposed text IV--------------------------------------------------
------------------------------------------------- End of proposed text V--------------------------------------------------
II.5 Proposed text 5

[Change 1: Modify the section 16.2.2.2.3, page 63, lines 37-62, page 64, lines 1-30 as follows]

16.2.2.2.3 MAC Control extended header (MCEH)
The MAC PDU shall include MCEH when the control connection payload contains a fragmented message or an unfragmented message that requires acknowledgement.  is used on control connection. When message fragments belonging to two different control messages are being sent, the transmitter shall assign different Control Connection Channel ID (CCC ID)s to the MCEH of each MAC PDU. The MCEH format is defined in Table 668.
Table 668: MCEH Format

	Syntax
	Size (bits)
	Notes

	MCEH (){
	
	

	 Type
	4
	MCEH Type

	 EC
	1
	Encryption Control indicator

0 = Payload is not encrypted

1 = Payload is encrypted

	Control Connection Channel ID (CCC ID)
	1
	Channel ID to identify separate fragmentation / reassembly state machines

0: channel 1

1: channel 2

	SN Indicator 


	1
	0 = no FC and sequence number

1= FC and sequence number are followed

	 If ( SN Indicator == 0)
	
	

	{
	
	

	   Reserved
	1
	For byte alignment

	}else
	
	

	{
	
	

	Polling
	1
	0 = no acknowledgement required

1 = acknowledge required upon receiving the MAC message

	    FC
	2
	Fragmentation control (see Table 669)

	    SN
	68
	Payload sequence number, SN is maintained per CCC ID, the ‘SN’ value increments by one (modulo 64 256) sequentially.

	  }
	
	

	}
	
	


[Change 2: Modify the section 16.2.4.6, page 234, lines 4-19 as follows]

16.2.4.6 Encryption of MAC PDUs
When transmitting a MAC PDU on a connection that is mapped to an SA, the sender shall perform encryp​tion and data authentication of the MAC PDU payload as specified by that SA. When receiving a MAC PDU on a connection mapped to an SA, the receiver shall perform decryption and data authentication of the MAC PDU payload, as specified by that SA. 
The Advanced Generic MAC Header and extended headers shall not be encrypted.  The receiver determines whether the payload in the MAC PDU is encrypted or not from the Flow ID in the AGMH or SPMHfor the transport connections. In case of control connection MAC PDU, control connection payload in the MAC PDU is encrypted if the Flow ID in AGMH is set to 0x1. Control connection payload in the MAC PDU is not encrypted, if the Flow ID in AGMH is set to 0x0. The encryption information needed to decrypt a payload at the receiving station is present at the beginning and at the end of the connection payload. For e.g. in case of AES CCM, PN & EKS are present at the beginning of connection payload and ICV is appended at the end of the connection payload in MAC PDU as shown in Figure 394.
[Change 3: Modify the section 16.2.4.6, page 234, lines 45-55 as follows]

If multiple connection payloads are transmitted in same burst and the connections are mapped to same SA then multiple connection payload may be multiplexed before encryption and multiplexed payload is encrypted together. The receiver shall perform the decryption and data authentication on the multiplexed payload, as specified by the SA. The receiver determines whether the payloads in the MAC PDU is encrypted or not from the Flow ID in the AGMH for the transport connections. The encryption information needed to decrypt the multiplexed payload at the receiving station is present at the beginning of the first con​nection payload and at the end of the last connection payload. For e.g. in case of AES CCM, PN & EKS are present at the beginning of connection payload 1 and ICV is appended at the end of the connection payload n in MAC PDU as shown in Figure 395.
[Change 4: Modify the section 16.2.5.2.2, page 250, lines 57-60 as follows]

The fragment extended header is used only for control flows. The Flow ID EC bit in the AGMH Fragment extended header is used to indicate whether the PDU contains control message encrypted based on security level. Whether each control message is encrypted or not is decided based on the security level which the message is associated with. The indication to the receiver that the MAC PDU is encrypted or not is indicated by the FlowID 0x0 and 0x1 in AGMH respectively.
[Change 5: Modify the section 16.2.5.3.3, page 272, lines 6-10 as follows].
The selective confidentiality protection over control messages is indicated by the Flow ID EC bit in the AGMH MCEH. Con​trary to the transport flows where the established SA is applied to all data, the primary SA is selectively applied to the control messages. EC bit in the is used only for control flows to indicate whether PDU con​tains the control message that is encrypted based on control message type and its usage.

[Change 6: Modify the section 16.2.3, page 69, lines 61-65, Page 70, lines 1-12 as follows]

16.2.3 MAC Control messages
The peer-to-peer protocol of MAC layers in ABS and AMS communicate using the MAC control messages to perform the control plane functions. MAC control messages shall be carried in a MAC PDU to be trans​ported in broadcast, unicast or random access connections. There is a single unicast Control connection. HARQ shall be enabled for MAC control messages sent on the unicast Control connection. Encryption may be enabled for unicast MAC control messages. MAC control messages may be fragmented, but shall not be packed. Table 676 lists the MAC control messages that shall be defined in the ASN.1 format, as shown in Annex P. The indication to the receiver whether that the PDU is encrypted or not is indicated by the FlowID 0x0 and 0x1 EC=1 in AGMH respectively MCEH. Whether the encryption is applied on a MAC control message or not shall be determined by the message type and MAC procedure context, which is define in Table 676. A messages included in a PDU whose encryption status indicated by the FlowID in AGMH EC bit value does not match the combined message type and corresponding context defined in the Table 676 shall be discarded. Encrypted and non encrypted MAC control messages shall not be sent in the same PDU.
[Change 7: Modify the section 16.2.1.2.2 on page 47-48 and table 652 on page 48 as follows]

16.2.1.2.2 Flow Identifier (FID)
Each AMS connection is assigned a 4 bit FID that uniquely identifies the connection within the AMS. FIDs identify control connection and transport connections. DL and UL Transport FIDs are allocated from the transport FID space as defined in Table 652. An FID that has been assigned to one DL transport connection shall not be assigned to another DL transport connection belonging to the same AMS. An FID that has been assigned to one UL transport connection shall not be assigned to another UL transport connection belonging to the same AMS. An FID that has been used for a DL transport connection can be assigned to another UL transport connection belonging to the same AMS, or vice versa. Some specific FIDs may be pre-assigned. If the value is 001001 it indicates that the MPDU is signaling header. See Table 652 for the specific allocation of FIDs.
Table 652: Flow Identifiers
	Value
	Description

	0000
	Control FID for unencrypted control connection payload in the MAC PDU(unicast control FID when PDU is allocated by unicast assignment A-MAP IE; broadcast control FID when PDU is allo​cated by broadcast assignment A-MAP IE)

	0001
	Control FID for encrypted control connection payload in the MAC PDU

	001001
	FID for Signaling Header

	001110
	FID for default service flow

	0010011 - 1111
	Transport FID


[Change 8: Modify the section 16.2.2.1.3 on page 50, lines 15-21 as follows]

16.2.2.1.3 MAC Signaling Header
The signaling header shall be sent standalone or concatenated with other MAC PDUs in either DL or UL. If the AMS uses an anonymously assigned UL resource to send the signaling header, the AMS shall include the STID in the contents field of the signaling header. One FID is reserved for MAC signaling header. The value of Flow ID for MAC signaling header is 001001.
[Change 9: In the table 655 on page 50, modify the value of Flow ID field from 0001 to 0010]
------------------------------------------------- End of proposed text IV--------------------------------------------------
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