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Cleanup PKMv3 parameter configuration setting and Keyagreement 3-way handshake description(10.2)
Youngkyo Baek, Kyeongtae Do 
Samsung Electronics
1. Introduction
Some PKMv3 parameters’ configuration settings are missing in the table 554[1] and some mismatch with their descriptions in other parts. This contribution suggests modifying some missed PKMv3 configuration parameter setting and fixing those mismatches.
-  PKMv3 configuration parameter setting

Especially, PNgrace space is calculated under assumption that TEK update takes 30sec and 25 burst in a frame and 3 packets in a burst. That is expected PN grace space is around 40000 (= 30 sec*200 frame/sec * 25 burst/frame * 3packets/ burst).

-  cleanup to unify some terms( e.g. handshake MSG #1 or MSG#1 ( keyagreement MSG#1 etc.)

-  remove ‘refresh PMK’ related descriptions.

-  fix wrong reference

-  make the figure 400 focus on the keyagreement 3way handshake procedure itself -- excluding descriptions related to network entry

-  etc.
2. Text Proposal
Modify the table 554 at page 39, line 7 as follows
======================== Start of Proposed Text#1 =====================
Table 554—Parameters and constants
	System 
	Name 
	Description 
	Minimum value 
	Default value 
	Maximum value 

	…
	…
	….
	….
	….
	….

	ABS, AMS
	Key agreement MSG#1 Timer
	Time prior to resend of PKMv3 Key agreement MSG#1
	0.5s
	1s
	2.0s

	ABS, AMS
	Key agreement MSG#1 MAX Resends
	Maximum number of transmissions of PKMv3 Key agreement MSG#1.
	1
	3
	3

	ABS, AMS
	Key agreement 3-way handshake MSG#2 Timer
	Time prior to resend of PKMv3 Key agreement MSG#2.
	0.1s
	0.3s
	1.0s

	ABS, AMS
	Key agreement MSG#2 MAX Resend
	Maximum number of transmissions of PKMv3 Key agreement MSG#2.
	1
	3
	3

	AMS
	Fresh Key Agreement Timer
	Time prior to resend of refresh-PMK
	
	10s
	

	AMS, ABS 
	PMK pre-handshake lifetime 
	The lifetime assigned to PMK when created before succeful key agreement 3-way handshake.
	5 s 
	10 s 
	15 min 

	ABS 
	PMK lifetime 
	If MSK lifetime is unspecified (i.e., by AAA server), PMK life-time shall be set to this value 
	60 s 
	3600 s 
	86 400 s 

	AMS 
	Authentication Grace Time 
	Time prior to Authentication expiration AMS begins reauthentication
	5 min (300 s) 
	10 min (600 s) 
	1 h (3 600 s) 

	AMS 
	Rekey Wait Timer
	PKMv3 TEK-Request retransmission interval from Rekey Wait state 
	1 s 
	1 s 
	10 s 

	AMS
	Rekey Counter threshold
	Maximum number of transmissions of PKMv3 TEK-Request
	1 
	3 
	3 

	AMS,ABS
	PN Grace space
	AMS’s remaining PNs prior to PN exhaustion when PKMv3 TEK update procedure starts (PN Grace space of ABS is set as larger than that of AMS by 50) 
	
	400,000
	

	AMS,ABS
	TEK Re-Auth Timer
	Time prior to sending PKMv3 TEK-Request right after key agreement 3-way handshake.
	20ms
	40ms
	100ms

	AMS 
	re-authentication request timer
	Timer between resend of PKMv3 Reauth-Request message if reauthentication was not completed 
	10 s 
	10 s 
	60 s 

	…..
	……
	……
	…..
	…..
	…….


10.3 PHY-specific values
============================== End of Proposed Text#1 ===============
Modify some sentences from page 244, line 24 as follows
======================== Start of Proposed Text#2 =====================
16.2.5.2.1.4 Key agreement 3-Way Handshake after (re-)authentication

The Key agreement 3-way handshake procedure takes place right after authentication/reauthentication. It includes exchange of parameters, i.e., ICV size negotiation during network entry authentication, to be used by the SAs.

The Key agreement 3-way hanshake procedure (as shown in Figure 400) includes the following steps:

•EAP authentication completes (Authenticator got "EAP Success" from AAA and sent it to AMS). Assuming AMS received the EAP-_Success message, both AMS and ABS suppose to have valid AK and derive CMAC keys.

•The ABS sends CMAC'ed AAI_PKM-_RSP (Key Agreement MSG#1) to the AMS. The message includes a random NONCE_ABS.

•If the AMS receives Key agreement MSG#1 without receiving the EAP-_Success before it SHALL query the supplicant for the current MSK and SHALL calculate the CMAC tuple based on it. If CMAC verification fails, the MS shall silently discard Key agreement MSG#1. If CMAC verification is successful, the AMS shall sends AAI_PKM-REQ (handshake Key agreement MSG#2) , using the MSK and derived keys and including the random NONCE_ABS and NONCE_AMS and security negotiation parameters to the ABS. In the case S-SFH Network Configuration bit = 0b0, NONCE_AMS shall be the one used to derive AMSID*. In the case of Legacy Support Mode is True; NONCE_AMS is not used in any key derivation. The AAI_PKM-REQ is integrity protected (CMAC digest using the derived CMAC keys) but not encrypted.
•Receiving the handshake Key agreement MSG#2, the ABS shall confirm that the supplied AKID refers to the AK that it has. If the AKID is unrecognized, the ABS shall ignore the handshake Key agreement MSG#2. The ABS shall verify the CMAC. If the CMAC is verified then the ABS knows it has the same keys which are bound to the AMSID and ABSID. If the CMAC is invalid, the ABS shall ignore the handshake Key agreement MSG#2. The ABS shall verify that the NONCE_ABS in the key agreement MSG#2 matches the value provided by the ABS in the key agreement MSG#1. If the NONCE_ABS value does not match, the ABS shall ignore the key agreement MSG#2. If the ABS does not receive the handshake Key agreement MSG#2 from the AMS within Key Agreement MSG#1 Handshake Timeout, it shall resend the previous handshake Key agreement MSG#1 up to handshake Key agreement MSG#1MaxResends times. If the ABS reaches its maximum number of resends, it shall initiate another full authentication or drop the AMS.

•Upon successful validation of the handshake Key agreement MSG#2, the ABS shall send to the AMS AAI_PKM-RSP (handshake Key agreement MSG#3) that includes the NONCE_AMS, the NONCE_ABS the supported SAIDs (0x1 or both 0x1/0x2) and CMAC digest to prove the possession of the keys and their freshness.

 In case of key agreement procedure during network entry, security negotiation parameters( ICV size, PN Window size) and the supported SAIDs shall be included also in the Key agreement MSG#3.
•Receiving the handshake Key agreement MSG#3, the AMS verifies the CMAC, derives the TEKs for the supported SAIDs and applies negotiated security parameters. If the CMAC is invalid, the AMS shall ignore the handshake Key agreement MSG#3. The AMS shall verify that the NONCE_AMS in the handshake Key agreement MSG#3 matches the value provided by the AMS in the handshake Key agreement MSG#2. If the NONCE_AMS value does not match, the AMS shall ignore the handshake Key agreement MSG#3. If the AMS does not receive handshake Key agreement MSG#3 from the ABS within Key Agreement 3-way Handshake Timeout, it shall resend the handshake Key agreement MSG#2. The AMS may resend the handshake Key agreement MSG#2 up to handshake Key agreement MSG#2 MaxResends times. If the AMS reaches its maximum number of resends, it shall initiate another full NW entry or attempt to connect to another ABS.
In case of initial network entry, once Key agreement 3-way handshake is completed successfully, the AMS sends to the ABS AAI_REG-REQ that includes the real AMSID as defined in 16.2.15.6.
============================== End of Proposed Text#2 ===============
Modify some sentences from page 260, line 57 as follows
======================== Start of Proposed Text#3 =====================
PKMv3 Key Agreement MSG #1: The first message of Key Agreement. It is sent from the ABS to the AMS after EAP-based authentication has finished and it is protected by CMAC using CMAC_KEY_D derived from the new AK of the active Key context .
PKMv3 Key Agreement MSG #2: The second message of Key Agreement 3-way handshake. It is sent from the AMS to the ABS as a response to a PKMv3 Key Agreement MSG #1 with valid CMAC, it is protected by CMAC using CMAC_KEY_U derived from the new AK of the newest EAP-based authentication (same as active if only key agreement happens or new MSK in case of full EAP re-auth)
PKMv3 Key Agreement MSG #3: The last message of Key Agreement 3-way handshake. It is sent from the ABS to the AMS as a response to a valid PKMv3 Key Agreement MSG #2 and it is protected by CMAC-Digest using CMAC_KEY_D derived from the new AK of the newest EAP-based authentication.
PKMv3 re-authentication request : The message used by the AMS to request the ABS to renew all the key hierarchy by initiating full EAP-based re-authentication along with Key agreement 3-way handshake. If new key agreement 3-way handshake is not completed within re-authentication request timeout fresh Key Agreement Timer, the AMS may re-send refresh-PMK PKMv3 re-authentication request.
============================== End of Proposed Text#3 ===============
Modify the sentence from page 262, line 17 as follows
======================== Start of Proposed Text#4 =====================
16.2.5.2.4.4 Parameters

Key agreement 3-way handshake Timer: The timer which expires if the AMS does not receive a PKMv3 Key Agreement 3-way handshake MSG #3 after sending a PKMv3 Key Agreement MSG #12.
============================== End of Proposed Text#4 ===============
Modify some sentences from page 268, line 52 as follows
======================== Start of Proposed Text#5 =====================
16.2.5.2.5.4 Parameters

All configuration parameter values take the default values from Table 554 555 or may be specified in Auth Reply message.

PN Grace Space:

PN Grace Space is set to the value smaller than the maximum number of the PN Space to guarantee that AMS can update related TEK between the interval of PN Grace Space and PN Space gracefully.

It takes the default value from Table 554 555.
Rekey Wait Timer:

The timer for TEK FSM to receive TEK-RSP message after sending out TEK-REQ message.

It takes the default value from Table 554 555 or may be specified in a configuration setting within the Auth Reply message and is the same across all SAIDs (see 11.9.18.6).

Rekey Counter:

The counter for re-sending the TEK-REQ if AMS doesn't receive the TEK-RSP by the Rekey Wait Timer for the SA.

The initial value is 0. It shall be increased by 1 for each re-sending. The threshold takes the value from Table 554 555.

TEK Re-Authen Timer:

The timer fror the AMS to wait after key agreement 3-way handshake before sending the key TEK request to the ABS, this timer is used to allow the ABS enough time to derived the a new key TEK before asking for it.

The value of this timer is taken from Table 554 555.
============================== End of Proposed Text#5 ===============
Modify some words in the figure 400 at page 246 as follows 
======================== Start of Proposed Text#5 =====================
Line 4 : AMS

Line 9 : EAP-_TRANSFER(EAP-_Success)
Line 12 : Obtain AK and Derive CMAC keys

Line 15 : handshake Key agreement MSG#1 (NONCE_ABS) (CMAC)
Line 21: [note to editer] remove the box containing ‘Derive PMK, AK, CMACkeys’.

Line 22: Obtain MSK from Supplicant and Derive PMK
Line 30: Silently discard Key agreement MSG#1

Line 33: handshake Key agreement MSG#2(NONCE_ABS, NONCE_AMS, Security capability)(CMAC)
Line 38: ABS Error handling

Line 41: handshake Key agreement MSG#3(NONCE_ABMS, SAIDs, NONCE_AMS, Security capability)(CMAC)
Line 45: AMS Error handling

Line 53: [note to editer] remove the arrow containing ‘AAI_REG-REQ(encrypted(MSID)(ICV)’
============================== End of Proposed Text#5 ===============
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