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Conversion of Security Functional Area MAC message tables to ASN.1
Alessandro Triglia
OSS Nokalva
I. Introduction
This contribution is one of several contributions which are all part of a coordinated effort to include updated ASN.1 coding of all MAC control messages in P802.16m. The work is split along the “Functional Areas” defined in Table 678 of P802.16m/D8. 
In this coordinated effort, any changes to the ASN.1 coded messages as contained in Annex R.2 of P802.16m/D8 are shown with markup. This allows the members of the workgroup to easily determine what changes are proposed from version D8 of the draft. These changes are intended to align the ASN.1 specification in Annex R.2 of P802.16m/D8 to the MAC message tables present in the same draft.
This contribution introduces ASN.1 coding for the MAC messages in the Security Functional Area (AAI-PKM-REQ and AAI-PKM-RSP). 
There were no changes to the messages in the Security Functional Area during session #68.5, thus no changes are shown below. The purpose of this contribution is to prepare for Session #69 and any possible changes to these two messages during this session. 
Any changes applied to the definition of AAI-PKM-REQ and AAI-PKM-RSP during the meeting can be also applied to the ASN.1 coded messages below, allowing the group to see the changes and approve those changes. Thus at the conclusion of Session #69 these messages will be fully up-to-date.
II. Proposed text 
Annex R.2 MAC Control Message Definitions
[Editor Note: update the text in Annex R.2 from P948 L32 to P950 L36 with the following marked changes]

------------------------------------------------- Start of proposed text --------------------------------------------------
-- *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-

-- Security Messages

-- *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-

PKMID ::= INTEGER (0..255)

PMKSN ::= INTEGER (0..255)

AKID ::= BIT STRING (SIZE(64))

SAID ::= INTEGER (0..255)

KeyLifetime ::= INTEGER (0..4294967295)

CounterTEK ::= INTEGER (0..65535)

EKS ::= INTEGER (0..3)

Nonce ::= BIT STRING (SIZE(64))

PKM-ReauthRequest ::= SEQUENCE {


pmkSN PMKSN,


cmacDigest CMACDigest

}

PKM-EAPTransfer ::= SEQUENCE {


eapPayload OCTET STRING (SIZE(1..1400))

}

PKM-KeyAgreementMsg1 ::= SEQUENCE {


nonceABS Nonce,


pmkSN PMKSN,


akID AKID,


keyLifetime KeyLifetime,


cmacDigest CMACDigest

}

PKM-KeyAgreementMsg2 ::= SEQUENCE {


nonceABS Nonce,


nonceAMS Nonce,


akID AKID,


pmkSN PMKSN,


securityNegoParameters SecurityNegotiationPara,


cmacDigest CMACDigest

}

PKM-KeyAgreementMsg3 ::= SEQUENCE {


nonceABS Nonce,


nonceAMS Nonce,


pmkSN PMKSN,


supportingSAs SupportingSAs,


securityNegoParameters SecurityNegotiationPara,


cmacDigest CMACDigest

}

PKM-TEKRequest ::= SEQUENCE {


said SAID,


pmkSN PMKSN,


tekRefreshFlag ENUMERATED {


secondTEKUpdate,


firstTEKUpdate},


cmacDigest CMACDigest

}

PKM-TEKReply ::= SEQUENCE {


said SAID,


pmkSN PMKSN,


counterTEK CounterTEK,


eks EKS,


cmacDigest CMACDigest

}

PKM-TEKInvalid ::= SEQUENCE {


said SAID,


pmkSN PMKSN,


cmacDigest CMACDigest

}

CMACDigest ::= SEQUENCE {


cmacPN BIT STRING (SIZE(24)),


cmacValue BIT STRING (SIZE(64))

}

SecurityNegotiationPara ::= SEQUENCE {


sizeOfICV ENUMERATED {



thirtyTwoBits,



sixtyFourBits


},


windowSize INTEGER (0..65535)

}

SupportingSAs ::= BIT STRING {


nullSASupported (0),


said1Supported (1),


said2Supported (2)

} (SIZE(3))

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

-- Privacy Key Management Request

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

AAI-PKM-REQ ::= SEQUENCE {


pkmid PKMID,


pkmMessage CHOICE {



reauthRequest PKM-ReauthRequest,



eapTransfer PKM-EAPTransfer,



keyAgreementMsg2 PKM-KeyAgreementMsg2,



tekRequest PKM-TEKRequest,



tekInvalid PKM-TEKInvalid,



...


},


...

}

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

-- Privacy Key Management Response

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

AAI-PKM-RSP ::= SEQUENCE {


pkmid PKMID,


pkmMessage CHOICE {



eapTransfer PKM-EAPTransfer,



keyAgreementMsg1 PKM-KeyAgreementMsg1,



keyAgreementMsg3 PKM-KeyAgreementMsg3,



tekReply PKM-TEKReply,



tekInvalid PKM-TEKInvalid,



...


},


...

}

------------------------------------------------- End of proposed text --------------------------------------------------







































































































































































































































































































































































































































































































































































































  


