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Table Reformatting and Cleanup on AAI_PKM-REQ and AAI_PKM-RSP messages
Youngkyo Baek, Hyunjeong Kang
Samsung Electronics
Introduction
This contribution provides updated table format for the AAI_PKM-REQ and AAI_PKM-RSP messages.
In addition to table reformatting, technical changes are highlighted in yellow for the ease of peer review. 
Proposed Remedy
Adopt the following two remedies.
{Remedy #1: Replace Table 723 in pp. 192 with the following Table}
Table 723—AAI_PKM-REQ message format
	Field
	Size (bit)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 Reauth-Request; PKM v3 message code =1 

- PKMv3 EAP-Transfer; PKM v3 message code =2 

-PKMv3 Key_Agreement-MSG#2; PKM v3 message code =4 

- PKMv3 TEK-Request; PKM v3 message code =6 

- PKMv3 TEK-Invalid; PKM v3 mes​sage code =8 

9-16 : reserved
	

	PKM identifier
	8
	A value used to match an ABS response to the AMS requests or an AMS response to the ABS requests
	

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	If( PKM v3 mes​sage code = =2) {
	
	
	

	EAP Payload
	Variable (1..1400 X8)
	Contains the EAP authentication data, not interpreted in the MAC
	

	}
	
	
	

	If( PKM v3 mes​sage code ==4) {
	
	
	

	NONCE_ABS
	64
	A random number of 64 bits used for freshness
	

	NONCE_AMS
	64
	A random number of 64 bits used for freshness
	

	AK ID
	64
	AK ID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula . This is used to verify sync of PMK SN and the cor​responding AK
	

	size of ICV
	1
	0 : size of ICV = 32bits (default; Max Invalid value is 4096) 

1 : size of ICV = 64bits (Max Invalid value is not used)
	Present when it is used during network entry

	PN window Size
	16
	The receiver shall track PNs within this window to prevent replay attacks
	Present when​ it is used during network entry

	}
	
	
	

	If( PKM v3 mes​sage code ==6 ) {
	
	
	

	SAID
	8
	Security association identifier
	

	TEK refresh flag
	1
	This flag is set to "1" in the signal this request is for the first TEK after reau​thentication completion when both TEKs need to be updated one after another and set to "0" when this request is for the second TEK update after the first TEK update is done. 
	Present when TEK update after reauthenti​cation

	}
	
	
	

	If( PKM v3 mes​sage code == 8) {
	
	
	

	SAID
	8
	Security association identifier
	

	}
	
	
	


{Remedy #2: Replace Table 724 in pp. 194 with the following Table}
Table 724—AAI_PKM-RSP message format
	Field
	Size (bit)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2 

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3 

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5 

- PKMv3 TEK-Reply; PKM v3 mes​sage code =7 

- PKMv3 TEK-Invalid; PKM v3 mes​sage code =8 

9-16 : reserved
	

	PKM identifier
	8
	A value used to match an ABS response to the AMS requests or an AMS response to the ABS requests
	

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	If( PKM v3 mes​sage code ==2 ) {
	
	
	

	EAP Payload
	Variable (1..1400 X8)
	Contains the EAP authentication data, not interpreted in the MAC
	

	}
	
	
	

	If( PKM v3 mes​sage code ==3 ) {
	
	
	

	NONCE_ABS
	64
	A random number of 64 bits used for freshness
	

	AK ID
	64
	AK ID = Dot16KDF(AK, 0b0000|PMK SN|AMSID* or MS MAC address|ABSID | "AKID", 64), where either AMSID* or MS MAC address is used depending on the used AK derivation formula . This is used to verify sync of PMK SN and the cor​responding AK
	

	Key lifetime
	32
	MSK lifetime, this attribute is included only in case of key agree​ment following EAP-based authoriza​tion or EAP-based reauthorization procedures.
	

	}
	
	
	

	If( PKM v3 mes​sage code ==5 ) {
	
	
	

	NONCE_ABS
	64
	A random number of 64 bits used for freshness
	

	NONCE_AMS
	64
	A random number of 64 bits used for freshness
	

	size of ICV
	1
	0 : size of ICV = 32bits (default; Max Invalid value is 4096) 

1 : size of ICV = 64bits (Max Invalid value is not used)
	Present when it is used during network entry

	PN window Size
	16
	The receiver shall track PNs within this window to prevent replay attacks
	Present when it is used during network entry

	Supporting SAs
	3
	SAs are supported for transport con​nections as following bitmap; 

Bit#0 : Null SA (SAID=0x00) is sup​ported if it is set to 1 

Bit#1 : SAID 0x01 is supported if it is set to 1 

Bit#2 : SAID 0x02 is supported if it is set to 1
	Present when it is used during network entry

	}
	
	
	

	If( PKM v3 mes​sage code ==7 ) {
	
	
	

	SAID
	8
	Security association identifier
	

	COUNTER_TEK
	16
	COUNTER_TEK used for deriving current uplink TEK
	

	EKS
	2
	Encryption key sequence number for current uplink TEK
	

	}
	
	
	

	If( PKM v3 mes​sage code ==8 ) {
	
	
	

	SAID
	8
	Security association identifier
	

	}
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