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Cleanup usage case of MSID privacy (16.2.5.3.1)
Youngkyo Baek, Jicheol Lee, Jungshin Park
Samsung Electronics
1. Introduction
Currently MSID privacy can be enabled or disabled depending on the MSID privacy policy. 

Hence, even if AMS is attached to an ABS and an advanced ASN-GW, the MSID privacy can be disabled depending on the MSID privacy policy.

Based on that fact, we suggest cleanup on the case that MSID privacy is applied 
2. Text Proposal
Modify the sentences at page 265, line 54 as follows
======================== Start of Proposed Text #1=====================
The AK derivation is done:

AK = Dot16KDF (PMK, MS Addressing|ABSID|"AK", 160)                     (2)

Where:

MS Addressing depends on the operation mode. If either S-SFH Network Configuration bit = 0b0 when AMSID privacy is disabled or S-SFH Network Configuration bit = 0b1, it shall be 48bit AMSID. Otherwise, MS Addressing input shall be AMSID* - a permutation of AMSID (i.e., AMS MAC address) sent by AMS to ABS in initial AAI-RNG-REQ message. AMSID* is used to bind the key to the AMSID and it is derived according to Section 16.2.5.3.1.
============================== End of Proposed Text #1===============
Modify the sentences at page 277, line 28 as follows
======================== Start of Proposed Text #2=====================
During direct HO procedure from WirelessMAN OFDMA R1 Reference BS to WirelessMAN-OFDMA Advanced ABS with either S-SFH Network Configuration bit = 0b0 when AMSID privacy is disabled or S-SFH Network Configuration bit = 0b1, key update follows the same procedure as defined for intra-WirelessMAN-OFDMA Advanced handover.

During direct HO from WirelessMAN OFDMA R1 Reference BS to WirelessMAN-OFDMA Advanced ABS with S-SFH Network Configuration bit = 0b0 and AMSID privacy is enabled, new AK, CMAC keys and TEKs are derived as follows.
•AMS obtains proper value for AK_COUNT according to Section 16.2.5.2.1.1.2.2

•AMS generates random NONCE_AMS on calculating AMSID*. AMS derives new AK, its CMAC key and TEK based on the AMSID*.

•AMS sends AAI-RNG-REQ message containing the attributes required for Authenticator to derive AK, i.e., AMSID*, and CMAC tuple, which is based on the new CMAC key. 
•On receiving the AAI-RNG-REQ message, network entities, assumed to be Authenticator, derive new AK and transfer AK context to ABS, and ABS subsequently derives TEK and CMAC keys. ABS validates the AAI-RNG-REQ by CMAC tuple. If the CMAC is valid, ABS responds with AAI-RNG-RSP message, where the AAI-RNG-RSP is transferred in encrypted manner by the new TEK.

•If the AMS decrypts and decodes successfully the AAI-RNG-RSP message, then the AMS regards it as completion of a successful security key update procedure.
============================== End of Proposed Text #2===============
Modify the sentences at page 277, line 55 as follows
======================== Start of Proposed Text #3=====================
During zone switch from LZone to MZone (with handover process optimization bitmap bit#1=1 "omit PKM authentication phase" and S-SFH Network Configuration bit = 0b0 and AMSID privacy is enabled), AMS shall perform network reentry procedure in MZone to derive new AK, CMAC keys and TEKs to be used in MZone as follows.
============================== End of Proposed Text #3===============
Modify the sentences at page 278, line 11 as follows
======================== Start of Proposed Text #4=====================
During zone switch from LZone to MZone (with handover process optimization bitmap bit#1=1 "omit PKM authentication phase" and either S-SFH Network Configuration bit = 0b0 when AMSID privacy is disabled or S-SFH Network Configuration bit = 0b1), AMS shall perform network reentry procedure in MZone to derive new AK, CMAC keys and TEKs to be used in MZone as follows.
============================== End of Proposed Text #4===============
Modify the sentences at page 299, line 15 as follows
======================== Start of Proposed Text #5=====================
AMS generates a new NONCE_AMS and derive AMSID* if S-SFH Network Configuration bit = 0b0 and AMSID privacy is enabled, then it sends AAI-RNG-REQ carrying the AMSID* to ABS. When ABS receives the AAI-RNG-REQ, it returns AAI-RNG-RSP containing temporary STID (instead of STID) and the AMSID* which the AMS sent. Alternatively, if either S-SFH Network Configuration bit = 0b0 when AMSID privacy is disabled or S-SFH Network Configuration bit = 0b1, AMSID is used in place of AMSID* when transmitting AAI-RNG-REQ and AAI-RNG-RSP messages.
============================== End of Proposed Text #5===============
Modify the sentences at page 419, line 14 as follows
======================== Start of Proposed Text #6=====================
If either S-SFH Network Configuration bit = 0b0 when AMSID privacy is disabled or the Network Configuration bit in the S-SFH is set to 0b1, the AMS provides its actual MAC address in the AAI-RNG-REQ message.
============================== End of Proposed Text #6===============
Modify the table 679 at page 83, line 14 as follows
======================== Start of Proposed Text #7=====================
Table 679—AAI-RNG-REQ message Field Descriptions

	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	O
	AMSID*
	48
	The AMSID hash value. Refer to Table 16.2.5.3.1
	It shall be included when the AMS is attempting net​work entry in the advanced network mode when AMSID privacy is enabled, handover from a legacy BS, or zone switch to MZONE from LZONE. 

	….
	….
	….
	….
	….

	O
	AMS MAC address
	48
	AMS’s real MAC address
	In the legacy network mode or in case that AMSID privacy is disabled it shall be included when the AMS is attempting net​work entry, location update, network reentry or un coordi​nated handover. 


[Editorial note : the above proposed texts can be replaced with the following remedy, based on the reformatted control message format.]
	Field
	Size (bit)
	Value/Description
	Condition

	…..
	……
	…..
	……

	If (Ranging Purpose Indication = 0b0000) {
	
	// Initial network entry
	

	  If (advanced network mode and AMSID privacy is enabled) {
	
	
	

	    AMSID*
	48
	The AMSID hash value. Refer to Table 16.2.5.3.1
	

	  } else {
	
	
	

	    AMS MAC address
	48
	AMS’s real MAC address
	

	  }
	
	
	

	…..
	……
	…..
	……

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b0011 |0b0110|0b0111| 0b1011) {
	
	// Idle mode location update (and with other additional purposes)
	

	  AMS MAC address
	48
	AMS’s real MAC address
	Presented in legacy network mode only or in case that AMSID privacy is disabled.

	…..
	……
	…..
	……

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b1001) {
	
	// Network reentry from a Legacy BS
	

	  If (advanced network mode and AMSID privacy is enabled) {
	
	
	

	    AMSID*
	48
	The AMSID hash value. Refer to Table 16.2.5.3.1
	

	  }
	
	
	

	…..
	……
	…..
	……

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b1010) {
	
	// Zone switch to MZONE from LZONE
	

	  If (advanced network mode and AMSID privacy is enabled) {
	
	
	

	    AMSID*
	48
	The AMSID hash value. Refer to Table 16.2.5.3.1
	

	  }
	
	
	

	…..
	……
	…..
	……


============================== End of Proposed Text #7===============
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