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Proposal to Comment 10086 (16.2.5.2.1.4)
Youngkyo Baek
Samsung Electronics
Avishay Shraga, Xiangying Yang
Intel
1. Introduction
Regarding proposed remedy of comment 10086, some cleanup to the Figure 408(Authentication State Machine for PKMv3) is required additionally.
.
2. Text change
Remedy #1 

Modify the sentences, line40, page 306 as follows.
--------------------------------------------------  Text Start  -----------------------------------------------------------------
•If the AMS receives Key agreement MSG#1 before receiving the EAP_Success it shall verify the CMAC tuple of Key agreement MSG#1 based on the current MSK shared during the current EAP authentication process as if it had received the key agreement MSG#1 after normally receiving the preceding PKMv3 EAP Transfer with EAP-Success.

 If CMAC verification fails, the AMS shall silently discard Key agreement MSG#1. If CMAC verification is successful, the AMS shall send a AAI-PKM-REQ message (Key agreement MSG#2), using the MSK and derived keys, to the ABS. This
--------------------------------------------------  Text End  -----------------------------------------------------------------
Remedy #2 

Modify Table408, page320 as follows.

[Editorial note] 

1. Remove the red-coloured arrow and text
2. For the blue-coloured texts modify the figure as the below modification (even for the underline or shade if exists) 
--------------------------------------------------  Text Start  -----------------------------------------------------------------
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Figure 405 Authentication State Machine for PKMv3 

--------------------------------------------------  Text End  -----------------------------------------------------------------
[image: image3.png]




























































































































































































































































































































































































































































2

_1349779336.vsd
(A) Stopped


(B) Not Authenticated


(C) Key Agreement MSG #3 Wait


(D) Authenticated Active


(E) Refresh Key Agreement MSG #3 Wait


(F) Authenticated -Reentry Auth Wait


Any state


Any State except Stopped


Auth Expired/


[TEK] Stop


External Stop/


[TEK] Stop


Start Auth/


PKMv3 Key Agreement MSG #1 /


PKMv3 Key Agreement MSG #2


PKMv3 Key Agreement MSG #3/


[EAP] EAP Success


[EAP] EAP Success/


PKMv3 Key Agreement MSG #1/


PKMv3 Key Agreement MSG #2


Key Agreement 3-way handshake Timeout/


PKMv3 Key Agreement MSG #2


TBS Changed/


Reentry
Completed/


HO Canceled/


Start HO Reentry/
AK_Count_Lock


Start Reentry/


Re-authentication request Timeout/


PKMv3 Re-authentication request 


PKMv3 Key Agreement MSG #1/


PKMv3 Key Agreement MSG #2


PKMv3 Key Agreement MSG #1/


PKMv3 Key Agreement MSG #2


Key Agreement 3-way handshake Timeout/


PKMv3 Key Agreement MSG #2


PKMv3 Key Agreement MSG #3/ 


Key context refresh Needed/


PKMv3 Re-authentication request


MSG #2 max resend expired


MSG #2 max resend expired


[EAP] key agreement 3-way handshake success,
 [TEK] Key agreement 3-way handshake finished


Start Auth/


[TEK] Stop


[Auth]TEK Update Finished/discard old PMK context


(G) Authenticated -idle/DCR


Exit to idle/[TEK]Stop


Renetry from Idle/[TEK]Start


[Ext]Secure location update/[TEK]Start


(H) Secure Location Update


[Ext]Secure location update done/[TEK]Stop


Security location update



[EAP] key agreement  3-way handshake success,
 [TEK]Start



_1324646540.vsd
Normal text


Legend


No CMAC


Underlined text


CMAC with current PMK


Underlined shaded text


CMAC with new PMK, all other messages with current PMK



