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IEEE 802 Five Criteria

1. BROAD MARKET POTENTIAL

a) Broad sets of applicability.

The IEEE 802.11 standard has been used in a wide range of mainstream business and personal applications. The success of products has resulted in an increased dependency on IEEE802.11 as a primary method for the interconnection of networking equipment. This increased dependence has resulted in a need for assurance that the system will not be disrupted by the actions of unauthorized equipment. Such disruption can be caused by malicious systems generating false information and impersonating valid equipment.

The current IEEE 802.11 standard including amendment ‘i’ (security) addresses security of data frames but systems are still vulnerable to malicious attack because management frames are unprotected. At the same time there is an increased dependence on management frames as a result of IEEE802.11 amendments such as IEEE802.11h. Based on the activities of current task groups ‘e’ and ‘k’, this trend is likely to continue. 

Therefore, by reducing the susceptibility of systems to such attack, the result of the work envisioned in this PAR will be applicable and of importance to all the current applications of IEEE802.11 and both existing and anticipated amendments.
b)  Multiple vendors, numerous users.

A wide variety of vendors currently build numerous products for the WLAN marketplace.  It is expected that the majority of those vendors, and others, will participate in the standards development process and subsequent commercialization activities. 
c) Balanced costs (LAN versus attached stations).

WLAN equipment is accepted as having balanced costs. The addition of management frame protection mechanisms will not disrupt the established balance. 
2. COMPATIBILITY

The proposed amendment shall be entirely compatible with the IEEE 802.11 architecture and hence, by extension, compatible with the IEEE 802 architecture, including IEEE 802.1D, IEEE 802.1Q, and IEEE 802.1F. 

Compatibility with IEEE 802 requirements will result from keeping the MAC SAP interface the same as for the existing 802.11 standard.  The proposed amendment shall introduce no 802.1 architectural changes.  The MAC SAP definition shall not be altered ensuring that all LLC and MAC interfaces are compatible to and in conformance with the IEEE 802.1 Architecture, Management and Internetworking standards.  Existing managed objects may be augmented or extended as necessary in a format and structure consistent with existing 802.11 managed objects.

3. DISTINCT IDENTITY

a) Substantially different from other 802 Projects

This project will amend IEEE 802.11 to enhance security for IEEE 802.11 Management frames.  IEEE 802.11 Management frames are unique to IEEE 802.11, so no other IEEE standard addresses their security.
 
b) One unique solution per problem (not two solutions to a problem).

IEEE 802.11 Management frames are currently completely unprotected.  This amendment will hence be the first solution to address the problem of securing them. 
c) Easy for document reader to select the relevant specification.

The project will produce an amendment to the IEEE 802.11 specification. 

4. TECHNICAL FEASIBILITY

a) Demonstrated system feasibility.

It is expected that proposed solutions be similar to those already defined for protecting for IEEE 802.11 data frames as those mechanisms prove feasibility.

b) Proven technology, reasonable testing.

The main components of the technology to be developed have precedents proving their feasibility.
c) Confidence in reliability

Protection mechanisms already deployed in current WLAN products provides the confidence in the reliability of the proposed solutions.  

Analysis of current WLAN products and of potential candidate approaches provides confidence in the reliability of the proposed solutions.  There are currently reliable WLAN solutions.  It is envisioned that the proposed amendment will result in similar or improved reliability over current levels.

5. ECONOMIC FEASIBILITY

a) Known cost factors, reliable data.

Support of the proposed amendment will probably require a manufacturer to develop modified firmware and possibly modified drivers, but no hardware.  Hardware modifications should not be necessary, due to the relatively low rate of management frames.  This is similar in principle to the transition between WEP and TKIP.  The cost factors for these transitions are well known and the data for this is well understood.

b) Reasonable cost for performance.

Since only changes in firmware and drivers are called for in the proposed amendment, manufacturers will incur only non-recurring software development costs.  Manufacturers have already requested the benefits of the proposed amendment, and are willing to incur the costs.
c) Consideration of installation costs.

The proposed amendment has no known impact on installation costs.
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