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13. SCOPE: Enhancements to the IEEE 802.11 Medium Access Control layer to provide, as 
appropriate, mechanisms that enable data integrity, data origin authenticity, replay protection, and data 
confidentiality for selected IEEE 802.11 management frames including but not limited to: action 
management frames, deauthentication and disassociation frames. 
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14. PURPOSE: To improve the security of some or all IEEE 802.11 management frames by defining 
enhancements such as data integrity, data origin authenticity, replay protection, and data confidentiality.

15. REASON: The current IEEE 802.11 standard including amendment ‘i’ (security) addresses security 
of data frames but systems are still vulnerable to malicious attack because management frames are 
unprotected. For example, network disruption can be caused by malicious systems generating false 
information and impersonating valid equipment. The work envisioned in this PAR will reduce the 
susceptibility of systems to such attack and is of importance to all the current applications of 
IEEE802.11 and both existing and anticipated amendments.
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19. Health, Safety or Environmental Issues:  No 

Explanation:  

20. SPONSOR INFORMATION: 
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21. ADDITIONAL NOTES:  The new amendment shall be compatible with the IEEE 802.11 MAC, 
and will not facilitate, enable or cause violation of regulatory restrictions that would limit its 
geographical usage. The new extensions shall not conflict with any mandatory portions of the IEEE 
802.11 standards and specification and published amendments. IEEE 802.11 Task Group k and the IEEE 
802. 11Wireless Network Management Study Group may take advantage of the mechanisms for 
protecting management frames developed under this PAR. 
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