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Coexistence between different wireless short-range devices (SRDs) using the 2.4 GHz and 5.8 GHz ISM (Industrial, Scientific, and Medical) bands is becoming increasingly more difficult and more important.  Interference is increasingly an issue as wireless consumer devices proliferate.  Most devices operate under national allocations that describe them as being “secondary,” which means that they may not interfere with others, and must tolerate any interference received.

This paper was written to provide the members of TIA Working Group TR41.3.9 with some basic information relevant to the issue of coexistence between devices operating in the ISM bands.  It is high-level, and not exhaustive.  Group members will hopefully find this document to be informative, but they are encouraged to not rely exclusively on this paper as their only source of information on this topic.  While every effort has been made to ensure accuracy, no guarantee is given nor implied for anything written here.  This is especially true for Web site URLs, which from experience are seen to often change or become inactive.

Some Technologies Using the ISM Bands:

Several applications use frequencies in the region of 2.4 GHz, including lighting, heating, and telecommunications.  The most common use is probably by microwave ovens.  Telecom uses generally involve unlicensed applications (i.e., no user license required) with secondary allocation status.  That is, the devices may not cause interference to other users, and must tolerate any interference received.

Wireless telecom short-range devices (SRDs) use a variety of technologies, some of which are standardized by industry, and some of which are proprietary.  Each of these technologies differ in effective range, data transport speed, cost effectiveness, and market ubiquity.  Technologies that extend data networks wirelessly may be referred to as “RLAN” (radio local area networks) in Europe, or “WLAN (wireless local area networks) in North America.  The two dominant technologies as of this writing are IEEE 802.11 (a.k.a. ‘WiFi’) and ‘Bluetooth.’

Bluetooth – Bluetooth is a wireless transport specification for interconnecting portable and fixed telecom, computing, and consumer equipment using low-cost, miniaturized RF components.  Transport of either data or voice is supported.  Originally conceived as a way to connect cellular or PCS telephones to other devices without wires, other applications include USB "dongles," peripheral interconnections, and PDA extentions.  Bluetooth-enabled devices will allow creation of point-to-point or multipoint wireless personal area networks (WPANs) or "piconets" on an ad hoc or as needed basis.  Bluetooth is intended to provide a flexible network topology, low energy consumption, robust data capacity and high quality voice transmission.  The essential technical specifications include:

· Data rate:  1 Mb/sec maximum or gross, 721 kbps practical (if interference free)

· Operation limited to 2.40 - 2.4835 GHz ISM band 

· Nominal ERP of -30 to +20 dBm, typically 0 dBm, segregated by classes:

· Class 1:  +4 to +20 dBm (2.5 - 100 mW), power control mandatory

· Class 2:  0 to +4 dBm (1.0 - 2.5 mW), power control optional

· Class 3:  Up to 0 dBm (1.0 mW)

· Short range, typically 10 meters (100 meters with +20 dBm transmitter)

· Frequency hopping spread spectrum modulation, with >75 hop freqs with 1MHz channel spacing, 1600 hops/sec (625 µsec dwell time)

· Supported devices:  8 devices per piconet, 10 piconets for each coverage area

· Channel Capacity:  Max 3 voice channels per piconet, 7 per piconet for data

· Integration:  Vision is for a "Bluetooth chip" incorporating uP and RF functions.

· Target price/module:  $20 initially, falling to $5 when technology matures.

To encourage the widest possible deployment, Bluetooth is an open industry specification made available to Bluetooth SIG members on a royalty-free basis.  More than 2000 companies worldwide have declared interest in Bluetooth-enabled devices.  For more information about the Bluetooth SIG, see http://www.bluetooth.org  

The Bluetooth standard is also memorialized under the IEEE 802.15.1 standard (see below) for wireless personal area networks (PAN).  

IEEE 802.11 - Also known as ‘WiFi’ or “Wireless Ethernet,” this is a wireless technology based on the IEEE 802.11 series of standards for wireless local area networks.  They generally operate with higher power and greater range than Bluetooth devices.  While devices using the 802.11b standard appear quite successful, these wireless standards come in several varieties with similar data layer protocols, for example:

802.11b is an IEEE standard (ratified in 1999) for high-speed wireless LAN/MAN operating on three non-overlapping or 11 overlapping 5 MHz-wide channels in the 2.4 GHz ISM band.  Devices following this standard use the same frequency spectrum as Bluetooth devices, but employ a different modulation technique.  The essential technical requirements include:

· Data rate per channel:  11 Mb/sec maximum

· Operating frequencies:  2.40 - 2.4835 GHz ISM band 

· Modulation method:  Direct-Sequence Spread Spectrum (DSSS)

· Nominal ERP of +10 to +20 dBm, typically 15 dBm

· Medium range, typically 30 meters (100 meters with +20 dBm transmitter)

· Supported stations:  Up to 256 per Access Point, roaming between APs

· Integration:  Currently shipped in 30% of laptop, soon will be >> 50%

· Target price/module:  falling to $15 by late 2003

802.11a is an IEEE standard (ratified in 1999) for high-speed wireless LAN/MAN operating in the in the 5 GHz band.  Devices conforming to this standard are likely to be more expensive than 802.11b.  Exact spectrum allocations vary from country to country/region.  The essential characteristics include:

· Data rate:  54 Mb/sec maximum

· Operating frequencies include 5.15-5.35 GHz UNII band in U.S., 5.47-5.725 GHz in Europe, 5.725-5.85 GHz ISM

· Modulation:  Orthogonal Frequency Division Multiplex (OFDM)

· Nominal ERP of +16dBm +6dBi antenna

· Medium range, typically 30 meters

· Supported stations:  Up to 256 per Access Point, roaming between APs

· Channel Capacity:  Up to 12 non-overlapping 54Mb/s networks

· Introduced widely in 2003.  Target price/module:  $30-40 by late 2003

802.11g is an IEEE standard compatible with 802.11b, but with a much higher data rate.  Essential technical criteria include:

· Data rate:  54 Mb/sec maximum

· Operating frequencies:  2.40 - 2.4835 GHz ISM band 

· Modulation:  Orthogonal Frequency Division Multiplex (OFDM)

· Nominal ERP of +10 to +20 dBm, typically 15 dBm

· Medium range, typically 30 meters (100 meters with +20 dBm transmitter)

· Supported stations:  up to 256 per Access Point, roaming between APs

· Channel Capacity:  3 overlapping 54 Mb/s networks on channels 1,6, and 11

· Seen as an easier migration path than 802.11a.

· Target price/module: $20-25 by late 2003

A good comparison between the different 802.11 'flavors' is given in:  Hanson, John, "802.11b/a - A physical medium comparision," RF Design, Feb 2002, pp. 32-40, http://www.rfdesign.com  

For more information about IEEE wireless standards development in general, see "The Wireless Standards Zone" at URL:    http://standards.ieee.org/wireless/
The “WiFi Alliance” (previously known as the Wireless Ethernet Compatibility Alliance or WECA) certifies compatibility of WiFi (802.11) products and promotes WiFi wireless LAN globally.  Their Web site is at:  http://www.wi-fi.org/  

The Wireless LAN Association (WLANA) presents itself as a “non-profit educational trade association” that acts as “a clearinghouse of information about wireless local area applications, issues and trends.”  Headquartered in San Jose, California, it’s Web site is at:  http://wlana.org  

RF Lighting – RF energy is used to stimulate gases in a glass envelope, which then glow brightly.  Until recently, these lighting devices used low-frequencies, and these were covered under ISM rules in the FCC’s Part 18.  These rules limit the conducted and radiated field strength from RF lighting devices.

A variation on this technology, referred to as “fusion lighting,” uses 2.4 GHz energy to excite a mixture of sulfur and argon gas to around 5700 Kelvins in a spinning bulb, producing light at intensities of around 95 lumens per watt.  Power consumption is about 20% of that needed by incandescent lights for the same light output.  One of the prime developers and patent holders in this field is Fusion Lighting Inc. of Rockville, MD.  

Reportedly, the FCC’s Office of Engineering and Technology is reviewing this technology and its potential for interference.  Some believe that they are unlikely to allow it.  One manufacturer of 2.4 GHz WLAN characterized these lights as being like “… nailing an unshielded microwave [oven] to the top of every lightpole!  This would possibly destroy the usefulness of [Bluetooth] headsets…”

For more information, see:

“FUSION LIGHTING DEBUTS NEW LIGHT DRIVE® 1000 SULFUR LAMP,” at:  http://www.lightresource.com/press21.html  

“A Potential “Extinction Level Event” For Communications Users Of The 2.4 GHz Band,” Focus on Broadband Wireless Internet Access, July/Aug 2001.  See this article at:  http://www.strohpub.com/0701feat.htm  

Fusion Lighting, Inc., Web site under development at:  http://www.fusionlighting.com/  

Other Devices – Several other wireless consumer applications are appearing on the marketplace that also use 2.4 and 5.8 GHz ISM frequencies.  These include:

· Video security systems

· Wireless “camcorders”

· Baby monitors

· Various proprietary or special purpose devices

General Regulatory Requirements:

The sale and use of wireless devices is regulated throughout the world.  Radio regulation takes on several distinct and often independent aspects:

· Spectrum Allocation – The radio frequency spectrum is by nature a shared use medium.  The first step in its productive use is the allocation of spectrum to specific radio services or uses.  In some cases, one service may be designated primary and all others that use the same frequencies as secondary.  Secondary users (which includes WLAN applications) may not produce harmful interference, and must accept any interference from others.  Spectrum allocations may be strictly national, or they may follow international conventions or treaties.  The 2.4-2.4835 GHz band is allocated in most countries of the world for “Industrial, Scientific, and Medical” use (ISM), but this is not universally accepted.  Frequency allocation charts and lists are available at:

· European Frequency Information System and National Frequency Tables - http://www.ero.dk/eroweb/tables.html
· Harmonized European Table of Frequency Allocations and Utilizations - http://www.ero.dk/doc98/official/pdf/rep025.pdf 

· FCC Radio Spectrum Home Page - http://www.fcc.gov/oet/spectrum/
· Equipment Type-Acceptance or Certification – This refers to a license, certification, or other approval of an equipment design, attesting to its conformance with certain regulations or standards that define its functionality and operation.  Special labeling requirements are usually imposed.  In general, all wireless SRDs must be type-accepted.

· Transmitter or ‘Station’ License – Each individual transmitter or ‘radio station’ may need a license that specifies where it will be located or the general area of its use for portable transmitters, power output, frequency or frequencies used, etc.  ‘Call letters’ may be assigned.  Wireless SRDs generally do not require station licenses.

· Operator Licenses – This licenses the operator of a transmitter or wireless device, generally to insure that the transmiting device will be used properly and interference with other services minimized.  Users of wireless SRDs are not required to obtain user or operator licenses in most countries, but there are a few countries where they are required.

When wireless SRDs are referred to as being “license free,” this usually means that they do not require individual transmitter and user licenses.  Equipment type-acceptance is still necessary, and they must operate only on frequencies allocated for their use.  In some cases, other technical details such as permissible modulation methods are included in the regulations.  Furthermore, separate regulatory processes exist for radio, safety, and electromagnetic compatibility compliance.  Each typically have separate conformity assessment processes, and require separate testing and approval.

In the U.S.A., wireless SRDs must be certified as "Intentional Radiators" under Title 47 of the U.S. Code of Federal Regulations (47CFR) Part 2, Subpart J, and Part 15, Subparts C and E.  Certification is required prior to marketing the product (see FCC rules Sections 15.201(b) and 2.803).   The certificate grantee is responsible for ensuring that the device operates in accordance with all FCC rules and only on frequencies that are in compliance with FCC allocations.  For more information about U.S. requirements, see "Understanding the FCC Regulations for Low-Power, Non-Licensed Transmitters," FCC OET Bulletin Number 63, available at:  http://www.fcc.gov/Bureaus/Engineering_Technology/Documents/bulletins/oet63/oet63rev.pdf
Interconnection of wireless SRDs and other types of radio equipment may require special approval in some countries when public telephone services are offered or provided over the radio link.  For example, a GSM telephone with a Bluetooth headset transports duplex voice signals over both a GSM RF network and a Bluetooth RF interconnection.

Regulatory approval of wireless SRDs is separate from industry-driven qualification programs, which focus on performance and interoperability.  For example, Bluetooth Qualification is the formal process by which the manufacturer demonstrates interoperability and compliance to the Bluetooth industry specifications, as required by the Adopters Agreement.  It includes RF-link, profile, interoperability, and protocol testing.  This testing is voluntary, and is quite detailed and time consuming.

RF transmitting devices must prove that they are not exposure hazards as part of the type acceptance or certification process.  Generally, regulations limit the absorbed dosage of RF radiation that an RF source represents, usually in accordance with either international standards or domestic law or guidelines.  While limits may be expressed in the same units, the maximum permissable radiation is not harmonized worldwide.  Fines, forced recalls, or other sanctions are usually available to regulatory authorities in cases where violations are found.  The Mobile Manufacturers Forum periodically publishes a “Health Policy Update” newsletter giving information about RF exposure hazard regulatory developments worldwide.  This newsletter is available at:  http://www.mmfai.org/files/files/publications_indx.htm  

Use of active, wireless devices aboard commercial aircraft is generally prohibited because of potential interference to navigation and communications systems.  In the U.S., all intentional radiators are prohibited under Federal Aviation Requirements (FAR) 14CFR, Sections 91.21 and several other sections, except in situations where the airline specifically allows the operation.  (Recently, Boeing and Lufthansa have experimented with deployment of WiFi access points on board aircraft in flight, linked to the Internet via satellites.)
Existing Resources on ISM Band Interference:

In 2000, the UK Spectrum Management Advisory Group (SMAG) commissioned Aegis Systems Engineering to study usage of the 2.4 GHz ISM band.  Several issues affecting the future efficiency and effectiveness of the band where highlighted.  The study zeroed in on issues presented by three types of outdoor systems, and quality of service problems were viewed as likely in situations where these three systems were used simultaneously.  “Demand for use of the 2.4 GHz ISM band final report” is available from a link at:  http://www.smag.radio.gov.uk/papers/2_4ghz.htm  

When used in close proximity, Bluetooth and 802.11b coexistence is achievable through systems-level approaches using antenna, physical and MAC layer techniques, according to:

Lansford, J, R. Nevo and B. Monello, “Wi-Fi and Bluetooth: Enabling Coexistence,” Compliance Engineering, Vol 18, No 4, May/June 2001, pp. 30-45, available on the Web at:

http://www.ce-mag.com/archive/01/05/lansford.html 

Other Industry Committes Also Working on the ISM Coexistence Issue:

IEEE – The IEEE-802.19 Coexistence Technical Advisory Group (TAG) works to address issues of wireless coexistence with existing standards and standards under development, most specifically those within the 802 wireless committees.  They classify coexistence in five levels, from zero (unaware) to four (full collaboration).  A Web site and e-mail reflector are maintained to facilitate this committee’s work.  The Web site is at:  http://www.ieee802.org/19  

802.19 committee documents and working papers archive is at:  http://grouper.ieee.org/groups/802/19/pub/  

An archive of past message traffic on the e-mail reflector is available from the ‘802.19 Web site.  To subscribe to the reflector, send a message to majordomo@majordomo.ieee.org .  As the body of the message, show only “subscribe stds-802-19”  Unsubscribing is identical except the body should say only “unsubscribe stds-802-19”.

For more information about IEEE wireless standards development in general, see "The Wireless Standards Zone" at URL:    http://standards.ieee.org/wireless/
JEDEC JC-61 - Also known as “WING” (Wireless Interface Networking Group), the JEDEC JC-61 committee works to develop industry interface specifications for wireless networking systems to enable cost effective, interoperable solutions for enterprise, consumer, and embedded applications.  Formed in March 2002, JC-61 maintains a Web presence at:

  http://www.jedec.org/Home/jc-61-Info/default.cfm  
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