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Interference testing.

If actual wireless network hardware is available, then it is possible to perform testing and experimentation of the impact of interference on network performance.  This approach to measuring network performance impact has the advantage of being very accurate; however, the accuracy of this technique is dependent on the implementation details of the wireless network hardware being used in the testing.  This type of testing is vendor implementation specific and there is difficulty tying results to protocol options and parameters, rather than to implementation decisions.

5.4.1 Interference testing – step by step

Since interference testing with real implementations includes vendor specific implementations decisions, it is a requirement that all of the devices used be explicitly named including, but not limited to (device manufacturer, operating system, version or release number.)  In other words all information necessary in order to guarantee repeatability of the experiments by another.  If the tests are not repeatable, then the information provided by such testing cannot be considered as proper coexistence assurance information, but rather should be considered as vendor marketing information.

5.4.1.1 Step one

The first steps for interference testing are the gathering of information about the hardware implementations to be used for testing and experimentation, setting of goals for each experiment, defining of the experiment, measuring of interference.

Completing on the Coexistence Evaluation From from annex A may be the first step, since it should help to summarize the experiement(s).

5.4.1.1.1 Creating a detailed list of hardware and software information

For every implementation a detailed list of information must be created.  This list shall contain at least vendor name, product version, and model number of the target system, the interfering system(s), and any monitoring system(s).  

The list shall also include the relevant details about the target wireless system’s features and functions.  These items are specific to the wireless technology, but at a minimum would include the physical layer used, the MAC sublayer used, and any higher layers used.

The use of the PICS Proforma (if one exists for the wireless technology) for this item would be extremely helpful.  The completion of the PICS Proformas for the wireless technologies under investigation would satisfy this step.

5.4.1.1.2
Setting goals

For every experiment at least one goal is necessary for any and all tests conducted.  The main goal is to show coexistence between a target (i.e., IEEE 802) wireless technology and another (i.e, IEEE 802) potentially interfering wireless technology.  This can be extended to all potential interfering (i.e., IEEE 802) wireless technologies.

The always present goal is the testing and measuring of interference of the target system and potential interfering system(s), but specific goals are needed.  Some examples of goals are

· A what distance does the target system’s transmitter need to be before the interference is too great for the potential interfering system to be able to complete its task?

· If the transmitter power can be changed, then it is a combination of at what power level and at what distance does the target system’s transmitter need to be before the interference is too great for the potential interfering system to be able to complete its task?

· At what distance does the potential interfering system’s transmitter need to be before the interference is too great for the target system to be able to complete its task?

· If the transmitter power can be changed, then it is a combination of at what power level and at what distance does the potential interfering system’s transmitter need to be before the interference is too great for the target system to be able to complete its task?

5.4.1.1.3
Defining of the experiment

The defining of the experiment (or set-up) is crucial in obtaining results.  At a minimum this consists of topology configuration, tasks to be done by each system, and measurement points.

a) The topology shall describe the environment in which the tests were conducted.  These include a description of the location (e.g., a room, a hallway, an open field, temperature, existing electromagnetic interference) and the placement and number of the devices from both the target and potentially interfering systems.  At a minimum two devices (one transmitter and one receiver) from each system will be needed.

b) A task is specific to the wireless technology(ies) being tested.   Some examples of tasks are:

· the ability to receive a beacon, if the technology;

· the ability to establish a connection between transmitting and receiving implementations, if a connection function is included;

· the ability to transfer data;

· the ability to transfer a file (higher layer function);

· the ability to distinguish the intended signal by the receiver in the presence of another wireless technology.

The task selected should be the most likely or typically used task of the particular wireless technology.  By selecting and defining the most likely or typical task for the target wireless system provides a bench mark for other coexistence studies (i.e., it begins to build a resource from which others may use).  Extreme (or stress) tasks should be considered later (see 5.4.1.4).

c) The measurement points are the most critical in determining the accuracy of the data collected, however, in most cases the measurement points that would provide the most useful information are not usually available in “real” implementations.  For IEEE 802, the minimum measurement point would be at the interface between the MAC sublayer and the next higher layer.  Another measurement points would be the interface between the MAC sublayer and the physical layer.  Whatever the measurement point, one shall define what it is, and what is being measured and how it is being measured (5.4.1.1.4).

5.4.1.1.4
Measuring the interference

In clause 6 potential measurement points and items to measure are described.  After reviewing that clause it should be determined and recorded what and where the measurements will be collected.  Usually for implementation few of these are readily available.  However one should strive to select from these, as it will make comparing results easier, than if other measurement points and measurements are taken.  It made be necessary to use what is available on the implementations.  If these are none of those already described in clause 6, then a full description of the measurements shall be provided.

5.4.1.2
Step two - baseline tests

Whatever the tests or experiments to be run, baseline tests must be run in order to have a benchmark of results before a potential interfering system is introduced into the environment.  At least two sets of baseline tests will be needed.  One is for the target system and the other is for the potentially interfering system.  This is needed since coexistence is a “two-way street”.  Both systems must survive the others interference.

These baseline tests should be conducted using the topologies from step one, but have only one of the systems (either the target or the interferer) on and operating.  At a minimum this will usually consist of two devices that will communicate with each other.  If each device is using a symmetric protocol or acting as a symmetric implementation, then the notion of a transmitter device and a receiving device is not applicable.  However if the protocol or devices are not symmetric, then the placement of the transmitting device should be placed in a position that when complete with baseline testing will be closest to the receiver of the opposing system when interference testing is done.

Selection of the baseline tests for each wireless technology should be based on the most likely (typical) operating case.  For each technology one should test using the following considerations: the expected operating distances, most likely environment, the most likely task, and the most likely operating functions.

5.4.1.3
Step three – interference tests

Now that the baseline tests are complete and measurements recorded, the interference testing can commence.  Do the testing and record the results.

5.4.1.4
Step four - Comparison or presentation of results

After completing both the baseline and interference tests the results measurements should be compared.  The results of the comparison from these tests will be a single data point in the coexistence evaluation.  The more points (experiments) the better an understanding of the overall nature of the coexistence of the two technologies.

Based on this result other tests or experiments may be pursued, (see 5.4.1.6)

5.4.1.5
Step five – extreme testing

Now that the most likely (typical) test and experiments have been done, one can begin to extreme testing or stress testing.  These test or experiments are conducted just like the baseline and interference test,  However with the goal of creating as much interference as possible.  This may be accomplished by increasing transmitter power (if possible), decreasing the distance between interfering transmitter and target receiver, increasing the protocol functions (e.g., data transmission) to generate more need for the wireless medium, or increasing the number of similar or different systems.

This type of extreme (stress) testing usually does not produce good results for coexistence and therefore is not required by a promoter of the target wireless technology.  These types of testing for coexistence will be done by non-promoters and should be considered if they are conduct in accordance to this guide for overall evaluation of coexistence of a target technology.

5.4.1.6
Step six - modifications

If while doing the testing, problems occur or another possibility it thought of, then either correct the problem by going back the step one and redo all previous steps or document the new possibility by going back to step one and follow through by completing the other steps.

5.4.1.7
Step seven - Final presentation / summary

Once a battery of tests or experiments have been run and a level of confidence in the results is reach, a final presentation or summary of all of the results should be presented. This will be the collection of data that will be the basis for the determination of coexistence evaluation. See Clause 7 for help.

5.4.1.8
Miscellaneous

When conducting experiments one should always keep as many variables constant as is possible, except the one you are examining currently.  This may be hard to do when real implementations are used, but the goal is still to keep as many of the variables constant as can be controlled.

5.4.2
Example

For an example of this see annex XX Sample documentation for interference testing.

Annex XX
Sample documentation for interference testing

This annex contains a sample example of the documentation to be generated when evaluating the coexistence of a target system (i.e., 802.15.4) and a (or all) potentially interfering system(s) (e.g., IEEE 802.15.1).

First complete Coexistence Evaluation Form from Annex A

	Methodology used:
	Analytical
	Hybrid
	Simulation
	Testing

XXXXX
	Other

	Target system:
	IEEE 802.15.4

	Potential interfering system(s):
	IEEE 802.11, 11b, 802.15.1, 802.15.3
	Interference item:

(shared resource)
	Frequency band 2450 MHz

	Excluded system(s):
	IEEE 802.16
	Reason(s):
	Not within operating frequency band of target system

	Performance metrics to be collected:
	Delay to transmit data; 

	What to measure?
	Access delay
	
	

	Where to measure?
	The MAC sublayer and upper layer interface
	
	

	Describe usage scenario(s)
	A sensor network consisting of two devices: one is the sensing device (TX) and the other is the data collection device (RX) with a minimum distance of 8 meters between devices.

	Target’s “typical” application
	Sensor data: transmission of one MAC data frame at 50 bytes MAC sublayer payload every second.  No control over this.

	If analytical methods are use, then provide the methods and/or equations and assumptions
	

	Methods or equations
	

	If simulation is used, then provide the name and version of software/hardware used.
	Are the simulation models freely available?

	Name of Software
	
	Version of Software
	
	

	If implementations are used, then fill in the next items
	

	Manufacturer of target system
	A
	Version
	1.0

	Other details
	A Reduced Function device (sensor) and a Full Functional Device (data collection device).

	Manufacturer of potential interfering system
	B
	Version
	5.3.2.1

	Other details
	Built-in to laptop and standalone access point.

	
	
	
	
	


Sample answers using the PICS Profroma from IEEE 802.15.4-2003 and IEEE 802.11b.

IEEE 802.15.4 PICS Proforma (selected items)

· FD1 (FFD) Yes supported for the data collection implementation

· FD2 (RFD) Yes supported for sensor

· RF2 (2450 MHz) Yes for both devices

· PLF8.1 (CCA Mode 1) Yes for both devices

IEEE 802.11 PICS Proforma (selected items)

· CF1 (Access Point) Yes supported for one device

· CF2 (Independent station) Yes supported for one device

· CF4 (DSSS) Yes supported for both

Sample Test/experiment

Goal:  At what distance does the potential interfering system’s transmitter (IEEE 802.11b STA) need to be before the interference is too great for the target system’ receiver (IEEE 802.15.4 data collection device) to be able to complete its task (send/receive sensor data)?

The experiment is defined as follows:

The target system will consist of two devices implementing 802.15.4 and two devices implementing 802.11b.  The distance between the target system will be 8 meters.  The distance of the Access Point (AP) from the 802.15.4 RX will be 15 meters.  The 802.11b STA will be placed at intervals between the AP and the 802.15.4 RX.  See figure (topology layout).  Measurements will be taken at all intervals.  The 802.11b STA will be transmitting the bulk of the data by transferring a large file using the file transfer protocol (FTP).  The 802.15.4 will be taking periodic (we have no control whatsoever on the sensing device) sensor readings and transmitting it to the data collection device.

Topology layout (see figure)
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The measurements taken from the 802.15.4 data collection device is the reception or non-reception of the periodic readings and their contents.  The measurements taken from the 802.11b are number of frames transmitted and time it takes to transfer the file.

With this plan we begin by running baseline tests (Step 2).  One baseline test will be needed to record the measurements from the 802.15.4 communication when the 802.11b device are present, but not powered on.  Several baseline tests will be needed for 802.11b, since the distance between STA and 802.15.4 data collection device is the variable in this particular experiment  Select the placement of the STA and transfer the file and record the measurements, while the 802.15.4 devices are powered off.

Now run the interference experiment as described (Step 3).

Compare the measurements between the baseline tests and the interference tests (step 4).

Since we cannot control the any of the features in the 802.15.4 devices there are no extreme test of interest, so on to Step 5 is not covered in this particular case.

From the experiments just completed we decided to conduct another test (Step 6) by switching the locations of the 802.15.4 RX and TX, to see if this have any effect on the measurements.

Upon completing the first test and the modified test we feel confident in the results and we create a presentation and summary (Step 7) of this work as a basis for coexistence evaluations.
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