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Interference testing.

If actual wireless network hardware is available, then it is possible to perform testing and experimentation of the impact of interference on network performance.  This approach to measuring network performance impact has the advantage of being very accurate; however, the accuracy of this technique is dependent on the implementation details of the wireless network hardware being used in the testing.  This type of testing is vendor implementation specific and there is difficulty tying results to protocol options and parameters, rather than to implementation decisions.  That is why it is critical to provide as much information and documentation as is possible and available.  One reason for this is to permit repeatability of the interference testing.  The steps that follow present guidance for these.

5.4.1 Interference testing – step by step

Since interference testing with real implementations includes vendor specific implementations decisions, it is a requirement that all of the devices used be explicitly named including, but not limited to (device manufacturer, operating system, version or release number.)  In other words, all information necessary in order to guarantee repeatability of the experiments by another must be provided.  If the tests are not repeatable, then the information provided by such testing cannot be considered as proper coexistence assurance information, but rather should be considered as vendor marketing information.

5.4.1.1 Step one

The first steps for interference testing are the gathering of information about the hardware implementations to be used for testing and experimentation, setting of goals for each experiment, defining of the experiment, and measuring of the interference.  Above all it is critical to document as much as is possible.

Completing the Coexistence Evaluation Form(s) from annex A may be the first step, since it should help to organize the experiment(s).

5.4.1.1.1 Creating a detailed list of hardware and software information

For every implementation a detailed list of information must be created.  This list shall contain at least vendor name, product version, and model number of the target system, the interfering system(s), and any monitoring system(s).

The list shall also include the relevant details about the target wireless system’s features and functions.  These items are specific to the wireless technology, but at a minimum would include the physical layer used, the MAC sublayer used, and any higher layers used.

The use of the PICS Proforma (if one exists for the wireless technology) for this item would be extremely helpful.  The completion of the PICS Proformas for the wireless technologies under investigation would satisfy this step.

5.4.1.1.2
Setting goals

For every experiment at least one goal is necessary for any and all tests conducted.  The main goal is to show coexistence between a target (i.e., IEEE 802) wireless technology and another (i.e, IEEE 802) potentially interfering wireless technology.  This can be extended to all potential interfering (i.e., IEEE 802) wireless technologies.

The always present goal is the testing and measuring of interference of the target system and potential interfering system(s), but specific goals are needed.  Some examples of goals are

· A what distance does the target system’s transmitter need to be before the interference is too great for the potential interfering system to be able to complete its task?

· If the transmitter power can be changed, then it is a combination of at what power level and at what distance does the target system’s transmitter need to be before the interference is too great for the potential interfering system to be able to complete its task?

· At what distance does the potential interfering system’s transmitter need to be before the interference is too great for the target system to be able to complete its task?

· If the transmitter power can be changed, then it is a combination of at what power level and at what distance does the potential interfering system’s transmitter need to be before the interference is too great for the target system to be able to complete its task?

5.4.1.1.3
Defining of the experiment

The defining of the experiment (or set-up) is crucial in obtaining results.  At a minimum this consists of topology configuration, tasks to be done by each system, and measurement points.

a) The topology shall describe the environment in which the tests were conducted.  These include, but not limited to, a description of the location (e.g., a room, a hallway, an open field, temperature, existing electromagnetic interference) and the placement and number of the devices from both the target and potentially interfering systems.  The more details provided about the topology, the better.  However creating an exhaustive list is impractical.  Even a list of minimum requirements is not possible because it is case by case and all prediction of all possibilities is not possible.  At a minimum two devices (one transmitter and one receiver) from each system will be needed.

For example: If one were to describe a room, one might give the dimensions, and the placement of objects within that room.  However some might say that this is not enough information, and want more like the materials and thickness of the floors, walls, and ceiling.  But it might not stop there, one might asked for the amount of wiring in the walls or the temperature of the air within the room.  However this information may be completely irrelevant if the room was an anechoic (EMC) chamber.

The placement of the devices may be in two-space or three-space.  The details may indicate the distances based on the antenna, but since these are real implementations, if the location of the antenna is not visible, then one could not use it as a measurement point for distances.  The critical thing is that all experiments are well documented.

b) A task is specific to the wireless technology(ies) being tested.   Some examples of general tasks are:

· the ability to receive a beacon, if the technology;

· the ability to establish a connection between transmitting and receiving implementations, if a connection function is included;

· the ability to transfer data;

· the ability to transfer a file (higher layer function);

· the ability to distinguish the intended signal by the receiver in the presence of another wireless technology.

The task selected should be the most likely or typically used task of the particular wireless technology.  By selecting and defining the most likely or typical task for the target wireless system provides a bench mark for other coexistence studies (i.e., it begins to build a resource from which others may use).  Extreme (or stress) tasks should be considered later (see 5.4.1.4).

It is expected that each wireless technology will define its own specific tasks to be examined because those developing and designing the wireless technology should be the most familiar with the applications and functions for that technology.  These specific tasks will be reused by other groups when considering coexistence between this technology and its own.

At the time of writing the IEEE 802.11n task group has defined some highly detailed tasks that may be used for coexistence.  Since these are specific to 802.11 and are not finalized, they are not contained in this document.

c) The measurement points are the most critical in determining the accuracy of the data collected, however, in most cases the measurement points that would provide the most useful information are not usually available in “real” implementations.  For IEEE 802, the minimum measurement point would be at the interface between the MAC sublayer and the next higher layer.  Another measurement points would be the interface between the MAC sublayer and the physical layer.  Whatever the measurement point, one shall define what it is, and what is being measured and how it is being measured (5.4.1.1.4).

5.4.1.1.4
Measuring the interference

In clause 6 potential measurement points and items to measure are described.  After reviewing that clause it should be determined and recorded what and where the measurements will be collected.  Usually for implementation few of these are readily available.  However one should strive to select from these, as it will make comparing results easier, than if other measurement points and measurements are taken.  It made be necessary to use what is available on the implementations.  If these are none of those already described in clause 6, then a full description of the measurements shall be provided.

5.4.1.2
Step two - baseline tests

Whatever the tests or experiments to be run, baseline tests must be run in order to have a benchmark of results before a potential interfering system is introduced into the environment.  At least two sets of baseline tests will be needed.  One is for the target system and the other is for the potentially interfering system.  This is needed since coexistence is a “two-way street”.  Both systems must survive the others interference.

These baseline tests should be conducted using the topologies from step one, but have only one of the systems (either the target or the interferer) on and operating.  At a minimum this will usually consist of two devices that will communicate with each other.  If each device is using a symmetric protocol or acting as a symmetric implementation, then the notion of a transmitter device and a receiving device is not applicable.  However if the protocol or devices are not symmetric, then the placement of the transmitting device should be placed in a position that when complete with baseline testing will be closest to the receiver of the opposing system when interference testing is done.

Selection of the baseline tests for each wireless technology should be based on the most likely (typical) operating case.  This is done to reduce the amount of testing.  For each technology one should test using the following considerations: the expected operating distances, most likely environment, the most likely task or task(s), and the most likely operating functions.

A single set of baseline tests for one of the systems may consist of many individual scenarios, where each of the scenarios is conducted multiple times for statistical purposes (e.g., average, mean, variance).  The number of scenarios will be determined by the number of variables that are under test.  

For example one set of baseline tests consists of two scenarios where the variables are distance between transmitter and receiver; and the tasks under investigation.  The scenario for varying the distance between transmitter and receiver would result in a number of tests where each experiment would be conducted at a different distance between transmitted and receiver.  However the task would not change.  The scenario for tasks would result in a number of tests where each experiment would be conducted at a fixed distance between transmitter and receiver, while the task was change for each test.  The order in which the scenarios are run is unimportant.  One could just as easy run all of the task scenarios at one distance and then change the distance between transmitter and receiver, as one would by running distance scenarios for one task and then again for the next task.  Either way this would result in a three dimensional array of collected results.  The axis labels would be distance between transmitter and receiver, the specific tasks, and results collect for each of the “n” tests at that particular combination.
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Figure 1  Legend/Key for the example figures
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Figure 2   Topology for baseline experiments
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Figure 3   A cube representation of the raw data to be collect for the possible combinations of variables under consideration

5.4.1.3
Step three – interference tests

Now that the baseline tests are complete and measurements recorded, the interference testing can commence.  One repeats the baseline tests, however this time the previously present but inactive system is now active.  Do not introduce any variables into these tests that do not have baseline results for.

For example continuing with the example started in the baseline tests.  The first interference scenario might look at the target system under the two variables from the baseline tests with the added potential interfering system on and running one of its combinations of distance and task.

Several tests are conducted with these fixed variables for statistical purposes.  Then one variable is changed and the whole process starts again.  This would continue until all combinations are completed for both the target and the potential interfering systems.  The result is a multidimensional array, which is the cross product of the two baseline test results.
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Figure 4   Topology of interference testing along with the two cube representations of the two baseline tests

5.4.1.4
Step four - Comparison or presentation of results

After completing both the baseline and interference tests the results measurements should be compared.  The results of the comparison from these tests will be a single data point in the coexistence evaluation.  The more points (experiments) the better an understanding of the overall nature of the coexistence of the two technologies.

For example following the running example; you will have two 3-dimensional arrays (one for the target and the other for the potential interfering system) from the baseline tests and two multidimensional arrays from the interference tests.  All contain the raw colleted data.  The raw collected data can be summarized (e.g, average, mean, or variance for the 1 through n experiments per test).  So for the target system at d1 and t1 a benchmark value is obtained.  Then using the multidimensional array of raw collected data from the interference tests do the same thing.  However since there will exist multiple values for the single d1 and t1 due to the various tests form the potential interfering systems, a graphical comparison may be visually easier to compare.

Based on the results of this comparison (such as possible trends), other tests or experiments may be pursued, (see 5.4.1.6)

5.4.1.5
Step five – extreme testing

Now that the most likely (typical) tests and experiments have been done, one can begin to conduct extreme testing or stress testing.  These tests or experiments are conducted just like the baseline and interference tests.  However the goal is for the interfering system to create as much interference as possible, in the hopes of causing so much interference that the target system cannot perform its tasks.

This may be accomplished by increasing transmitter power (if possible), decreasing the distance between interfering transmitter and target’s receiver, increasing the protocol functions (e.g., data transmission) to generate more need for the wireless medium, or increasing the number of similar or different systems.

Some MAC sublayer and physical layer examples of breaking points for a given a task are cannot receive beacons, thus causing the MAC sublayer to declare synchronization lost, which would terminate the communication; so much interference that the clear channel assessment (CCA) fails every time so no data can be transmitted; interference causes enough errors that the bits used to signal the beginning or ending of a frame casues the receiver never to find the beginning or end of a frame; or the interference causes enough bit errors that the cyclic redundancy check (CRC), Frame check sequence (FCS), or header error check (HEC) fails on every received packet.

It is possible that during the interference testing, one may have already encountered an experiment when the interference was enough to cause the target system’s task to fail.

5.4.1.6
Step six - modifications

The process and basic steps have already been covered, however due to the fact that not all items will apply exactly to every technology, it is important to be flexible.  That is if while doing baseline, interference, or stress testing, problems occur or another possibility is thought of, one would then need to correct the problem, and then go back to step one and redoing all of the previous steps.  If a new idea for a test is thought of, then document it and go back to step one and follow the process and steps previously defined.

5.4.1.7
Step seven - Final presentation / summary

Once a battery of tests or experiments have been run and a level of confidence in the results is reach, a final presentation or summary of all of the results should be presented. This will be the collection of data that will be the basis for the determination of coexistence evaluation. See Clause 7 for help.

5.4.1.8
Miscellaneous

When conducting experiments one should always:

· keep as many variables constant as is possible, except the one you are examining currently.  This may be hard to do when real implementations are used, but the goal is still to keep as many of the variables constant as can be controlled.

· keep accurate records and documentation. 

5.4.2
Example

For an example of this see annex XX Sample documentation for interference testing.

Annex XX
Sample documentation for interference testing

This annex contains a sample example of the documentation to be generated when evaluating the coexistence of a target system (i.e., 802.15.4) and a (or all) potentially interfering system(s) (e.g., IEEE 802.11).

First complete all relevant Coexistence Evaluation Forms from Annex A.  Since each technology will most likely have its own specific points of interest, the coexistence evaluation forms presented in Annex A are for general purposes.  Once a new and more specific one is created for the technology it, will be available for others to use.

(Editor’s note:  See the proposed new Annex A for the filled in forms.  They would be duplicated here, when the forms are agreed to.  Until then, it is better to have the forms in one place.)

Since not all standards have PICS Proformas, they cannot be required.  However, if a PICS proforma is available it should be used.  In this example both are available.

Sample answers using the PICS Profroma from IEEE 802.15.4-2003 and IEEE 802.11b.

IEEE 802.15.4 PICS Proforma (selected items)

· FD1 (FFD) Yes supported for the data collection implementation

· FD2 (RFD) Yes supported for sensor

· RF2 (2450 MHz) Yes for both devices

· PLF8.1 (CCA Mode 1) Yes for both devices

IEEE 802.11 PICS Proforma (selected items)

· CF1 (Access Point) Yes supported for one device

· CF2 (Independent station) Yes supported for one device

· CF4 (DSSS) Yes supported for both

Sample Test/experiment

(Editor’s note:  See Form as in Annex A)

With this plan we begin by running baseline tests (Step 2).  One baseline test will be needed to record the measurements from the 802.15.4 communication when the 802.11b device are present, but not powered on.  Several baseline tests will be needed for 802.11b, since the distance between STA and 802.15.4 data collection device is the variable in this particular experiment.  Select the placement of the STA and transfer the file and record the measurements, while the 802.15.4 devices are powered off.

Now run the interference experiment as described (Step 3).

Compare the measurements between the baseline tests and the interference tests (step 4).

Since we cannot control any of the features in the 802.15.4 devices, there are no extreme tests of interest, so on to Step 6.  Step 5 is not covered in this particular case, or might have been covered under normal testing.

From the experiments just completed we decided to conduct another test (Step 6) by switching the locations of the 802.15.4 RX and TX, to see if this has any effect on the measurements.  This requires us to go back to Step 1, because new baseline tests need to be run.

Upon completing the first set of tests and the modified tests we feel confident in the results and we create a presentation and summary (Step 7) of this work as a basis for coexistence evaluations.

Annex A

This annex contains coexistence evaluation forms that are to be used for providing a consistent presentation of information.  The first is the summary or cover page, which is to be supported by other forms.  Other general forms are defined for each of the testing methodologies, task (application), and measurement.

A.1
Summary (i.e., cover sheet)

	Summary (Cover Sheet)

	Target system:
	IEEE 802.15.4

	Potential interfering system(s):
	IEEE 802.11, 11b, 802.15.1, 802.15.3
	Interference item:

(shared resource)
	Frequency band 2450 MHz

	Excluded system(s):
	IEEE 802.16
	Reason(s):
	Not within operating frequency band of target system

	Check the methodology(ies) that are used to evaluate coexistence

	Methodology used:
	Analytical
	Hybrid
	Simulation
	Testing

XXXXX
	Other

	Describe the performance metrics to be collected (attach a separate measurement form for each item listed here.)

	Performance metrics to be collected:
	Delay to transmit data; 

	What to measure?
	Access delay
	
	

	Where to measure?
	The MAC sublayer and upper layer interface
	
	

	Describe the usage scenario(s) (attach a separate form for each item listed here.)

	Describe usage scenario(s)
	A sensor network consisting of two devices: one is the sensing device (TX) and the other is the data collection device (RX) with a minimum distance of 8 meters between devices.

	Describe the task(s) used for testing (attach a separate task form for each item listed here).

	Target’s “typical” application
	Sensor data: transmission of one MAC data frame at 50 bytes MAC sublayer payload every second.  No control over this.


A.2
Methodology forms

For each type of testing, one methodology form should be filled in.  Only one methodology in required per systems.  More testing methodologies may be used to have a thorough.

A.2.1
Analytical Form

	Analytical Form

	Serial number
	
	
	
	

	If analytical methods are use, then provide the methods and/or equations and assumptions
	

	Methods or equations
	

	
	
	
	
	


A.2.2
Hybrid Form

	Hybrid Form

	Serial number
	
	
	
	

	
	

	
	


A.2.3
Simulation Form

	Simulation Form

	Serial number
	
	
	
	

	If simulation is used, then provide the name and version of software/hardware used.
	Are the simulation models freely available?

	Name of Software
	
	Version of Software
	
	

	
	
	
	
	


A.2.4
Interference (Implementation) Form

This form contains the detailed information about the implementations used in interference testing.  The form assumes that a system (target or interferer) will consist of two implementations and that two systems are need to conduct coexistence interference testing.

	Interference (Implementation) Form

	Serial number
	
	
	
	

	If a system is not composed of two identical devices, please enter the information per implementation.
	

	Manufacturer of target system
	A (RFD)
	Version
	1.0

	Manufacturer of target system
	A (FFD)
	Version
	1.0

	Other details
	A Reduced Function device (sensor) and a Full Functional Device (data collection device).

	Manufacturer of potential interfering system
	B (laptop)
	Version
	5.3.2.1

	Manufacturer of potential interfering system
	B (Access point)
	Version
	5.3.2.1

	Other details
	Built-in to laptop and standalone access point.

	
	
	
	
	


A.3
Task Form

The task form is used to specify the details about the task that is being used in the testing.  Use one form for each task.  Since there may be more than one task defined, space for a task number is provided, as is space for a mnemonic.  Space for a full text description of the task, as well as a quantitative description, are provided.

	Task Form

	Task number
	
	Mnemonic
	

	Technology
	

	Task description
	

	Characterize task (quantitative)
	
	
	
	


A.4
Measurement points Form

The measurement form is used to define the measurement points for testing.  Use one form for each measurement.

	Measurement Form

	Measurement number
	
	Mnemonic
	

	Technology
	802.15.4

	Measurement description
	The measurements taken from the 802.15.4 data collection device are the receptions or non-receptions of the periodic readings and their contents.

	Characterize measurement point (quantitative)
	Number of packets received from the MAC sublayer to the upper layer
	
	
	


A.5
Experiment /topology form

For each individual test one would fill out one of these sheets

	Experiment /Topology Form

	
	
	
	
	

	Goal:
	At what distance does the potential interfering system’s transmitter (IEEE 802.11b STA) need to be before the interference is too great for the target system’ receiver (IEEE 802.15.4 data collection device) to be able to complete its task (send/receive sensor data)?

	Test procedure:
	The target system will consist of two devices implementing 802.15.4 and two devices implementing 802.11b.  The distance between the target system will be 8 meters.  The distance of the Access Point (AP) from the 802.15.4 RX will be 15 meters.  The 802.11b STA will be placed at 0.5 meters intervals between the AP and the 802.15.4 RX.  Measurements will be taken at all intervals.  The 802.11b STA will be transmitting the bulk of the data by transferring a large file using the file transfer protocol (FTP).  The 802.15.4 will be taking periodic (we have no control whatsoever on the sensing device) sensor readings and transmitting them to the data collection device.

	Topology:
	(Insert figure or grid layout)
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	Target system
	802.15.4
	
	
	

	Summary of target system information
	
	
	Use serial number of Interference (Implementation) Form for the system details
	

	Task
	
	
	
	

	Task number
	
	Task Mnemonic
	
	

	Measurement points
	
	
	
	

	Attached forms
	Task
	
	Measurement
	

	Potential Interfering system
	802.11b
	
	
	

	Summary of interfering system information
	
	
	Use serial number of Interference (Implementation) Form for the system details
	

	Task
	
	
	
	

	Task number
	
	Task Mnemonic
	
	

	Measurement points
	
	
	
	

	Attached forms
	Task
	
	Measurement
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