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1.  Introduction

The purpose of this document is to identify requirements to be satisfied by IEEE 802.11 specification for supporting MIH Services as specified by the IEEE 802.21 specification. This document also includes suggestions for possible amendments to the IEEE 802.11 specification for satisfying the identified requirements.
The IEEE 802.21 Information Elements can be categorized in terms of the phase of the network join process at which they are exchanged. Three main phases can be identified that apply generally, both to IEEE 802.11 and other networks:

· Pre-attachment – before any resources or state for the client are established in the network. In IEEE 802.11 this is equivalent to pre-association.

· Pre-authentication – when data can be exchanged over the IEEE 802.1X uncontrolled port. At this point the protocol frames may be at a slightly higher layer, but the information that may be exchanged is still limited.

· Post-authentication – when data can be exchanged over the IEEE 802.1X controlled port. At this point any information can be exchanged.
2.  Requirements

This section identifies specific 802.21 requirements that need to be met by the 802.11 specification.
2.1  General Requirements

1.1. The 802.11 Reference Model shall support Media Independent Handover (MIH) Function services. The 802.11 specification shall define appropriate SAPs, primitives and information elements to support IEEE 802.21 MIH functionalities.
1.2. The IEEE 802.11 specification shall provide a means for APs and STAs to indicate support for the 802.21 specification.  This shall be in the form of a Media Independent Handover capability indication that should be made available before attaching to the network.
2.2.  SAP Requirements
1.3. The IEEE 802.11 specification shall support link layer events as specified in the 802.21 specification. For each link layer event, this may result in definition of a new primitive, or change in semantics of an existing primitive or just identification of an existing primitive with appropriate semantics in the 802.11 specification.  The link layer events are identified in Table-1 in the IEEE 802.21 specification (and also repeated in section 3 of this document).
1.4. The 802.11 specification shall support link layer commands as specified in the 802.21 specification. For each link layer command this may result in definition of a new primitive, or change in semantics of an existing primitive or just identification of an existing primitive with appropriate semantics in the 802.11 specification. 
<Currently no link layer commands are specified by 802.21>

1.5. The 802.11 specification shall support the handover commands as specified in the 802.21 specification. These handover commands provide support for network initiated handoffs across different networks. These commands are listed in Table-3 of the 802.21 specification.
2.3  Information Elements
1.6. The following Information Elements (IEs) must be supported by the 802.11 specification. The IEs help the handover policy engine in making appropriate handover decisions. The following tables provide an overview of the technology independent IEs that must be transported at L2.  The IEs are categorized according to whether they are technology independent or technology specific.
Technology Independent IEs:
These IEs may take values that are specific to different access networks. However specifying these IEs does not result in any change to access network specific standards.

	No


	Name of IE
	Type
	Possible values
	Availability
	Comments

	1


	Network_Operator
	String
	{T-Mobile, Cingular, etc.}. Could be IANA assigned or a globally unique SMI value as well.


	Pre-attachment
	On a per network basis

	2
	Networks_supported
	Bitmap


	802.3, 802.11a, 802.11b, 802.11g, 802.16a, 802.16d, 802.16e, GSM, GPRS, W-CDMA, CDMA2000, …


	Post-authentication
	

	3
	Link_Cost
	Bool


	Cost of using access link  and other services (free, $s). Could be something simple like free or not free
	Pre-attachment
	On a per network basis

	4
	IP_Version
	Bitmap
	v4, v6


	Pre-authentication
	

	5
	Higher Layer Services Supported
	Bitmap
	ISP(0), IMS(1), MMS(2), MIP(3), NAT(4), VPN(5),  SIP(6), Local_device_support(6), …


	Pre-authentication
	 (MIP, NAT, VPN, SIP) not clear

	6
	Roaming_List_Available
	Bool
	Specifies if list of roaming partner agreements is available


	Pre-authentication
	

	7


	Roaming List
	String
	List of Roaming partners
	Pre-authentication
	

	8
	Media_Independent_Neighbor_List_Available


	Bool
	Specifies if neighbor reports comprising of list of Points of Attachments (PoA) for different networks is available.


	Post-authentication
	

	5
	Neighbor Maps


	MIH_Neighbor_Report
	
	Post-authentication
	A new MIH neighbor report format shall be defined and recommended by 802.21




Technology Specific IEs:
This set of IEs do not describe the capability of a particular PoA, but rather are used to provide information about the minimum capabilities of a network. For example, some PoAs within a network may be able to provide higher data rates than that indicated by the Data_Rates IE for the access network.

	No
	Name of IE
	Type
	Possible values
	Availability
	Comments

	1
	Cipher_Suites
	Bitmap
	None, WEP, WPA-1, WPA-2, TKIP, AES-CCMP, …


	Pre-authentication
	

	2
	Âuthentication_Methods
	Bitmap
	(None), WEP, Psk, 802.1x,….


	Pre-authentication
	

	
	
	
	
	
	

	
	
	
	
	
	

	3
	Data_Rates
	Real
	(min_rate, max_rate)


	Pre-attachment
	

	4
	Quality_of_Service
	Bool


	Best effort, best effort + real-time
	Pre-authentication
	In the case of IEEE 802.11, may indicate whether 802.11e is supported or not.


	
	
	
	
	
	


2.4   Transport Requirements

1.7. The 802.11 specification shall support a L2 transport for transferring remote events and remote command messages over the air interface between the MIH function on the STA and the MIH Function on the PoA (AP).  

1.8. The 802.11 specification shall allow the STA to query and set the values of different Information Elements as identified by the 802.21 specification. 
1.9. The 802.11 specification shall allow for these messages (events, commands, IE query/set) to be transferred with appropriate priorities w.r.t. other relative traffic over the air interfaces.   

1.10. The STA shall be able to use the information service and query specific IEs even when not attached, or attached but not authenticated with the network. The IEs that need to be supported even in the pre-attachment and pre-authentication states shall be specified by the 802.21 specification.
1.11. The 802.11 specification shall support a new ether type for supporting MIH functionality over the data plane.
1.12. The 802.11 specification shall support querying and exchange of information about link layer capabilities and characteristics as specified in the 802.21 specification. For example, information about AP capability, such as support for IEEE 802.11e amendments, needs to be made available to the MIH function. 
3.  Suggested Amendments
3.1 The 802.11 Reference Diagram shall be updated as per Figure 1. 
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Fig 1: MIH Reference Diagram for 802.11
3.2 The remote event and remote command messages shall also be transferable using a management frame, as this allows commands and event messages to have a higher priority than normal data plane traffic.
	Event Id


	Event Type
	Event Name
	Description
	Comments
	802.11 Primitive

	1
	State Change
	Link Up
	L2 connection has been established


	Define all of these events in Infrastructure mode only
	Association and 4 way handshake successfully completed

	2
	State Change
	Link Down
	L2 connection has been broken


	There may be several reasons for Link Down
	Disassociation completed or last 3 consecutive L2 transmissions have timed out and STA cannot listen to beacons.


	3
	Predictive
	Link Going Down
	L2 connection loss is imminent


	Based on signal hysteresis and other analysis. Specific analysis  is outside of sec, just specify the semantics
	

	4
	State Change
	Link Detected
	A new link has been detected


	
	Can listen to the beacon, or got response to a probe message

	5
	State Change
	Link Parameters Change
	Link parameters has crossed specified threshold
	Parameters like signal strength, speed, QoS etc. have crossed pre-specified thresholds.
	

	6
	Administrative
	Link Event Rollback
	Link event needs to be rolled back since the predictive event did not occur as expected
	
	

	7
	Link Transmission
	Link SDU Transmit Success
	Success in transmitting SDU


	These may be deleted from 802.21 draft
	

	8
	Link Transmission
	Link SDU Transmit Failure
	Failure in SDU transmission


	These may be deleted from 802.21 draft
	

	9
	Link Synchronous
	Link Handoff Imminent
	
	These may be deleted from 802.21 draft
	

	10
	Link Synchronous
	Link Handoff Proceeding
	
	These may be deleted from 802.21 draft
	

	11
	Link Synchronous
	Link Handoff Complete
	
	These may be deleted from 802.21 draft
	

	…..
	……
	……
	
	
	


3.3 The following table provides an overview of the commands that must be supported between STA and AP (and possibly AP-AP – is this in scope of 802.11, maybe question for TGr?). New link layer primitives may need to be defined to enable network initiated handovers for 802.11.
	Id


	Command Name
	MIHF <> MIHF
	Description
	Comments

	1
	MIH Handover Initiate
	Client <> Network PoA
	Initiates handovers and sends a list of suggested networks and suggested PoA.


	

	2
	MIH Handover Prepare
	Network (old PoA) <> Network (new PoA)


	This command is sent by MIHF on old PoA to MIHF on suggested new network at new PoA. This allows the client to query for resources on new PoA and also allows to prepare the new PoA for handover


	

	3
	MIH Handover Commit


	Client <> Network
	In this case the client commits to do the handover based on selected choices for network and PoA.


	

	4
	MIH Handover Complete


	Network (new PoA) <> Network (old PoA)


	This is a notification from new PoA to old PoA that handover has been completed, new PoA has been established and any pending packets may now be forwarded to the new new PoA.


	

	5
	MIH Network Address Information
	Network (new PoA) <> Network(old PoA) <> Network (Access Router/ Foreign Agent)
	This command is sent by MIHF on old PoA to MIHF on suggested new network at new PoA. New PoA may relay this command to the AR with MIHF. This allows the client to have network address related information prior to the handover to the new PoA.


	


3.4 MIH Capability Information field
As the capability information field is nearly exhausted, the last bit in the Capability Information Field as defined in the IEEE 802.11 1999 (Reaff 2003) standard specification is set to 1 in the existence of the Extended Capability Information field.

	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	Reserved
	B15

	ESS
	IBSS
	CF Pollable
	CF-Poll Request
	Privacy
	Short Preamble
	PBCC
	Channel Agility
	B8:B14
	Extended Capability Field

	←                                                                         2 octets                                                                                   →


Figure 2 Capability Information Fixed Field

A new information element is defined to enable further extensions to be advertised and negotiated in IEEE 802.11.  The Extended Capability information element field is present under the same conditions for the Capability information variable length field.  The format for this information element is defined in Figure 1:

	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID (to be assigned by the IEEE Assigned Numbers Authority): defines the Extended Capability IE

	2
	1
	Length 

	3
	n
	Extended capabilities (Variable Size)


Figure 3 Extended Capability Information Element

Where:

Length indicates a value representing the variable size of the Extended Capabilities field.

The currently defined capabilities in this field are defined as follows:

	 Byte 0
	Bit 0
	MIH Capability
	Indicates that 802.21 MIH Capability is supported

	
	Bit 1-7
	Reserved
	Set to 0, if not used


Figure 4 Extended Capabilities Field

Where:

Byte 0, Bit 0: a STA or AP advertises its ability to support MIH Capability.  When this bit is set to 1 within the beacons, probes, association and re-association request or response messages, then it indicates support for the 802.21 Specification. If this bit is set to 0 then the device does not support 802.21 Specification
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