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1 Introduction
1.1 Scope

The scope of this document is to describe usage scenarios, requirements and architectures for the two security-related 802.21 topics, i.e., security signaling optimization during handover and MIH-level security.
1.2 References

[802.21D07-01]
[EAP] 
[I-D:ietf-hokey-preauth-ps]

1.3 Definitions, symbols and abbreviations

1.3.1 Definitions

EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to arrival of the peer at the access network managed by that authenticator.
Peer: EAP Peer [RFCxxx]

Authenticator: EAP Authenticator [RFCxxx]
Serving Authenticator: The authenticator on the serving PoA

Candidate Authenticator: The authenticator on a candidate PoA

Target Authenticator: The authenticator on the target PoA
1.3.2 Symbols

1.3.3 Abbreviations

In addition to the abbreviations that are defined in the 802.21 specification, the following abbreviations are defined
. 

SA: Serving Authenticator

CA: Candidate Authenticator

TA: Target Authenticator

2 Security Signaling Optimization during Handover

2.1 Usage Scenario and Applicability
2.1.1 Usage Scenario Using EAP Pre-Authentication
The following usage scenario is considered for security signaling optimization during handover:

1. The peer is connected to the serving network.

2. The peer or the serving network discovers one or more candidate network(s) in its neighborhood. The candidate network(s) and the serving network may have different link-layer technologies or may be in different IP subnets or administrative domains.
3. The peer or the serving network chooses one or more candidate authenticator(s) among the discovered candidate network(s) and initiates EAP pre-authentication to be performed between the peer and the candidate network(s).
4. A successful EAP pre-authentication for a candidate authenticator will generate EAP keying material that is delivered from the EAP server to the candidate authenticator.

5. After EAP pre-authentication, the peer or the serving network chooses one target authenticator among the candidate network(s), and a handover procedure will take place to switch from the serving authenticator to the target authenticator.
6. In the handover procedure, the EAP keying material generated during EAP pre-authentication will be used for establishing a session key (or session keys) to be used for protecting link-layer frames exchanged between the peer and the target authenticator. 
There are two modes of operations in EAP pre-authentication depending on whether the pre-authentication signaling is transparent to the serving authenticator or not. Direct pre-authentication is the mode in which the pre-authentication signaling is transparent to the serving authenticator. Indirect pre-authentication is the mode in which the authenticator participates in the pre-authentication signaling. Whether 802.21 needs to support both modes or only one mode is FFS.
2.1.2 Usage Scenario using xxx authentication 
2.1.3 Applicability of EAP Pre-Authentication 
EAP pre-authentication has general applicability to various deployment scenarios in which proactive signaling can take effect.  In other words, applicability of EAP pre-authentication is limited to the scenarios where candidate authenticators can be easily discovered and an accurate prediction of movement can be easily made.
The effectiveness of EAP pre-authentication is more significant for intra-technology and inter-subnet handover scenarios, and particular inter-technology handover scenarios where simultaneous use of multiple technologies is a major concern or where there is not sufficient radio-coverage overlap among different technologies.
2.1.4 Applicability of xxx Pre-Authentication 
2.2 High-Level Requirements for EAP Pre-Authentication
Requirement 1: MIH PoS shall support the functionalities of authenticator for EAP pre-authentication
Requirement 2: MN shall support the functionality of peer for EAP pre-authentication 

Requirement 3: An authenticator discovery mechanism shall be defined. The authenticator discovery mechanism must provide a mapping between a link-layer address and an IP address of an authenticator. 
Requirement 4: A context binding mechanism shall be defined so that a link-layer specific security context is bound to the EAP keying material generated as a result of EAP pre-authentication. The link-layer specific security context includes link-layer addresses of a peer and an authenticator.
Requirement 5: Higher-layer transport shall be supported for carrying EAP pre-authentication messages between MN and CA, between MN and SA and between SA and CA

Requirement 6: Link-layer transport shall be supported for carrying EAP pre-authentication messages between MN and SA

2.3 Architecture for Security Signaling Optimization

2.3.1 Reference Model


[image: image1]
2.3.2 Reference Points

The following reference points defined in 802.21 are reused to support EAP pre-authentication, with additional functionalities as described below.

R1: MN-SA signaling messages are exchanged over this reference point.
R2: MN-CA signaling messages are exchanged over this reference point.
R5: SA-CA signaling messages are exchanged over this reference point.
2.4 Procedures
3 MIH Level Security

3.1 Usage Scenarios and Applicability
3.2 High-Level Requirements

3.3 Architecture for MIH Level Security
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4 Conclusions
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