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Use Case Scenarios, Available features and Potential Approach for Pre-authentication 
1 Introduction
This document describes a few scenarios and presents several high-level parameters that need to be looked into in support for pre-authentication. It also highlights the potential approach for pre-authentication. These scenarios and parameters can be discussed and improved for the inclusion in the study group technical contribution to be developed in the 802.21 Security Study Group.
2 Use Case Scenarios 
· Scenario #1:  Figure 2‑１and Figure 2‑２capture the scenarios whereby handover happens between WIMAX access and WLAN access networks whereby both access networks use EAP-based authentication mechanism. In particular, Figure 2‑１ depicts the single administrative domain scenario while Figure 2‑２depicts multiple administrative domain scenarios. An administrative domain is a logical network that is administered by a single authority using its own authentication and authorization mechanisms.
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Figure 2‑１: Handover Scenario between WLAN and WiMAX networks (Single Domain)
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Figure 2‑２:  Handover Scenario between WLAN and WiMAX networks (Multi-Domain)
· Scenario #2: Figure 2‑３ and Figure 2.4　capture the scenarios whereby handover happens from 3GPP/3GPP2 access network to WLAN access network whereby WLAN access network uses EAP-based authentication mechanism and 3GPP/3GPP2 access network allows the mobile to initiate an EAP-based authentication mechanism when the mobile is connected to either 3GPP or 3GPP2 access networks. 
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Figure 2‑３: Handover Scenario From  3GPP/PP2  to WLAN Networks (Single Domain)
In particular, Figure 2‑３depicts the single administrative domain scenario while 
Figure 2‑４
depicts multiple administrative domain scenarios.
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Figure 2‑４: Handover Scenario From  3GPP/PP2  to WLAN Networks (Single Domain)
· Scenario #3:  Figure 2‑５captures a scenario whereby handover happens from 3GPP/3GPP2 access network to WiMAX access network whereby WiMAX access network uses EAP-based authentication mechanism and either 3GPP or 3GPP2 access network allows the mobile to initiate an EAP-based authentication mechanism when the mobile is connected to either 3GPP or 3GPP2 access networks. In this scenario both access networks are under one administrative domain.
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Figure 2‑５: Handover Scenario From 3GPP/PP2 to WiMAX Networks 
· Scenario #4: Figure 2‑６captures a scenario whereby handover happens from  3GPP/3GPP2 access network to WiMAX access network whereby WiMAX access network uses EAP-based authentication mechanism and either 3GPP or 3GPP2 access network allows the mobile to initiate an EAP-based authentication mechanism when the mobile is connected to either 3GPP or 3GPP2 access networks. However this scenario is different from Scenario #3 since both access networks are under different administrative domains.
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Figure 2‑６: Handover Scenario From 3GPP/PP2 to WiMAX  
· Additionally, following  scenarios may be possible, however, it requires further investigations: 
· Handover between two WiMAX access networks that are under different administrative domains
· Handover between two ESSes of WLAN access networks or between two mobility domains of WLAN access networks. 
3 High Level Requirements  

The use cases described above assume that the target network uses an EAP-based authentication mechanism. Thus the approach described here uses EAP protocol and its methods to perform the pre-authentication. Following are the high level principles that may be used to perform the pre-authentication: 
· Pre-authentication architecture should follow the current 802.21 functional architecture in that serving and candidate POAs/PoSes are the serving and target authenticators, respectively.  Therefore the reference points R1, R2 and R5  should be involved in authentication based transition

· Mobile should use EAP-based authentication mechanism for pre-authentication 

· Mobile node should be able to discover and connect to the target authenticator via the serving authenticator. However, serving authenticator is unaware of the pre-authentication. For example, this can be achieved either via EAP lower or via higher layer support.
· Mobile node should be able to discover and connect to the target authenticator via the serving authenticator and serving authenticator takes part in the pre-authentication process. For example, this can be achieved either via EAP lower or via higher layer support.

· Mobile node and target authenticator are considered as the EAP peer and  EAP authenticator, respectively. 

4 Potential Approaches 

There are two high level approaches that can be derived from the above requirements: i) Direct Pre-authentication and ii) Indirect Pre-authentication. Figure 4‑１ gives a mapping of  pre-authentication functional elements to 802.21 functional architecture in which serving POA/PoS is the serving authenticator  and candidate POA/PoS is the target authenticator. 
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Figure 4‑１:  Mapping of  Pre-authentication Functional Elements to 802.21 Functional Architecture

4.1 Direct Pre-Authentication 

Figure 4‑２ gives an overview of direct pre-authentication whereby MN discovers and connects the target authenticator via the serving network but the serving network does not have any knowledge of authentication that is happening between the MN and the target authenticator. MN performs EAP-based authentication mechanism and methods that are supported by the target network.
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Figure 4‑２: Direct Pre-authentication
4.2 Indirect Pre-Authentication
Figure 4‑３ gives an overview of direct pre-authentication whereby MN discovers and connects the target authenticator via the serving network and the serving network has the knowledge of authentication that is happening between the MN and the target authenticator. Thus serving network forwards the authentication message to the target authenticator. MN performs EAP-based authentication mechanism and methods that are supported by the target network.
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Figure 4‑３: Indirect Pre-authentication
5 Additional Considerations
This section presents a snap-shot of several parameters that need to be understood and/or further studied in support for pre-authentication. Table 1 captures the available features of access networks and highlights them with reference to pre-authentication. For example, native pre-authentication means that access layer has support for pre-authentication. Impact on lower layer means either access layer needs to support additional functionalities or need further modifications. 

Table 1:  Snap-shot of Access Networks Available Features
	Access Networks 
	Network Access Authentication Mechanism
	Native Pre-authentication Support
	Impact on Lower layers 

	Wi-Fi
	EAP-based 
	Yes (within the same LAN)
	 Yes

	WiMAX 
	EAP-based 
	  No
	  Yes


Table 2 captures the handover scenarios and corresponding available features for pre-authentication. It also highlights the lower layer support that is available and what additional work is needed.  
Table 2:  Snap-shot of  Handover Scenarios and  Available features
	Handover Scenarios
	EAP-based pre-authentication possible 
	Lower Layer Support Available 
	Need Additional Work 

	WiFi to WiMAX
	  Yes
	    No
	 May be 

	WiMAX to WiFi
	  Yes
	    No 
	 Yes  

	3GPP2 toWiMAX
	  Yes 
	    No 
	 Yes  

	3GPP toWiMAX 
	  Yes 
	    No 
	 Yes 


6 Example Call Flows 

TBD 
7 References
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8 Annex A:

8.1 Broad Market Potential
Pre-authentication is very critical to realize the required user performance during session handover.  The technology can be used by both 802.11 an 802.16 wireless community as well as 3G operators that are willing to interwork with these wireless technologies. Thus it has a broad market potential for multiple vendors and numerous users if developed correctly. Moreover, in most cases it only requires a software upgrade. 
8.2 Compatibility 
Since the proposed approach is EAP-based, it is compatible to 802.11 and 802.16 access authentication schemes. It is also compatible with 802.1 and 802.21　architecture. 
8.3 Distinct Identity
This has its own distinct identity since no Standards organization within 802 and outside are addressing the authentication based transition mechanism during handover between heterogeneous access networks. 
8.4 Technical Feasibility
The proposed project is highly feasible since the base authentication protocol (i.e., EAP) is widely deployed and used in each vertical technology for access authentication. Furthermore, the proposed solution is an optimization to the existing proven technology and thus it is expected that it will have at least similar confidence in reliability.
8.5 Economic Feasibility 
This is economically feasible since it mostly requires a software upgrade. So the cost should be reasonable for performance. Since this is an optimization technique to existing technology, not every system may  be required to have this capability if cost of upgrading the software becomes an issue.
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