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1 Overview of Specification

1.1 Scope

The scope of the IEEE 802.21 (Media Independent Handover) standard is to develop a specification that provides link layer intelligence and other related network information to upper layers to optimize handovers between heterogeneous media. This includes links specified by 3GPP, 3GPP2 and both wired and wireless media in the IEEE 802 family of specifications. 
1.2 Purpose

The purpose of the IEEE 802.21 standard is to enhance user experience of mobile devices by supporting handovers between heterogeneous networks. 

This document describes a proposal to satisfy the requirements as outlined in [5]. The proposal can support handovers for both mobile and stationary users. For the mobile users handovers may occur due to a change in wireless link conditions. Alternatively, handovers may occur due to a gap in radio coverage as a result of terminal movement.  For the stationary user handovers may become imminent when the environment around the user changes making one network more attractive than another. The user may choose an application which requires handover to a higher data rate channel, for example to download a large data file. Handovers should maximize service continuity, such as making a network transition during the pause in a voice call so as to minimize any perceptible interruption in service.

The IEEE802.21 standard supports cooperative use of both mobile terminals and network infrastructure. The mobile terminal is well-placed to detect available networks, and the infrastructure is in a position to store overall network information, such as neighborhood cell lists and the location of mobile devices. In general, both the terminals and the network point of attachments such as base stations or access points can be multimode, i.e. supporting different radio standards, and in some cases being capable of transmission on more than one interface simultaneously.

The network can have both micro cells (IEEE 802.11 or IEEE 802.15 coverage) and macro cells (3GPP, 3GPP2 or IEEE 802.16) and these will in general intersect. The handover process is typically based on measurements and triggers supplied from link layers on the terminal. These measurements may include signal quality measurements, synchronization time differences, transmission error rates, etc. and are some of the metrics used in handover algorithms.

Specifically the proposal:

· Describes the overall MIH Reference model for different networks.

· Defines media independent Service Access Points (SAPs) and associated service primitives to access MIH layer.

· Media Independent Event service which provides a set of events and triggers from local as well as remote interfaces. However, events and triggers from remote interface will not be available if the remote interface is of a different media type. 

· Media independent Command service provides set of commands that enables MIH users to issue commands to control local link behavior relevant to handovers. 
· Media Independent Information service which provides information model and an information repository to make more effective handover decisions. The information is exchanged between local interface on a terminal and a remote interface on a network point of attachment. 
· Defines if necessary MAC layer SAPs and associated primitives for each specific access technology. These primitives help in collecting link information and controlling link behaviors. These MAC level SAPs will be recommended as amendments to specifications of respective access technology standards.
1.3 Media Independence

The intent of the IEEE802.21 specification is to provide as much generic link layer intelligence as possible without being tied into the features or specifics of particular terminals or radio networks. As such the IEEE 802.21 specification is intended to be a media independent specification applying to different media specified by 3GPP, 3GPP2 and IEEE 802 family of specifications.

1.4 Media Dependence

The IEEE802.21 specification shall define generic SAPs and other primitives that provide generic link layer intelligence. Individual media specific technologies thereafter need to provide corresponding media specific SAPs and primitives which can satisfy these generic abstractions as specified by IEEE 802.21 specification. As such suitable amendments may be required to link layer (MAC/PHY) specifications of different media specific technologies such as IEEE 802.11, IEEE 802.16, 3GPP, 3GPP2, etc. to satisfy the requirements of generic link layer intelligence identified by 802.21. This process may be carried out once the core elements of the IEEE 802.21 specification are developed.
2 References

2.1 Normative References

[1] Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications

[2] J. Manner, M. Kojo, “Mobility Related Terminology”, RFC 3753
[3] Part 16: Air Interface for Fixed Broadband Wireless Access Systems 
[4] Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems  (Amendment for Physical and Medium Access Control Layers for Combined Fixed and Mobile Operation in Licensed Bands)
2.2 Other References

[5] 21-04-0087-12-0000 IEEE P802.21 Media Independent Handover Service Draft Technical Requirements, Sept. 21, 2004. 

3 Definitions

Link - A communication facility or medium over which nodes can communicate at the link layer, such as an Ethernet (simple or bridged).  The link layer is the layer immediately below IP.

Link indication - Information provided by the link layer to higher layers relating to the state of the link.

Mobile Node - A node that can change its network point of attachment from one link to another at any time.
Network Point of Attachment - A location within the network where a host may be connected. This attachment point can be characterized by its address prefix and next hop routing information.
Service Access Point (SAP) – The point in a protocol stack where the services of a lower layer are available to its next higher layer.

4 Acronyms and Abbreviations
3G



Third Generation

3GPP



3G Partnership Project

3GPP2



3G Partnership Project 2

AAA



Authentication, Authorization, and Accounting

ACK



ACKnowledge

AN



Access Network

ANI



Access Network Information

AP



Access Point

AR



Access Router
ASN.1



Abstract Syntax Notation One
BS



Base Station

BSC



Base Station Controller

BSSID



Basic Service Set Identifier

BTS



Base Transceiver Station

ESS



Extended Service Set

CN



Core Network
CS



Convergence Sub-layer
CSME



Convergence Sub-layer Management Entity
FA



Foreign Agent

FMIP



Fast Handover Mobile IP

GGSN



Gateway GPRS Support Node

GMM



GPRS Mobility Management
GPRS



General Packet Radio Service

GSM



Global System for Mobile Communication

HA



Home Agent

HLSI



Higher Layer Service Information

HMIP



Hierarchical Mobile IP

IEEE



Institute of Electrical and Electronics Engineers

IETF



Internet Engineering Task Force

ICMP



Internet Control Message Protocol

IP



Internet Protocol

ISP



Internet Service Provider

ITU



International Telecommunications Union
L3MP



Layer 3 Mobility Management Protocol
L1



Physical Layer (PHY)

L2



Medium Access Control (MAC)

LAN



Local Area Network

LLC



Logical Link Control

LLI



Link Layer Information

MAC



Medium Access Control

MIH



Media Independent Handover

MIHO



Media Independent Handover
MIHF



Media Independent Handover Function
MIHS



Media Independent Handover Services
MICS



Media Independent Command Services
MIES



Media Independent Event Services

MIIS



Media Independent Information Service
MIP



Mobile IP

MLME



MAC Layer Management Entity

MMS



Multimédia Message Service

MN



Mobile Node

MS



Mobile Station
MSS



Mobile Subscriber Station
MSDU



Medium Access Control (MAC) Service Data Unit
MSME



MAC Common Part Sub-layer Management Entity
MT



Mobile Terminal

NAK



Negative AcKnowledge
NMS



Network management system
PHY



Physical Layer

PLMN



Public Land Mobile Network

PLME



PHY Layer Management Entity

QoS



Quality of Service

RFC



Request for Comment

RLC



Radio Link Control
RNC



Radio Network Controller
RRC



Radio Resource Control
SAP



Service Access Point
SDU



Service Data Unit
SGSN



Serving GPRS Support Node
SM



Session Management

SME



Station Management Entity

SNDCP



Sub-Network  Data Convergence Protocol
SNR



Signal Noise Ratio
SS



Subscriber Station

STA



Station
TCP



Transmission Control Protocol

TLV



Type-Length-Value message

UDP



User Datagram Protocol

UMTS



Universal Mobile Telecommunications System

VPN



Virtual Private Network

WLAN



Wireless Local Area Network

WPAN



Wireless Personal Area Network

WMAN



Wireless Metropolitan Area Network
XML



Extensible Mark-up Language
General Architecture
4.1 Introduction

The IEEE 802.21 specification is intended to support a variety of handover methods, generally classified as 'hard' or 'soft', depending on whether the procedure involves 'break before make' or 'make before break’. In general, handover involves cooperative use of both mobile terminal and network infrastructure in order to satisfy network operator and end user needs. Handover control, handover policies and other algorithms involved in handover decision making are generally handled by communication system elements which do not fall within the scope of the IEEE 802.21 standard. However it is beneficial to describe certain aspects of the overall handover procedure so that the role and purpose of MIH Event Service, MIH Command Service, MIH Information Service and MIH Function in overall handover process is clear.
The IEEE 802.21 specification defines services that enhance handovers between heterogeneous access links. This is achieved through facilitating handover process by providing link layer intelligence relevant in handover detection, initiation and candidate link selection by MIH user. 

· A Media Independent Event service which provides events corresponding to dynamic changes in link characteristics and link status.
· A Media independent Command service which enables MIH user to manage and control local link behavior relevant to handovers and mobility. 
· A Media Independent Information service which includes an information model and an information repository. These provide MIH users with useful information for making effective handover decisions. 
· The above services constitute Media Independent Handover Function (MIHF). This function may provide a convergence point across heterogeneous interface types, which may enable a MIH user to facilitate policy enforcement, network selection, QoS parameter mapping and mobility management between heterogeneous interfaces in multi interfaced systems.
4.2 Media Independent Handover Reference Models

This section describes the impact of IEEE 802.21 on reference model of different media specific technologies.
4.2.1 General MIH Reference Model

MIH provides asynchronous and synchronous services through well defined SAPs for lower layers and upper layers.
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Figure 1 General MIH Reference Model 
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Figure 2 Key Media Independent Handover Services

4.2.2 MIH Reference Model for 802.3
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Figure 3: MIH Reference Model for 802.3

4.2.3 MIH Reference Model for 802.11
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Figure 4: MIH Reference Model for 802.11

MIH Reference Model for 802.16
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Figure 4: MIH Reference Model for 802.16
Figure 5: MIH Reference Model for 802.16

4.2.4 MIH Reference Model for 3GPP
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Figure 6 MIH Reference Model for 3GPP enabled Mobile Stations

4.2.5 MIH Reference Model for 3GPP2
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Figure 7 MIH Reference Model for 3GPP2 enabled Mobile Stations
4.3 Media Independent Handover Function

MIHF provides asynchronous and synchronous services through well defined SAPs for lower layers and upper layers. In the case of a system with multiple network interfaces of arbitrary type, the L3MP can use the Event service, Command service and Information service provided by MIH to manage, determine, and control the state of the underlying interfaces. 

These services provided by MIH help the L3MP and other protocols in maintaining service continuity, service adaptation to varying quality of service, battery life conservation, and network discovery and link selection. In a system containing heterogeneous network interfaces of 802 types and cellular 3GPP, 3GPP2 types, the Media Independent Handover Function can help the L3MP to implement effective procedures to couple services across heterogeneous network interfaces. Such L3MP procedures may utilize services provided by the MIH Function across different entities to query and reserve resources required for a handover operation between heterogeneous networks.

MIH services in mobile devices facilitate seamless handover between heterogeneous networks. A higher layer mobility protocol such as Mobile IP could be supported for handover and seamless session continuity. This shall not preclude other protocols in addition to Mobile IP and even other upper layers from making use of MIH services to optimize handovers.

Mobile terminals employing the MIH services would receive indications from lower layers for asynchronous operations like Event service. The interaction with Command service and Information service will be through synchronous query and response type of mechanisms. 
The MIH Function would also provide the functionality for the exchange of information between the network and host entities of the same media type. Note, if mechanism for such information exchange already exists with a given type of media (such as with some cellular media types), the MIH Function will make use of the existing mechanism whenever possible. 
4.3.1 Media Independent Event Service

The Media Independent Event service supports local events as well as remote events if the remote node(s) is of the same media type. In case of local events information typically propagates upwards from the L2 data link (MAC, Radio Link etc) to the MIH or layer 3 mobility protocol (L3MP) within a local stack. In case of remote events information may propagate from MIH or a L3MP in one stack to MIH or a L3MP in another stack. The two stacks may be present at the two ends of a link and thus may be connected directly through a medium (wired or wireless). One of the above local stacks may be present in a client or mobile terminal type of device while the other may be present in a network point of attachment type of device such as an AP or a BS. Note, remote events between two stacks of different media types (e.g., between an 802.11 mobile terminal and a UMST BS) are not supported since a link between such two stacks are impossible. Events can indicate changes in state and transmission behavior of the L2 data links (functions such as MAC, Radio resource management etc depending upon the L2 access link technology) and or predict state changes of the data link layers. Events can also be used to indicate management actions or Commands on part of network or some such management entity.


The event service will typically be used to facilitate handover detection within the L3MP. For example an indication that the link will cease to carry MAC SDUs at some point in the near future may be used by the L3MP to prepare a new point of attachment ahead of the current point of attachment ceasing to carry frames. This has the potential to reduce the time taken to hand over between attachment points. 
In an asymmetric link, such as a STA-AP link in 802.11 or an SS-BS link in 802.16, the AP or BS might make a management decision, based on load conditions to request an attached node to handoff elsewhere to some other more favorable attachment point at some point in the future, allowing the node to prepare a layer 3 handover. For this reason, events may originate not only within the MACs or PHYs of the link, but also from the L3MP or other upper layers on the network point of attachment.

Events defined include Pre trigger (L2 Handoff Imminent), Link Available, Link Up, Link Parameters Change, Link Going Up, Link Down, Link Going Down, L2SDU Transmission Status, Event Rollback, etc.

Events can originate from the L2 data link (MAC, functions such as MAC, Radio resource management etc depending upon the L2 access link technology) the PHY or the MIH Function. The destination of any event may be the MIH Function within the local stack, the MIH Function of the remote stack at the other end of the link, or both. The destination of events is established dynamically with a registration mechanism that enables an endpoint to register its interest in particular event types.

Events may carry additional context data. For example a Link Up event may carry information including but not limited to by any means about layer 2 & layer 3 identification, identifier of serving entities where these identifiers can be acquired, or IP address renewal indication which can inform the MIH or L3MP whether L3MP needs to initiate handover. This enables a mobile station to determine whether or not a handover has necessitated a layer 3 handover, immediately at the time of attachment. This can serve to improve the performance of layer 3 handovers.
4.3.2 Media Independent Command Service

The command service refers to the commands sent from the higher layers to the lower layers in the reference model. It includes the commands from upper layer to MIH (e.g. upper layer mobility protocol to MIH, or policy engine to MIH, etc), and from MIH to lower layer (e.g. MIH to MAC, or MIH to PHY). These commands mainly carry the upper layer decisions to the lower layer, and control the behavior of lower layer entities.

The full set of the commands that could be supported from upper layer to MIH shall be defined in this specification. A minimum set of command services that are provided by the L2 data link (MAC, functions such as MAC, Radio Resource Management etc. depending upon the L2 access link technology) and PHY should be defined in this specification.
4.3.3 Media Independent Information Service

The Media Independent Information service primarily provides a query/response type of mechanism for information transfer and may also include distribution of information through broadcasting. This contrasts with the asynchronous push model of information transfer for the event service. The information may be stored within the MIH layer or maybe present in some information server from where the MIH layer can access it. The definition of the information server and the mechanism to access it are out of scope. The information can be made available at both L2 as well as L3. Information can be made available at L2 through both a secure and an insecure port. Information available through insecure port would typically be less sensitive and would allow the mobile terminal to make a quick handover decision before incurring the overhead of authentication and establishing a secure L2 connection with the network. 

Security of Information Service elements transported over L3 is outside the scope of IEEE 802.21, though requirements are defined.
The Information service provides access to static information such as neighbor maps. Such information helps in network discovery. The service may also provide access to dynamic information which may optimize link layer connectivity with different networks. This could include link layer parameters such as channel information, MAC addresses, security information, etc. Information about available higher layer services in a network may also help in more effective handover decision making before the mobile terminal actually attaches to any particular network.

While selecting for an appropriate syntax for information exchange it is desired that:

· the information exchange should be done fast

· the overhead in exchange of information should be as less as possible

· the extraction of the information at the terminal should not include high computational complexity
The information provided by Information service conforms to structure and semantics specified within 802.21. The Media Independent Information service specifies a common (or media independent) way of representing this information across different technologies by using a standardized format such as ASN.1 or XML. 
MIIS provides the ability to access this information about all heterogeneous networks in a geographical area from any single L2 network, depending on how the 802.21 MIIS service is implemented. MIIS relies on existing access media specific transports and security mechanisms (or L3 transport and L3 security mechanisms) to provide access to the information. How this information is developed and deployed in a given L2 network is outside the scope of the standard. Typically, in a heterogeneous network composed of multiple media types, it is the L3MP that will collect information from different media types and assemble a consolidated view to facilitate its inter-media handover decision.
Some networks such as the cellular networks already have an existing means of detecting a list of neighborhood base stations within the vicinity of an area via the broadcast control channel. Other IEEE groups define similar means and supports clients in detecting a list of neighborhood access points within the vicinity of an area via either beaconing [1] or via broadcast of MAC management messages [4]. The Media Independent Information Service (MIIS) provides a unified framework to help the L3MP across the heterogeneous network environment to facilitate the client’s discovery and selection of multiple types of networks existing within a geographical area. In the larger scope, the macro objective is to help the L3MP to acquire a global view of the heterogeneous networks to facilitate seamless handover when roaming across these networks.

MIIS helps the L3MP to get a snap shot of heterogeneous network within the client’s vicinity and neither includes client relation with the network, like roaming agreements with the network, nor any memorized network information, like access network information previously attached to. MIIS could be used by the L3MP for optimizing horizontal and vertical handovers. The definitions for the handover technology could be found in [2].
The information provided by MIIS could be classified into 3 parts:

1. Access Network Information (ANI): These information elements give a general overview of the network, like location, name, network ID, MAC address of the access point and operator of the network

2. Link Layer Information (LLI): These information elements inform the client about the link layer parameters used, like channel, frequency, PHY types etc.
3. Higher Layer Service Information (HLSI): These information elements enable the client to know which services or application support is provided by the respective network. Some examples are support for Multimedia Message Service (MMS), Mobile IP (MIP), Virtual Private Network (VPN), information related to type of Internet access (e.g. no access, IPv4 versus IPv6, unfettered access available, restricted access with outbound TCP and UDP, web access - HTTP and HTTPS), type of applications supported (e.g. VoIP, e-mail, IPsec VPNs, streaming media), pricing of access (e.g. “a fee is be required” versus “access to the network is free”), type of network enrollment for authentication to the network (e.g. if automatic enrollment with EAP is possible, and the type of credentials usable for enrollment), etc.
4.4 General Design Guidelines

1. MIH is a helper/facilitator function which helps in handover decision making. Upper layers make handover decisions and link selection based on inputs/context from MIH. 
2. MIH layer provides abstracted services to higher layers. The abstraction is mostly from the perspective of providing registration/deregistration services to higher layers. (Further updated explanatory text to be provided). 

3. MIH layer may do further processing on MAC/PHY Triggers. Definition of this processing is outside the scope of 802.21. 
4. The lower layer and upper layer SAPs of MIH functionality need to be clearly defined. SAPs don’t specify implementation or interoperability. SAPs acts as descriptors of functionality and can specify the relationship between layers/functions. Both 802 and non-802 links (such as cellular) need to be taken into account when defining the MIH layer SAPs.

5. Handover signaling (handover initiation, handover execution and subsequent updates) may not be part of 802.21. Different networks support different intra-roaming handover mechanisms (mobile initiated, network initiated, etc.). Handover initiation trigger may be useful in heterogeneous handovers when not done as per the homogeneous scheme. 

6. 802.21 shall provide support for Remote Events. Some of these events may encapsulate messages related to network selection (such as LinkGoingDown that may be exchanged between different MIH entities. Events are advisory in nature and whether to do handover based on that is outside the scope of 802.21. 

7. Facilitating Handover detection is one of the key targets of IEEE 802.21. Discovery of information on how to make effective handover decisions is also within scope of 802.21

4.5 Service Access Points (SAPs)

Figure 2 and 3 shows the MIH Reference model for 802.11 and 802.16 networks. The key MIH related SAPs are as follows:
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Figure 8: Relationship between different MIH SAPs

· MIH_MGMT_SAP: This defines the interface between the MIH Function layer and the management plane of different networks. This SAP can be used for sending MIH messages between peer MIH entities. Messages based on management frames can be sent in the unauthenticated state as well. The MIH_MGMT_SAP defines primitives for MIES, MICS and MIIS.

· MIH_SME_SAP: This SAP defines the interface between MIH Function layer and the SME or NMS. This SAP can be the same as MIH_MGMT_SAP as well.

· MIH_SERVICE_SAP: This SAP defines the interface between MIH and a L3MP, or a Handover Function which might reside at higher layer or a higher layer Transport as well. The interface between MIH and higher layers is a local interface which may depend on the choice of L3MP as well. The methods and other messages defined by this SAP result in local communication between peer layer entities. Messages defined by this SAP may not travel the across the medium. Definition of this SAP is required to define the scope and functionality of MIH Function.

· MIH_MAC_SAP: This SAP defines the interface between MIH and media specific MAC. The interfaces defined by this SAP are primarily used to transfer data (MSDUs) between peer entities. No new interfaces and primitives need to be defined for this SAP. However the interfaces defined by this SAP can be used to deliver MIH protocol based payloads to peer MIH entities.

· MIH_PHY_SAP: This SAP defines the interface between MIH and media specific PHY. The MIH shall communicate with different media specific PHYs using the media specific MACs. As such no new interfaces or primitives may need to be defined for this SAP.

· LSAP: This defines the LLC interface to MIH. The MIH can directly use the LLC interface to initiate connections and communicate with peer LLC entities and thus establish data path for sending MSDUs across different links. As such no new interfaces or primitives need to be defined for this SAP as well.

· MIH_RRC_SAP: This defines the interface between the MIH Function and RRC.
4.6 Media Independence

4.6.1 MIH Protocol 

The IEEE 802.21 standard supports the Media Independent Event service, Media Independent Command service and Media Independent Information service. The packet payload for these services may be carried over management frames or data frames. Wireless networks such as 802.11 and 802.16 have a management plane and support management frames which could be suitably enhanced for carrying the above payloads. However the wired Ethernet network does not have management plane and can carry the above payloads only in data frames.

As such to support medium such as Ethernet there may be a need to define a L2 protocol with a new ethertype which can carry the above payload over normal data frames. The MIH ethertype is encoded in the SNAP header. At the same time 802 networks don’t support data frames in unauthenticated state. Hence the MIH Protocol cannot be used in this case. Only management frames can be used to transport information in this case.

The IEEE 802.21 standard should define the packet format and payloads in media independent manner in standard TLV format. Thereafter these packets can be encapsulated in a L2 MIH Protocol using MIH ethertype when the payload needs to be sent over normal data frames as in case of ethernet. In other cases the TLV based messages and payload can be directly encapsulated in media specific management frames.

4.7 Media Dependence

4.7.1 802 specific Amendments

This should be handled by specific IEEE 802 working groups, e.g. IEEE802.11 and IEEE802.16.  For the better understanding of this specification, some example are provided as informative recommendations in the Appendix.
4.7.2 Cellular specific Amendments

This should be handled by specific cellular system standardization organizations, e.g. 3GPP and 3GPP2. For better understanding of this specification, some examples are provided as informative recommendations in the Appendix.
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