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What This Tutorial is About

 How to evaluate the effects of interference on
performance
— Step by step procedure
— Three different methodologies
— Several case study examples
— Insights on factors to consider

 How to go about developing coexistence
mechanisms
— EXpectations
— Major roadblocks
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We won't cover

e Signal processing and communication theory

— How to design receivers, filters, other anti-jamming
techniques

e \What the instructor does not know
— Any specific product implementation
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Overview
 What is the problem?

— Motivations and objectives
— Wireless technologies survey

 How to approach performance analysis?
— Step by step methodology
— Metrics, usage scenarios, applications

e Simulation modeling

— Building a coexistence modeling platform
— Results

* Interference Analysis
— Case study for deriving a probability of packet collision

o Experimental Validation
— Tying it all together
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July 13, 2004 More Overview

e Coexistence Mechanisms Elements
1. Channel estimation

MAC layer protocol behavior

Channel selection

Modulation

Protocol collaboration

a kb
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Motivation

 Many wireless technologies use unlicensed bands so
coexisting wireless networks can suffer significant mutual
Interference and performance degradation
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Objectives

1. Quantify the impact of mutual interference on the

protocol performance

— MAC and PHY models or alternatively implementation
prototypes to describe the protocol behavior

— Relevant usage scenarios and applications with input
parameters of topology, transmit power, and traffic distribution

— Performance metrics: bit error rate, packet loss, access delay,
throughput

2. Develop coexistence mechanisms to reduce

mutual interference
Later stages o
— MAC layer solutions typically modify the protocol parameter

! i developme
and options provided i

— PHY layer mechanisms typically require a new design Eoi‘r;){;gafoels

developmen
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Performance Analysis Methodologies

1. Analytical modeling

— Availability of vendor fact sheets or theoretical results describing radio
receivers in terms of bit error versus signal to interference ratio

— Based on a probability of packet collision in time and frequency
— Provide a back of the envelope approximation

[
>
B
—
>

2. Simulation modeling
— PHY and MAC protocol behavior details
— Study a number of “what if” scenarios
— Analyze the effects of mutual interference

— Varying accuracy range

3. Experimental measurements

— Vendor implementation specific

— Difficulty tying results to protocol options and parameters
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Simulation Model: Approximate Level

« Homogeneous set-up where different devices (BT or 802.11)
are considered separately with respect to (accurate)
Interference models

Traffic Models

Traffic Models Interference Models

based on experimental

MAC

MAC
PHY & RF measurements, analysis PHY & RF
Layer Layer

Assumptions

Assumptions
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Simulation Model: More Accurate Level

 Heterogeneous set-up where different wireless devices are
co-located within the same environment

_ Traffic Models
Traffic Models

VA MAC
PHY & RF i';\gr& RF
Layer Network Topolog y

In a Coexistence
Environment

Traffic Models Traffic Models

VAC MAC
PHY & RF PHY & RF
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Performance Analysis Step-by-step Procedure

1. Scope

— Define the perimeters of the problem space, for example identify the
wireless technologies involved in the study

2. Breadth

— Define performance metrics
—  List typical usage scenarios including applications and network topologies

3. Depth
I.  Study the protocol behavior | €
ii. Configure the parameters

lii. Analyze the performance
Ilv. Validate the results
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Coexistence Performance Metrics

 Performance metrics definition
— Bit Error Rate
— Packet loss
— Access delay
— Throughput
— Goodput
« Coexistence performance metrics:

— Compare each specification against itself
— Difference of two independent sample means: one-tailed hypothesis test

e Where to measure?
e Measurement format
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Performance Metrics

e Bit Error Rate: number of bits received in error divided by the total
number of bits received

 Packet Loss: number of packets lost due to errors divided by the number
of packets successfully received

 Access Delay (seconds): the time it takes to transmit a packet from the
time it is passed to the MAC layer until it is successfully received at the
destination — generally accounts for queuing and retransmissions delays

 End-to-End Delay (seconds) : the time it takes to transmit an
application layer packet -- generally at the TCP layer

 Throughput (bits/s): the number of bits successfully received divided by
the time it took to transmit them over the medium

Goodput: the number of successful packets received at the receiver’s
application layer divided by the number of application layer packets that
could be transmitted over the medium
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Bit Error Rate

Objective

To measure the number of bits received in error at the destination. This measure
Is conducted before performing error correction (FEC, HEC)

Note that in a real implementation, this measure is based on a theoretical
calculation using the signal to noise ratio measured and the receiver a priori
performance. In a simulated environment this can be computed

Definition
— bit error rate: number of bits received in error divided by the total number
of bits sent during a period of time. Units:%

— residual errors: number of bits that remain error after applying an error
correction code — theoretical value
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Packet Loss

Objective

To measure the number of packets discarded at the MAC layer due to errors in
the bit stream. This measure is conducted after performing error correction
(FEC, HEC)

Definition
— packet loss: number of packets lost divided by the total number of
packets sent during a period of time. Units:%
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Access Delay

Objective

To measure the time it takes to transmit a packet from the time it is passed to the
MAC layer until it is successfully received at the destination (MAC layer)

Definitions

— average access delay: sum of all access delays divided by the number of
samples. (Units = milliseconds)

— coefficient of delay variance: access delay standard deviation divided by the
average access delay

— access delay probability distribution function (95th, 99th percentiles)
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End-to-end Delay

Objective

To measure the time it takes to transmit a packet from the time it is passed to the
TCP layer until it is successfully received at the destination (TCP layer). This is
the delay observed from the application’s perspective

Definitions

— average end-to-end delay: sum of all end-to-end delays divided by the
number of samples. (Units = milliseconds)

— coefficient of delay variance: end-to-end delay standard deviation divided by
the average end-to-end delay

— delay probability distribution function (95th, 99th percentiles)
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Throughput

Objective

To measure the number of bits per second delivered over the medium. This
measure includes both packet payload and headers

Definition
— average throughput: total number of bits received at the destination
divided by a unit of time.Units: Mbit/s
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Goodput

Objective

To measure the number of bits of information delivered over the medium. This
measure does include neither packet headers nor overheads. This may be
useful for measuring the performance of higher layer traffic

Definition
— average goodput: total number of information bits received at the
destination divided by a unit of time. Units: Mbit/s
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Where to measure performance?

Example: Bluetooth LAN Access data traffic flow

TCP/UDP

IP
PPP

RFCOMM

L2CAP

MAC

BB

RF

IEEE 802 Plenary Meeting,, Portland OR

» Access delay is computed after the
reassembly of DM3 and DM5 packets
iInto an L2CAP packet and may include
retransmission time due to ARQ

*HEC, FEC and CRC are performed on
the DM3 and DM5 packets received

*Throughput includes L2CAP overhead

*Goodput includes L2CAP payload only
and higher layer overheads
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Where to measure performance?

Example: Bluetooth LAN Access data traffic flow

» Access delay is computed upon the
arrival of baseband packets containing
TCP/UDP DM3 and DM5 packets. Therefore the
IP access delay does not account for any
retransmission time
PPP

No HEC, FEC and CRC are performed
RFCOMM *Throughput includes L2CAP, DM3/DM5

O
< and baseband packet overheads
S L2CAP _ .
*Goodput consists of the transmission of
BB — DM5/DM3 packets
RF Higher layer measurements may give better

insights on the impact of interference onto higher layers
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Measurement Format

 Map parameters to relevant coordinate axis

* Use either the offered load * or the BER on the x-axis to
plot the 1) access delay, ii) throughput, iii) goodput, iv)
coefficient of delay variation, and v) packet loss on the y-
axis

Note: the offered load measures the amount traffic sent as a percentage of the total
capacity of the channel. Units: %
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Measurement Methodology

e For every test scenario consisting of a specific network
topology (number of devices, distance), and applications
(voice, data):

— obtain performance results for each protocol specification (e.g. IEEE
802.11, Bluetooth) in

(a) a clean environment (without interference)
(b) a coexistence environment (with the interference effect)

— compare results from (a) and (b): compute the difference and conduct
a one tailed-test on the significance of the difference
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July 13, 2004 Applications and Traffic Models

e On-Off Model

Analysis — Defines a model for the packet length and interarrival time
according to a distribution

— Focuses on a specific layer and hides the details of higher layer

Simulation protocols in the stack
— Useful in controlled experiments where traffic parameters can be
isolated and their effects investigated
e Application Profiles
Simulation . L - .
— Describes application specific parameters such as file, page,

frame, encapsulation, etc

Experimentation —  Captures the mutual interactions and the behavior across all

layers of the protocol stack

e Data Traces

— Obtained from experimental measurements and generally used in
Simulation simulations

— Captures the packet types, size, interarrivals resulting from
Experimentation transmission on the medium

— Perturbations in transmission patterns due to protocol behavior
T depend on the experiment conducted
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Case Study Evaluation
= Three wireless technologies are selected:
IEEE 802.11b, Bluetooth (IEEE 802.15.1), Zigbee (IEEE 802.15.4)
= Evaluate effects of interference on performance
= |dentify significant factors to consider
= |nvestigate performance trade-offs and scalability issues

Approaches
=  Simulation
=  Analysis

= Experimental Evaluation
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Simulation Modeling
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System Simulation Modeling

Packet Level Simulation Module DSP Module
(developed by others
Traffic Generation at NIST)
Media Access Control Transmitter / Receiver
: INPUT Parameters
*TDMA (Polling, CSMA
AR ( d ) Modulator/ Demodulator
FEC?/ FCs Channel Propagation
BER Computation
*Frequency Channel Selection P
(Hopping / Spread Spectrum) ___ OUTPUT Parameters
*Packet collisions (time and
frequency)

PHY layer function BER_COMPUTE()
is called at the end of every packet transmission

INPUT Parameters:
» Packet bit sequence
* For all packets in transmission:
Signal Type, Transmission Power, Frequency, Packet Start Transmission Time,
Packet End Transmission Time, Distance between transmitter and receiver node

OUTPUT Parameters:

» Packet bit sequence with errors (bits flipped)
IEEE 802 Plenary Meeting,, Portland OR 28
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Channel Modeling

« Additive White Gaussian Noise, multipath fading
e Path loss model

o~ {32.45+ 20log(f.d) d <8m

58.3+33log(d /8) otherwise

 Received power and SIR depend on topology and
device parameters:

P. =P —L,
SIR=P,—P

IEEE 802 Plenary Meeting,, Portland OR 29



July 13, 2004

Physical Layer Modeling

 DSP based implementation of transceivers

« Design using typical parameters (goal is to remain non-
Implementation specific)

« |[EEE 802.11
— Direct Sequence Spread Spectrum (1 Mbits/s)

— Complementary Code Keying (11 Mbits/s)
— Frequency Hopping (1 Mbits/s)
o Zigbee

— Direct Sequence Spread Spectrum

e Bluetooth

— Non-coherent Limiter Discriminator receiver, Viterbi receiver with channel
estimation and equalization
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MAC Modeling

« MAC behavioral implementation for IEEE 802.11,
Bluetooth, Zigbee

e Frequency hopping

e Error detection and correction

— Different error correction schemes applied to packet segments
(Bluetooth)

— FCS (802.11)

« Performance statistics collection
— Access delay, packet loss, residual error, throughput
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Packet Collisions

Desired Packet, Pd

€ > :
Attime E
€ > _ _
Interference Packet, P,! *Desired packetlls :
< > completely received at its
Interference Packet, P, destination
sParameters of all packets
that started/ended in [S,E]
Is passed to the DSP
module to compute BER
for each packet segment
_ BER1 BER2 BER3
S E
Start Time End Time
Packet Packet
Reception Reception
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Simulation Topology

Experiment 1

A Bluetooth
802.11 Data Packets DM5, 2871 bits
AP , Interarrival time 20.84 ms
(()’15) )"\ Offered Load 30%
SCO Packets HV1, 366 bits
© Tx Power 1mw
©
3 802.11
Data Rate 11 Mbits/s
Packet Size 8000 bits
(O’d) x Interarrival time 1.84 ms
802.11 Offered Load 50%
Mobile Tx Power 25 mW
Voice
¢
(0,0) (1,0)
Bluetooth Bluetooth
Slave Master

IEEE 802 Plenary Meeting,, Portland OR

802.11
AP s
©

| &

802.11
Mobile

Bluetooth
Slave

802.11 -
AP T
)
802.11
Mobile

Bluetooth
Slave

802.11

802.11
Mobile

@®©
AP I
(@]

Bluetooth
Master

Experiment 3

Voice

Bluetooth
Master

Experiment 4

Bluetooth
Slave

Bluetooth
Master



iy 13, 200¢ Experiment 1.
Bluetooth voice packets with 802.11 interference

Pr [ Packet Loss] Number of Residual Errors

0.25
14 |
0.2 +t T 12 |
802.11 Mobile 10 .|
0.15 ]
8 |
0.1 6
BT Slave
4
0.05 |
2

O 0 05 1 15 2 25 3 35 4 45 5 O 0 05 1 15 2 25 3 35 4 45 5
Distance of Bluetooth Slave to 802.11 Mobile Distance of Bluetooth Slave to 802.11 Mobile
(meters) (meters)

IEEE 802 Plenary Meeting,, Portland OR 34



July 13, 2004

Experiment 2:
Bluetooth data packets with 802.11 interference

Pr [ Packet Loss]

0.25 Mean Access Delay (seconds)
' 0.008 ' ' ' ' ' '
BT Slave
0.2
0.006 |
BT Slave )
0.15 | 802.11 Mobile
802.11 Mobile 0.004 |
0.1
0.05 | | 0.002
0 0 . . . . . - . . -
0O 05 1 15 2 25 3 35 4 45 5 0 05 1 15 2 25 3 35 4 45 5
Distance of Bluetooth Slave to 802.11 Mobile Distance of Bluetooth Slave to 802.11 Mobile
(meters) (meters)
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Experiment 3:
802.11 with Bluetooth voice as interference

05 Pr [ Packet Loss] Mean Access Delay (seconds)
0.08 T
0.4 :
802.11 Mobhile 0.06 | 802.11 Mobile
0.3
0.04 |
0.2
I BT Slave 0.02 |
0.1
’I\I/ i + . . O L L L L L L L L L
0o 05 1 15 2 25 3 35 4 45 5 0 05 1 15 2 25 3 35 4 45 5
Distance of 802.11 Mobile to Bluetooth Slave Distance of 802.11 Mobile to Bluetooth Slave
(meters) (meters)
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Experiment 4:
802.11 with Bluetooth data as interference

0.25 Pr [ Packet Loss] Mean Access Delay (seconds)
0.08 ' ' ' ' ' ' ' '
0.2
0.06 |
015 | 802.11 Mobile I
0.04
0.1
802.11 Mobile
0.02
0.05 .| s BT Slave /
0 _ﬁék\i
O , L L L L L L L L e e —— S —
0O 05 1 15 2 25 3 35 4 45 5 0O 05 1 15 2 25 3 35 4 45 5
Distance of 802.11 Mobhile from Bluetooth Slave Distance of 802.11 Mobile from Bluetooth Slave
(meters) (meters)
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Analytical Modeling
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uly 13, 2004 Interference Analysis ()
FBl FBZ FBS
______ : | Bluetooth | Bluetooth Bluetooth
: | Packet | Packet Packet
________________ M
< :
X T
B >
Ft o2
802.11 Packet WLAN Packet
< >< >
I‘W UBackoff
< >
TW
Lg/ L,,= length of Bluetooth / 802.11 packet
Tg/ T,y = interarrival time between two Bluetooth/ 802.11 packets
Fg/ F, = frequency used by Bluetooth/ 802.11packet

T = collision time

X, Fg and F,, are independent and uniformly distributed random variables
X e 0.Ty

Fg, Fy € 0..79
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Interference Analysis (ll)

TW
PE:Z_:

x=0

79

Zf Pr(packet error | X=x; F=f).p, (X). p; (f)
=1

where

Pr (packeterror | X=x; F=f)=1- (1 -BER) T°®

Therefore,

TW
PE =(N/ 79)(1/T,,) > (1 - (1 - BER) X))
x=0
N = number of Bluetooth channels affected by 802.11 interference
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Interference Analysis (l1)

To compute T, there are 3 cases:

.......................

Te(X) = Lg Ifx<L,—Lg
=Ly - X If L, - Lg <X<Ly
= if L, <x<Ty -Lg
=X+ Lg-Ty, Ty, —Lg<Xx<Ty

3) Lg > Ly,
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July 13, 2004 Interference AnalySIS (IV)
2) Ly <Ly andLg>T, —Ly

Tc=Lg If x <L, — Lg
=Ly-X IfLy-Lg<x<T,—Lg
=Ly+tLg—Tyw Ty Lg<x<Ly
=X+ Lg—Ty IfLy, <X<Ty

3) Lg > Ly

X BT BT
>
Ll .
802.11 802.11
L —
W I
W

Define N(x) as the number of 802.11packets that hit a

Bluetooth packet

N(X) = Lag/Ty | ifx<Ty [La/Ty |- Lg
=[Lg/Ty, 1+ 1 otherwise

BT

Lg

802.11

\AL
vV
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Interference Analysis (V)

Define T, as the interval of time overlap with 802.11packet |

T,= max (L,, — X,0) if 1=0
=Ly fi=2,...,N(x) -1
=min (X + Lg — (N(x) -1) T\, L\) If 1= N(X)
and
N(X)
Te=2T,
=1
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Analytical and Simulation Parameters Mapping (I)

1. Given the simulation parameters:
e d =distance between transmitter and receiver
e P, =transmitted power
« P, =transmitted interference power

2. Compute Signal to Interference Ratio (SIR)
« SIR=F(d, P, P)

3. Obtain BER and N from PHY layer simulation results
« BER=F(SIR)
« N=F(SIR)

4. PE =F(BER, N) (BER and N are used in the analysis)
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Analytical and Simulation Parameters Mapping (I1)

SIR Is computed as follows:

L, = {32.45 + 20 log (f.d) d < 8 meters
58.3 + 33 log (d/8) otherwise (1)

Pr=Pr—Lp (2)

SIR=P, - P, (3)
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PR
SIR=Py- P,
B
Signal
£l Spectrum
Frequency Offset
N
N =2 XA
d (m)|SIR (dB BER
0.5 |-20 18 || 3.68 x10*
1 -14 16 | 3.4%101
2 -7.95 |16 37x101
3 -4.43 |16 /] 7.6x107
4 -1.93 4.2x107?
5 c/ 10 | 3.1x1072

/

BER =Y (BER,)/ A i € [0, A
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Analytical and Simulation Parameters Mapping (l11)

Probability of Bit Error vs. Frequency Offset

T 4

SIR = 20 df  —+— ]
SIR = -14 df —— |
SIR=-8 of —=— |
SIR = -5 df —— |

SIR = 0 b —%—

BERT

4 & 8 Af 10 12 14

Frequency Offset (MHz)

PHY Layer Simulation Results
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Analytical Results Validation

Pr [ Packet Loss], Pr [ Packet Loss],
0.5 Bluetooth HV1 Packets Bluetooth DM5 Packets
| | | | | 05 | | |
0.4
0.4
0.3
03 | Analysis

Analysis

0.2 _ _ _ \/ Simylation _
/ j?ma“on 02 | T Z}\

- ‘9—\-"‘"—-\_ - . -

' 101 | |

0
o : ' ' ' 0 : : ' '
0 1 2 3 4 5 0 1 2 3 4 S
Distance of Bluetooth Slave from 802.11 Mobile Distance of Bluetooth Slave from 802.11 Mobile
(meters) (meters)
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Experimental Validation
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Experimentation, Analysis and Simulation:

Comparative Results

Analysis Experimentation Simulation
Techniques Probability of 2 Bluetooth Dlglanswer
packet error based Development kit (Mark I1)*| MAC, PHY, Channel
on frequency and and 2 Lucent Orinoco* simulation models
packet collision Silver PCMCIA cards
BT Loss 12% 10% 12%
WLAN Loss 44% 37% 44%
Bluetooth
Slave (O;O) (1,0) (1570)
ek XX
802':_"1 — 802.11 AP
Mobile l 25 mW
25 mW
< 2 . . . . :
o *Certain commercial equipment, instruments, or materials
o are identified on this page in order to specify the
() . i tal d d tely. Such identification i
Bluetooth WLAN Packet Size = 8000 bits ot ntended o imply recommendation or endorsement
Master by the National Institute of Standards and Technology,
imw Offered Load=50% nor is it intended to imply that the materials or equipment
x identified are necessarily the best available for the
0,-1) Direction of Data Flow - purpose
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Performance Evaluation Cycle

1. Controlled environment to identify parameters that may effect
performance

— Simple 4-node topology
— On-off packet generation

— Investigate parameters such as device type, modulation, transmission
power, hop rate, offered load, traffic type, packet size

2. Realistic scenarios with higher layer protocol details
3. Large topologies with multiple interferers
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BT Pr [ Packet Loss] — Experiment 1
1 | | e e el = L
BT Data, DS WLA BT Data, © Moiiva DS ULAN —
ET Data, 1 Mhbitss FH WLAN ——

0.1 0.1
0.01 0.01
0.001 .

BT Voice, DS WLAN 0.001
BT Voice & Data, FH WLAN
0.0001 , , . . . 0.0001
0 1 2 3 4 5
Distance of Bluetooth Slave to 802.11 Mobile
(meters)
802.11 . i
o < Experiment 1 802.1q  EXperiment2
(0,15) 1 © AP l fc%
()
802.11 | Y(0,d) go211 |y ©
Mobile | . Voice, Data Mobile ' voice, Data
(o) T —
Bluetooth ~ Blyetooth Bluetooth  Bluetooth
Slave Master Slave Master

BT Victim Signal WLAN Victim Signal

WLAN Device Type

WLAN Pr [ Packet Loss] — Experiment 2

1 Mbit/s DS WLAN

T T
BT Woice, 1 Mbit/s DS WLAN —+—
BT Yoice, 11 Mhitss DS WLAN ——
BT Yoice, 1 Mhit/s FH WLAN —8—
ET Data. 1 Mbit/s DS WLAN ——

0 1 2 3 4 5

Distance of Bluetooth Slave to 802.11 Mobile
(meters)

Topology / Traffic

BT Offered Load 30%

BT Tx Power 1mw
Voice/Data HV1/DM5
WLAN Packet Size 8000 bits
WLANSs Tx Power 25 mW
WLAN Offered Load 50%
Traffic sources On-off

Interference depends on the WLAN data rate and device type
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Bluetooth Transmission Power and Hop Rate

WLAN Probability of Packet Loss

BT Traffic| WLAN Offered Load
30% 60%
DM1 0.449 0.449
DM3 0.286 0.277
DM5 0.269 0.248

Probability of Packet Loss
Versus BT Transmission Power

BT Traffic | BT BT WLAN
Type Power Loss Loss Prob.
(mW) Prob
Data —60% | 1 0.2125 0.0961
2.5 0.2085 0.1227
10 0.1733 0.1358
Voice 1 0.1417 0.1253
2.5 0.1179 0.1609
10 0.0335 0.1977
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802.11
AP

802.11
Mobile

Bluetooth
Slave

|

Experiment 2

Data

Voice, Data

Bluetooth
Master

WLAN Victim Signal

Topology / Traffic
BT Offered Load

BT Tx Power
Voice/Data

WLAN Packet Size
WLANSs Tx Power
WLAN Offered Load

Traffic sources

100%
1mw
HV1/DM5
8000 bits
25 mW

50%
On-off




July 13, 2004 Other Factors Effecting Performance

d WLAN Transmission Power Experiment 1)

Increasing the 802.11 tx power between [1,5] mW triples the BT packet loss
but does not affect the 802.11 results

 Offered Load (Experiment 1)

The packet loss increases with the offered load

Q Bluetooth Traffic Type Experiment 2)

Voice causes more interference than data traffic

1 Bluetooth Packet Size (Experiment 1 & 2)

A shorter packet size leads to less packet loss for Bluetooth but causes more
interference on WLAN

802.11 Experiment 2

Experiment 1 802.11
©
*o.15) 1 E AP l >
=)
802.11 | Y(0,d) 80211 [§ O
Mobile Voice, Data Mobile 1 voice, Data
(OX0) ) ]
Bluetooth Bluetooth Bluetooth’  Bluetooth
Slave Master Slave Master
BT Victim Signal WLAN Victim Signal
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d

Bluetooth on 802.11

10 BT piconets in 314.15 m?
100% of 802.11 loss with BT voice traffic,

Up to 40% with BT data.

Bluetooth on 802.11

80% of 802.11 packet loss with BT voice

57% with BT data .
802.11 on Bluetooth

0.7% of packet loss for BT data
0.2% of packet loss for BT voice

Parameter optimization is not a solution!
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Few Observations on Performance

... on the effects of multi-protocol interference

Considered effects of parameters such as device type, transmitted power,
offered load, hop rate, network topology on interference:

— A higher data rate WLAN is less prone to interference...: the packet loss
for the WLAN 1 Mbit/s (45%) is about half the packet loss of the WLAN
11 Mbit/s (20%) with Bluetooth data interference

— ...but causes more interference on Bluetooth: the packet loss for
Bluetooth is 13% and 20% with the 1 Mbit/s and the 11 Mbit/s WLAN

— Shorter packet sizes are less prone to interference...: Higher Bluetooth
hop rate (shorter packet sizes) is less effected by interference but causes
more interference on WLAN

— Frequency hopping WLAN is less prone to interference: the packet loss
Is 40% and 90% for the WLAN 1 Mbit/s FH and DS, respectively

— Increasing the transmission power causes more interference on the
victim device...: increasing the Bluetooth power from 1 to 10 mW leads
to a 50% increase in the WLAN packet loss

— WLAN interference causes severe Zigbee performance degradation: up
to 90% loss

Performance depends on protocol parameters and traffic used...
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Let’s develop solutions!!
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Channel estimation

MAC layer protocol behavior
Channel selection
Modulation

Protocol collaboration

a bk WbhPF
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Received Signal Strength Indication (RSSI)
— Energy detection over a certain threshold

o Carrier Sense
— Detection of a signal with specific characteristics

 Packet Error Rate
— Rate of in-error packets to received packets

e Packet Acknowledgment

— Unacknowledged packets or negative acknowledgement indication
(when acknowledgments are expected) reflect the transmission quality
in a channel.
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MAC Layer Protocol Behavior

« TDMA solution for scheduling Bluetooth and 802.11 packets on the
same device: one radio implementing both protocols

» Bluetooth packet size selection: traffic dependent, impractical with
realistic applications

» Backoff and scheduling. select transmission time to avoid interference
— no changes to chipset
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Channels may be dynamically selected based on the channel status

— |EEE 802.11b DSSS selects a center channel
— Zigbee dynamically selects a channel at initialization and during normal
operation

— Bluetooth may reduce its hopping set in response to channel
assessment information
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e Spread spectrum techniques

— a transmission bandwidth that is several orders of magnitude greater
than the minimum required signal bandwidth so that many users can
simultaneously use the same bandwidth

— Pseudorandom signal with noise-like properties

— Inherent interference rejection capability

— Elimination of narrowband interference

— Resistance to multipath fading due to frequency diversity

— Direct sequence spread spectrum multiplies baseband data by a
pseudo-noise code generator

— Frequency hopping spread spectrum involves a periodic change of
transmission frequency

e Receiver Design
— Coding
— Notch filtering
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Protocol (Non)/Collaboration

o Collaborative methods rely on communication between different
protocols at a specific protocol layer in order to achieve coexistence

— Protocols implemented on the same physical device can be
collaborative

— Multi-radio and “cognitive radio” technologies

* Non-collaborative methods do not use any form of communication
between different protocols

— Simply rely on channel estimation techniques
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Let’s look at some examples
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Channel estimation — Dynamic channel estimation
MAC layer protocol behavior — Bluetooth scheduling
Channel selection — Bluetooth adaptive hopping
Modulation — WLAN rate scaling

Protocol collaboration — Non-collaborative

A A
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Open Issues and Recommendations
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Final Slide

Thank you!
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